—r=Cs

UCS Server

Administration Guide

iPECS is an Ericsson-LG Brand

4
> LG
Please read this manual carefully before

operation. Retain it for future reference. ERICSSON



Copyright © 2013 Ericsson-LG Enterprise Co., Ltd. All Rights Reserved.

This material is copyrighted by Ericsson-LG Enterprise Co., Ltd. Any unauthorized
reproductions, use or disclosure of this material, or any part thereof, is strictly prohibited and is
a violation of Copyright Laws.

Ericsson-LG Enterprise reserves the right to make changes in specifications at any time without
notice.

The information furnished by Ericsson-LG Enterprise in this material is believed to be accurate
and reliable, but is not warranted to be true in all cases.

Ericsson-LG Enterprise and iPECS UCS are trademarks of Ericsson-LG Enterprise Co., Ltd.

Document Information

S/W Version Issue Changes Release Date
4.0Ag 4.0 P4 update and release 2014-03-13
4.0Ai 4.1 P4 update and release 2014-03-13
4.0A0 4.2 General update 2014-07-10
4.0As 4.3 P4 update and release 2014-08-08
4.0Bb 4.4 P4 update and release, Open Source 2014-12-19
4.1Ad 4.5 P4.1 update and release 2015-05-19
5.0.11 4.6 P5 update and release 2016-05-09

5.5.12 4.7 P5.5 update and release 2016-08-31




Table of Contents

Table of CoNteNtS ... i
ADOUL THIS GUIAE v 1
LU 0T LT PP 1

F T Lo 1= o Tod TP RP PP TPPRO 1
DOCUMENT OFQANIZALION ...ciiiiiiiiieieeei e ettt e e e e ettt e e e e e s b bbe e et e e e e e e aaabebeeeaaeeaaaanbbeeeeeeaaeseannrens 1
DOCUMENT CONVENTIONS. .....ueiiiiiiiiee ittt ettt sttt sttt e e s e e e aab et e s aas e e e s e b et e e anbe e e e e nbene e e eanreeeeannee 2
RIS (o111 4 F= L] o TSP U PP OUPRPTT 2
(T oTe g =T ol i g o] (o= PP PP PP PPPRP 2
Chapter 1 IntroducCtion .......cccoovvviiiiiiiiiii e 3
1.1 PrOgram OVEIVIEW ........ciiuuiiieiiiiee ettt ettt sttt ettt e e et e e s st e e e sbb et e e sbre e e e e sanneee s 3

1.2 Composition Of IPECS UCS SEIVEN ....c.ccciiieeiiiiiee ettt e e e s siaee e e e e e s e nnnaen e eea e e s e annnnes 4
T L s VY= Y= TR 4
DALADASE SEIVET ... eeiiiiiitie ettt ettt ettt et e st e st e e s b e e e ab b e e s be e e be e e e be e e snne e aneeenneas 4

WWEBD SBIVET ... ettt 4

F Y o] o] o= U To g BT Y= R 4
Chapter 2 Installation of UCS Server.........ccooeeevveveeinnn, 6
2.1 Server and PBX REQUIFEMENTS........uuiiiieiiiiiiiiiiee e e e seiitte e e e e e e s sitare e e e e e e as s snnnnnaeeeeeesesnnnnens 6
2.1.1  Minimum Hardware for IPECS UCS SEIVEI.........cccoiiiieiiiiiiee et 6

2.1.2 Operating system for IPECS UCS SEIVEN.........coiiiiiiiiiiaaiiiiiiiieee e 7

2.1.3 IPECS PBX System supporting iPECS SEIVEr .......cccccveveeiiiiiiieeiee e 7

2.2 Verification of [IS INSTAlIAtIoN ...........oooiiiiiiiiie e 8
2.2.1  WINAOWS SEIVEE 2008........uueiiiiiiieeiiiiiie ettt e ettt e st e ettt e e aabb e e e e sbaeeessbeeeessareeeeaa 8

2.2.2  WINAOWS SEIVEI 20L2....cciiiiieiiiiiee ittt et r e iae e e e sbbe e e e snneeas 12

2.2.3  WINAOWS 8.1 AN 10 ...eeiiiiiiiiiiiiiiee ettt e sbr e e nnnee s 17

2.3 Installation Package for iPECS UCS SEIVET.......coocuuiiiiiiiiiiiiiiee e 20

2.4 UCS Server Registration @S SEIVICE.......c.uuuiiieeiiiiiieiieee e e e sssitee e e e e s e s e e e e e s e e e snnneeees 31

25 Change of HTTP(S) SEIVICE POIt .....ciieeiiiieieiee e e e e e e e e e e 32
2.5.1 HTTP(S) Port Configuration..........cccceeiiiiiiiiiiee ettt ss e e e e e e e e sanrren e e e e 32

2511 HTTP PO oot 32

iPECS UCS Server Administration Guide - Issue 4.7 i



2512 HTTPS POIt....eee e 33

2.5.2 HTTP(S) POrt REQISIIAtiON .....ccoiuviiiiiiiiiie ettt seaee e 35

2.6 Verification Of FIF@WAl...........ueiiii e 36
2.6.1  Set-up WINAOWS FIr@Wall .......ccooiiiiiiiiiiiiiiie et 36
26.1.1 Method 1 - Turn off Windows Firewall ............cccccoeveiiiiiiiiiiiiiie e 36

2.6.1.2 Method 2 — Open Required TCP and UDP POrts........ccccceveeeiiiiiiieenenn. 37

2.6.2  Set-up External FIr@Wall..........c..uueiiiiiiiie e 40
Chapter 3 Connection to iPECS PBX System................ 41
3.1 Lock key Installation and Configuration of iPECS PBX Systems ........ccccccceveeviierenninen. 41
3.1.1 IPECS UNified SYSIEM ..eeiiiiii it s s e e e s e e e e e s s snnrene e e e e e e anns 41
3.1.2 IPECS-CM SYSIEBM .. ..iiiiiiiiei ettt e e e s ettt e e e e s s e e e e e e s e s enan e e e e e e e s snnnranneeaaeeaean 44

3.2 IPECS UCS Server and PBX CONNECHION..........uuieiiiiiieiiiieesiiie e siiee e e 46
Chapter 4 UCS Account Registration ...............cccceeeeee.... 48
4.1 ] == To [ DT (=T (o RPN 48
4.2 UCS USEI REGISIIALION. .....cciiiiiiiiiii ettt s st e e e e st re e ee e e e e e s et e e e e e s s e sannaaeeees 49
N R | = = 04 U 111 {1= o PSRRI 49
421.1 UNit REQISIIAtION. ...cciiiiiiiiiiiii e 49

421.2 MaSS REQISIIAtION .....coiiiiiiiiiiiie ettt 51

4.2.2  IPECS-CM ...ttt ittt st s bt e e s et e e st et e e s st e e e e e e e e e naee e e eneee 52
42.2.1 UNit REGISIIAtION......ccciiiiiiiiieec e e 52

4222 MaSS REQISIIALION ........cuvviiiiie e e e e e e e e e e e earrree s 55

4.3 Phone User REQISIatiON.............uviiiieei e et e e e e s er e e e e e e s st ae e e e e e s s nannnees 57
e A | = = 04 T U111 11= o PSRRI 57
431.1 UNit REQISIIAION. ...cciiiiiiiiiiiii e 57

4.3.1.2 MaSS REQISIIAtION ...cceeiiiiiiiiiieie et 57

4.3.2  IPECS-CM ... ittt ittt ettt ettt e e et e e s e e e et e e et e e e e naee e e e 57
43.2.1 UNit REGISITAtION. . ..ciiiiiiiiiiiiece e e e e e 57

4.3.2.2 MaSS REQISIIAtION ......cooiiiiiiiiee et e e e e e s 59

4.4 External Contact REQISIITAtION ........cciiiiiiiiiiiieie e e e e 60
441 UNIEREGISIALION. ....ciiiiiiiieiitiie ettt et e et e e e neeas 60
4.4.2 MaSS REQISIIALION ....uieiiiiiiii ettt e e e e et e e e e e e sbbe e e e e e e e e as 61

4.5 Additional Steps after RegQIStration .............ooueiiiiiiiieiiiiiiee e 62
45.1 Set Restricted Features of UCS ClENtS ........ccoviiiiiiiiiiie e 62
4.5.2 Presence Registration of UCS ClIENtS........cccvviiiieeeiiiiiiiiee e ee e esieeee e 62
Chapter5 UCSClient LOQIN....cccooviiiiiiiiiiieeeieeeeeeeeee, 63
5.1 IPECS UCS CHENE LOGIN . ttiiiiiiiiiieiiiiie ittt steee ettt ee et e e s nntae e e snsaeeesnneeas 63
5.1.1 IPECS UCS PC ClIBNtutitiiiiiiiiieiiiiiee ittt ettt ssiie e sieae e staee e s ssaseeesnssaeeesssneessnnees 63

ii iPECS UCS Server Administration Guide - Issue 4.7



5.1.2 iPECS MO0DIile UCS ClIENL.....coiiiiiiieiiiiie ettt 66

5.1.2.1 IPECS UCS ANroid CHENt .......ocvvveeiiiiie it sveee e 66

5.1.2.2 IPECS UCS IPhONE ClENt ...uviiiiiiiie et 67
Chapter 6 Administration (Web Admin)......................... 68
6.1 General ADMINISITALION .......ueiiiiiiiee et e e e e e e e e e nee s 70
6.1.1  AdMIN PASSWOIU ........eeiiiiiieee ittt e e e e e e e s et e e e e e s e snsreaeeeaeaeeeas 70
6.1.2  AdMINISIrativVe IMESSAGE .....ceiiiiiiieiiie ettt ettt e e e et e e e e e e e s e aanbereeaaeeeaans 70
B.1.3  DALADASE ... e e e e e e e e e e e e e e 72
6.1.3.1 Backup Database.........oocuuviiiiiiiiiie e 72

6.1.3.2 REStOre Database .........eeeiiiiiiiiiiiie et 73

6.1.4 E-mail DISPALCh SCrEEN .....ccoi it re e e e e s e e e e e e e aans 74

6.2 UCS ACCOUNES AN DIFECIOIY .....euiiiiiieiieiiieiie et e e e e e 75
L R O o F=T g1 2= 1[0 o DO PRUPPPPT 75
L0 =0 1= 1 1o o I PSPPSR 80
6.2.3  ShAred DIFECIOIY .......ceeieiiiie ettt e e e e et e e e e e s e sanb e eeaaaaae e s 82
6.2.3.1 Exporting the Shared DireCtory ... 83

6.2.3.2 Importing the Shared Directory (for editing user information)............... 84

6.2.4 Changeable FIeldS ..o 86
6.2.5 Presence ReQISITAtiON.........coiiiiiiiiiiie e sree e e e s s e e e e e e s anr e e e e e e e e eans 87
6.2.6 E-mail DISPAtCh RESUI.........cciiiiiiieie e e e e 88
6.2.7  USEI SECUIMLY PrOPEIY ...eceieiiiiiiiieieie e s s ettt e e e e s s s nseee e e e e e s s seneeaeereeeeesssnnrnneeeeeesanns 89

6.3 Feature Restriction Of UCS USET ........oiiiiiiiieiiiiee ettt 90
6.3.1 User Feature ReSIICHON ........oouviiiiiie ettt e e 90
6.3.2  REeSHICHON TEMPIALE .....eeeiiiiieiiieeii e e e e e e e 92

6.4 Connection Configuration of External SYyStems ............eeeiiiiiiiiiiii e 93
B.4.1  PBX SYSBIMS ... s s 93
6.4.2 Shared External User SEarch(LDAP) ........cueiiiiiiiiiiie e 95
6.4.3 Shared Directory INfOrmation SYNC..........occuiiiiiiiiiiiiiii e 96
6.4.3.1 LDAP SYNC ..ttt ittt ettt e e e 97

6.4.3.2 OFaACIE SYNC.. .t e e 100

6.4.3.3 MYSQL SYNC cetieiiiiiie ittt ettt e e s e e s aa e snaaee s 104

6.4.4  EXChANQe LINK SEIVET ....cciiiiiiiiiiiiie ettt e e e e 108
6.4.5 SSO (SINGIE SIGN ON) cerriiiiiiiiiie e e e e e e s s e e e e e 110
6.4.5.1 SSO on AD Joined WINAOWS PC .......cocciiiiiiiiii e 110

6.4.5.2 SSO with AD Password Synchronization ..........cccccceeeviiiiiieeeieneeeninns 111

6.5 Shared SCHEAUIE .........ooiiiiiii e et e e sbe e e e e 116
6.5.1 Schedule ADMINISITALOrS ........ccuvviiiiie e e e e e e e e e eeeaee s 116
6.5.2  Shared SCheUIE...........oooi i 117

6.6 UCS Service COoNfIQUIALTION .........iiiiiiiie ittt 118
TN R o (o] o 1= 1= SRRSO 118
6.6.2  SIP ParaMeLEl ...ttt a e 122

iPECS UCS Server Administration Guide - Issue 4.7 iii



6.6.3  TIMEI SEUINGS ..ceiiiiiitiiiiei ettt ettt ettt a e e e e et e e e e e e e s e abbbeeeeeeaens 125

6.6.4  MESSAUE LOQ...ciiiiiiiiiiiiiiiiiitiie et aa 125
6.6.5  AAMIN LEVEI .oveeiiiii e 126
L T Yo [ 4T T U T PP 127
6.6.7 Initialize Client PASSWOId ...........uuuiiiieeiiiiiiiiee e e e e e e e e eeeae e 128
6.6.8 Client Version ReqUIFEMENL ..........coiiiiiiiiiiiieiee e e e snnrreee e 129
LI B 3 1= o1 AV '] (7= To PP 130
LG O (8 = i 4TSI @ o] 1T o PR 131
70 R o o 11T F= USRS 132
6.6.12 Audio Setting By MoDile USET .......coooiiiiiiiiii e 133
6.6.13 Audio Setting By Mobile PhONE ........ooiiiiiiiii e 133

6.7 WVED LINK 1.ttt e ettt e e e e e e e e et e e e e e e e e bbb e e e e eeeeeeenbabeeeeeas 134
L A0 T 1Y Y o T o 134
6.7.2 MU WED LINK..eeiiiiiiiiiieeiiee ettt s e e e e e e s e s e e e e e e s e nnneeneeee s 135

6.8 ) = 1L L 137
Lo 0 T O 1 1= o | RSSO UTURRR PO 137
B.8.2 S BIV I ittt 138
LSS T T =] = ) GO SRS 138
LSS 1o To 1 T U U 139
SRS T T O 1| @] o1 o= Tox 1o o RS 140

6.9 LR {=7 00 ] o A PO PPPPPPPPTTRN 142
T T8 R 1o o PR SR 142
6.9.1.1 NOTICE 1ttt e e e e e et e e e e e e s e eabbaaeeeeeeeeaannes 142

6.9.1.2 LAY T 11 o SR 143

6.9.1.3 O | | U UERR 144

6.9.14 FEature USAQJE ......ccuuviiiiiii ittt ettt a e 145

6.9.1.5 Fle SENd ... 146

6.9.2  RESOUICE USAQJE ..uuuuuuuiuuniniiiiniiinineneni s s s e e s e s n s s 147
6.9.2.1 PresenCe MEMDET........ccuuiiieiee et ee e e e e e 147

6.9.2.2 ICR SCENAIIO.....ccoiiiiieeeee 147

6.9.2.3 UNread NOtE......ooooiiiiei 148

6.9.2.4 Private Schedule...........ooo 148

6.9.2.5 SIP SEACK .eviiiiiiieicteeee et e e e e e 149

L R B = 115 i [o OO U TSR OPPTPPPRP 151
6.9.3.1 LAV 14 o1 o T T PSPPI 151

6.9.3.2 Call e 154

6.9.3.3 Feature USAQgE ......covuviiiiiiiii ettt 155

6.9.3.4 ICR RESUIL......uiiiiiii e 156

6.9.3.5 1o o 1 T @ 11 ] | USSR 157
Chapter 7 Administration (Service Controller) ........... 158
7.1 CONLIOI All SEIVICES ......eiiieieee ettt e e e e s e e e e e e e e s st rre e e e e e e aneaans 159

iPECS UCS Server Administration Guide - Issue 4.7



% T R I T Vo [ | I ST =T 4/ (o1 1T 159

7. 0.2 SEAT All SEIVICES ..ciii ittt et e e s bre e e e snbee e e e bbeeeeaneeee 159
T7.1.3  SEOP All SEIVICES ...ttt e e e e e e e st r e e e e e s s s aanbeeraaeaes 159
7.1 4 UNIOAd All SEIVICES .....eiiiiiiiie ittt e e e 159

7.2 CoNtrol Of @ACKH SEIVICE........iii it nrbee e 160
T.2.1 GALEWEAY ...ttt e 160
A 2 N D I - To | [0 1] S PP UPPPPPRT 160
AR T B 1 (=11 (o] VTP 161
47 S 4 1 - 1 1] 1 o PR 161
T.2.5  PIESEINCE ...ttt s 162
A ST =1 4 F= 1 ST=T o = PRSP 162
A A W B N e I o1 PRSP 163
7.2.8  EXChANQe LiNK.....oo o a e 163
A TR U = ) oo 164

7.3 TFACE fIlES et 165
7.4 Change password to ACCESS DAtabase..........ccuueeeveeiiiiiiiiiee et 166
Chapter 8 Upgrade and Uninstallation ....................... 167
8.1 [0 oo ] -V [ RPN 167
8.1.1 Upgrade from UCS P4 10 P5.... .ot 167
8.1.2 UCS P5Version UPGrade ........cccuvieiiiiieeiiiiie s esiiee e stae e stee e sibea e staee e sntaeeesnees 174

8.2 UNINSTAIIAtIoN ... 177
AN 0] 0 1= 0 Lo 1 179
PO TaDIE. ... 179
LOQG IMESSAGES. ...ci e ettt it e e ettt e e et ettt e e e e e et et e e e e e e e e e e e et e e e n e e e e e s 180
SRN (Software Release NOE) ........ccoiuiiiiiiiiie ettt 182
Open SoUrce SOftWArE NOLICE ........uuuiiiieii i e e e s re e e e e 182

iPECS UCS Server Administration Guide - Issue 4.7 v






About This Guide

This section describes the purpose, audience, organization, and conventions that are used in
this iPECS UCS (Unified Communications Solution) Server Administration Guide

NOTE

Screens may appear different than displayed in this manual depending on the OS (Operating
System) and other factors. All information in this guide is subject to change without prior notice.

This guide describes how to install and administer iPECS UCS Server, version 4.

This guide is intended for administrators responsible for the installation and configuration of the
iPECS UCS Server.

This guide consists of seven Chapters and an Appendix, as well as this ‘About This Guide’
section.

e About This Guide

e Chapter 1: Introduction

e Chapter 2: Installation of UCS Server

® Chapter 3: Connecting to iPECS PBX System
e Chapter 4: UCS User Registration

e Chapter 5: UCS Client Login

e Chapter 6: Administration(Web Admin)

e Chapter 7: Administration(Service Controller)
e Appendix: Port Table, Log Messages

Chapters 2 ~ 5 are documented to provide detailed explanation of UCS Server installation to
UCS Client login in a step by step format to assist beginners.

Chapters 6 ~ 8 are documented to provide detailed explanation to enable management of UCS
Server after installation.
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This section describes text formatting conventions and important notice formats used in this
guide.

Text formatting

The narrative-text formatting conventions that are used are as follows:

Convention Description
It may indicate a button, menu item, or dialog box option you can click
Bold text
or select.
Italic text A cross-reference or an important term.
Code text A command prompt.

Important notice

The following icons and notices are used in this guide to convey important cautions and notes.

CAUTION

A caution statement alerts you to situations that may cause damage to hardware, software, or
data.

NOTE

A note provides additional explanations, important information, or a reference to related
information.
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Chapter 1

Introduction

1.1

Program Overview

IPECS UCS (Unified Communications Solution) is a powerful suite of communication
applications and tools designed to link multiple devices and applications seamlessly.

The system configuration illustrated below displays the three components of IPECS UCS, the
IPECS UCS Server, the iPECS UCS Clients (PC, Android, iPhone) and the iPECS IP PBX
platform (CM or Unified), all connected over an IP network.

Working with the iPECS platform, iPECS UCS simplifies human interaction and increases
productivity, allowing employees to access information and business tools using any device,
regardless of location.

IPECS UCS Server integrates communications applications including Instant Messaging and
Presence indication as well as real-time voice, video and file sharing with tools including Call
Recording, Individual Customized Call Routing, Shared and Private contact directories,
Exchange Server integration, LDAP Server integration and Schedule Management. USC Server
also makes available Multi-party Video Conference and Collaborative sessions to the UCS
desktop Client.

Head Office Branch Office

—iPECS UCS

IPECS UCS
g, iPhone
Client

s nET iPECS iPECS UCS
[ ipecs  iPECS UCS _ Andorid, iPhone PEX(CM.UCP. B Cliomt
| PBX(CM, UCP, Server i iPECS UCS o i |
¢ ieecs PC Client ) ——’IS’
NA, 1 ]
E ! K | T I
| | ; 3 £ ? el
| | LAN {PECS -
1P Phone iPECS UCS
LAN L I/ PC Client
u s
21 21
h - | P Internet
—~
iPECS IPECS UCS iPECS UCS .
IP Phone PC Client PC Client | Mobile User
/ == i-#)
. P &5 (3G, 4G, Wi-fi)
M .
IPECS UCS Components iPECS UCS
e PC Client
K| iPECS UCS
g e Android, iPhone
"_ i -
Client

IPECS UCS

iPECS UCS
Server

iPECS
PBX(CM, UCP,

(PC, Android, iPhone)

Figure: System Configuration
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IPECS UCS Server is comprised of 4 servers as follows.

Gateway Server

The Gateway Server is located between iPECS UCS application server and iPECS UCS Client,
and handles conversion of iPECS protocol and SIP (Session Initiation Protocol) messages.

Database Server

The Database Server stores all data for the server and users.

Web Server

The Web Server provides Web Admin for operation and administration such as registering
iIPECS UCS Clients and the iPECS platform.

The Web Server provides web service to iPECS UCS Clients. Through the web service, iPECS
Clients are able to receive data from the Database Server.

Application Server

The Application Server is composed of several server application programs as follows.

Directory server application program
Manages UCS Client log-in and directory search requests

IMR/Presence server application program

Monitors Phone and Instant Messaging status of registered UCS Clients and delivers status
information to UCS Clients. UCS Server assists IMR (Incoming Media Routing) through
communication with UCS Clients and the iPECS PBX platform, plus control of real-time video.

Diagnosis server application program
The Diagnosis server verifies the operational status of UCS Server and saves status data in
UCS database.

Chatting server application program
The Chatting server handles IM sessions between UCS Clients.

EmailSender server application program
The EmailSender server sends E-mails to users when accounts are created.

LDAPLink server application program
The LDAPLInk server synchronizes user information with a standard LDAP server such as
Microsoft Active Directory, which manages user accounts.

ExchangeLink server application program
The ExchangeLink server synchronizes schedule information, which users create through
Microsoft Outlook with Microsoft Exchange Server.
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UserSync server application program
The UserSync server synchronizes login (ID, Password) information with Microsoft AD (Active
Directory) and provides SSO (Single Sign On) service to UCS Clients.
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Chapter 2
Installation of UCS Server

Installation and configuration of the iPECS UCS Server is a multi-step process. Failure to
follow the step-by-step process may result in failure of the iPECS UCS Server installation

AN

The following requirements must be met for proper operation of iPECS UCS Server.

2.1.1 Minimum Hardware for iPECS UCS Server

A maximum of 4,000 user accounts are available and can connect simultaneously on a single

physical server. The minimum hardware specification will increase according to the number of
user accounts. If the minimum hardware specifications are not met then functions of the UCS
may not work correctly.

Number of Users

less than 200

200 ~ 600

600 ~ 4000
CPU 64-bit dual-core 64-bit dual-core 64-bit quad-core
2 Thread 2.5 GHz 4 Thread 3.0GHz 4 Thread 3.0GHz
Memory 4 GB 8 GB 16 GB
Hard Disk 160 GB 320 GB 500 MB
NIC 1 Gbps 1 Gbps 1 Gbps

NOTE

The requirements above are minimums. When the number of clients increase, a higher
performance processor and NIC speed may be required.
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2.1.2 Operating system for iPECS UCS Server

The following OS must be installed for correct operation of iPECS UCS Server.
e Windows Server 2008 R2 SP1 or later
* Windows Server 2012 (Datacenter, Standard, Essential)

* Windows Server 2012 R2 (Datacenter, Standard, Essential)

CAUTION

A This manual explains the installation process for iPECS UCS Server on newly installed,
dedicated operating systems. If an operating system is not dedicated (i.e. is shared or used for
other purposes) this may cause problems for both installation and operation.

To avoid unintended reboots of iPECS UCS Server, Windows Update settings must not be set
to update and reboot automatically. (i.e. automatic update must be disabled.)

UCS Server Application should not be installed on Windows Domain Controller Server.

The following OS may provide adequate operation of iPECS UCS Server for a small company.
e Windows 8.1 x 64 (Professional, Enterprise)

e Windows 10 x 64 (Professional, Enterprise)

CAUTION

A Windows 8.1 is an OS for personal computer (PC) and thus different from Windows Server OS.
Therefore it has license limitations (unlike Windows Server OS). In spite of these limitations,
IPECS UCS Server may be operated on Windows 8.1 up to 50 UCS users. However if UCS
Server operates abnormally under these conditions, the abnormality may be caused by license
limitations. In this case, IPECS UCS Server must be operated on a Windows Server OS.

2.1.3 IPECS PBX System supporting iPECS Server

The following iIPECS PBX Systems are minimum requirements to support correct operation of
iPECS UCS Server.

e PECS Unified (UCP, eMG80, eMG800)
e |PECS-CM, version 5.5 and over

NOTE
The contents regarding iPECS Unified are based on iPECS UCP in this document. The iPECS
eMG contents are the same as the iPECS UCP content.

The references to PBX systems in this document are correct at time of publication; however
updates or upgrades may have been subsequently applied. Please refer to the current PBX
system manual for the relevant revisions and instructions.
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2.2 Verification of IS Installation

The Internet Information Services (11S) Windows component is required for correct operation of

the IPECS UCS Web Admin Server. IIS is not automatically installed by in the Windows OS and
must be installed by the iPECS administrator.

2.2.1 Windows Server 2008

Select [Control Panel (View by: small icons) - Administrative Tools - Server Manager].

E= all Control Panel Items

E ~ Contr... ~ AllCon... ~ - & I Search Control Panel 2]

Adjust your computer's settings Wiew by Smallicons *

¥ action Center Adrninistrative Tools

@ AukoPlay I.';I Color Managemenkt

[E crede Administrative Tools

'@ Defar <_) <_) - all Control Panel I... = Administrative Tools - - @ I Search
Drevic
'Q' Ease

Organize

1" Favorites [HERTS | Eaie

A Fonts B Ceskiap = Security Configuration Wizard 713
&Y iscst & Downloads I [l Server Manager 713

2. Verify role 'Web Server (11S)' is installed, if not, click [Add Roles] and add this role.

?, Server Manager

File Action Wiew Help
< =[]

EN ELCCAL UL RIS Server Manager (WIN-53BMIICYNSE)

5 Roles

| Features
= Disgnostics Get an overview of the status of this server, perform top manager|
2

= N ) tasks, and add or remowe server roles and features.,
S} configuration
5 storage

| Roles Summary Roles Surmary |

+/ Roles: 0of 17 installed - GotoRoles

S add Roles

= Remove Roles

3. Click [Next].

Add Roles Wizard

ﬁ Before You Begin
This wizard helps you install rales on this server. Vou determine which roles to install based on the tasks you

Server Roles wian: this server to perform, such as sharing documents or hosting a Web site.

Confirmatian Before you continue, verify that:

Progress « The Administrator account has a strong password
[ « histwork settings, such as static 1P addresses, are corfiqured
+ The latest securty updates from Windows Update are installed

If you have to complete any of the preceding steps, cancel the wizard, complete the steps, and then run the
wizard again.

To continug, dick Next.

I Skip this page by default

crrevions [ Next> | s Cancel
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4. Add [Web Server (11S)] role, then click [Next].

Add Roles

Before You Begin

Wieh Server (IT5)

Role Services
Confirmation
Progress

Results

ard

=
{! =+ Select Server Roles

Select one or mare roles ko install on his server,

Roles: Description;

web Server (115) provides a relisble,
manageabl, and scalable Web
application infrastructure,

L] Active Drectory Certificate Services

[] Active Directory Domain Services

[ Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[ ] Active Dirsctary Rights Management Services
] application Server

] DHCP Server

[ s Server

[] Fax server

] File Services

] Hyper-v

[ Metwork Policy and Access Services

[] Print and Document Services

[] Windows Server Update Services

Mare ahout server roles

<provious [ Mext> | et Cancel

5. Click [Next].

Add Roles Wizard

E Web Server (IIS)

Before You Begin

Server Roles

Role Services

Confirmation
Pragress

Results

Introduction to Web Server (IS}

wieb servers are computers that have specific software that allaws them to accept requests From client
computers and return responses to those requests, Web servers et you share information aver the Internet, o
through intransts and extranets. The Web Server role includes Intermet Information Services ([1S) 7.0, & unified
Wb platform that integrates 15 7.0, ASPNET, and Windaws Communization Foundation, 15 7.0 also features
enhanced security, simpified diagnostics, and delegated administration,

Things to Note

Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic, especially when there are multiple roles on this computer,

The default instalation For the Web Server (I15) role includes the installation of role services that enable
ou to serve static content, make minor customizations (such as default documents and HTTP errors),
monitor and log server activity, and configure static content compression.

Additional Information

Querview of Web Server (115

Querview of Available Role Services in 115 7.0
115 Checklists

Common édmiristrative Tasks in 115
Querview of WSRH

<previous |[ et | e Cancel

6. Add the required role services for UCS service, then click [Next].

Add Roles wizard

Before You Begin
Server Roles
Wieh Server (IT5)

Confirmation

Progress

Results

=
{! =+ Select Role Services

Sellect the role services to install for Web Server (IIS):
Role services: Description:

= [E] web Server
[ Common HTTP Features

115 6 Scripting Tools pravide the
ahilty to continue using 115 6 scripting
tools that you bulk to manage 115 6 in
115 7, especialy if your appiications
and scripts that use ActiveX Data
Ohbjects (ADO) or Active Directory
Service Interface (ADST) APIS, 115 6
Seripting Tools require Windows
Process Activation Service
Configuration APL.

Ir

=

ASPMET
JMET Extensibility

=&

[¥/] 15AP1 Extensians
(] 15API Filkers
rveT Sie Toes

[E] Health and Diagnostics
® [0 Security
[E Performance
= [E Management Tools

[¥] 115 Management Console

[ 115 Managemert Scripts and Toals =

[] Management Service

[¥] 115 & Metabase Compatibility

[¥] 115 & Wl Compatibiicy
[J] b

More about role services

<provious [ Mext> | et Cancel
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8.

e Web Server — Application Development — .NET Extensibility

* Web Server — Application Development — ASP .NET

* Web Server — Application Development — ISAPI Extensions

* Web Server — Application Development — ISAPI Filters

¢ Management Tools — 11IS6 Management Compatibility—IIS Metabase Compatibility

¢ Management Tools — [1IS6 Management Compatibility — IIS 6 WMI Compatibility

* Management Tools — 11IS6 Management Compatibility — [IS 6 Scripting Tools

NOTE

You should not add or remove other items. On the basic settings, you just need to add the

items above.

Click [Install].

Add Roles Wizard []

=
E! Confirm Installation Selections

Before You Begin
Server Roles
Wb Server (I15)

Role Services

Confirmation

Progress

Results

To nstall the Following rales, rale services, of Features, dick Instal.

(i) 2 informational messages below

(i) This server might need to be restarted after the installation completes.

~) Web Server (I15)

CPU usage
web Server
Common HTTP Features
Static Content
Default Document
Directory Brawsing
HTTP Errars
Application Developmerk:
ASP.NET

NET Extensibiiy
15API Extensions
ISAFT Filkers

Health and Diagnostics
HTTP Logging
Request Manitor

Seruibe

Print, e-mall, or save this information

<Prewnus| et > | Install I

(i) Find out more about Windows System Resource Manager (WSRM) and haw it can help optimize

=]

After finishing installation, the display below is shown. Click [Close].

add Roles wizard [ ]

=
f! Installation Results

Before You Begin
Server Roles

Weh Server (I15)

The Following roles, role services, or Features were installed successfully:

1 1 warning message below

Role Services
Confirmation

Progress

Results

{\, Windows automatic updating is not enabled, To ensure that your nevly-installed role or feature is

= automatically updated, tun on Windows Updat in Control Panel,
X Ve Berver (115 @ Installation succeeded
The: Fallowing role services were installed:
web Server
Common HTTF Features
Skatic Content
Default Document
Directary Browsing
HTTP Errors
Application Development
ASP.NET
NET Extensibiity
15API Extensions
ISAFI Filkers
Health and Disgnostics
HTTP Logging

Request Maritor

Print, e-mail, or save the installation report

< Preyious ek > | Close: I

Canee]
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9. You can verify the installation of Web Server (IIS) in Server Manager screen.

E=5erver Manager

File  Action Wiew Help
a=|m H

T ECAEUEEE AU RSN Server Manager (WIN-S3BMIICYNGE)

=l 5 Roles

= 5 web Server (115) ;% ) _
W) Internet Information S¢ gi’ | Get an overview of the status of this server, perform top managemes
- & server roles and features,
& Features -»i’

B Diagnostics

33’}, Configuration ~| Roles Summary E Rales Surmmar
=5 Storage

~ Roles: 1 of 17 installed I} GotoRoles

3{} Add Roles
Web Server (1I5)

3:. Remove Roles

CAUTION

To install UCS correctly on Windows Server 2012, you should install .NET Framework after IS

installation. .NET Framework is included in UCS Server installation package.
If you install IIS after NET Framework installation, you must follow the steps below:

- Execute ‘Command Prompt’, then go to ‘C:\Windows\Microsoft. NET
\Framework64\v4.0.30319’, and command ‘aspnet_regiis.exe —I'.

1%>aspnet_regiis.exe —i
ASP.NET ReglIS version 4.8. 19.18488
istration utility to dinstall and wninstall ASP.MET on the local machine.
Copyright <C>» Hic oft 1. All rights e ruved.

Start installing ASP.NET

Finished installing ASP.NET <(4.8.38319.18488>.

C:tlindowsiicrosof t .NETHFramevorkodtv4.8.30319 >
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2.2.2 Windows Server 2012

1. Select [Control Panel (View by: small icons) - Administrative Tools - Server Manager].

== All Control Panel ltems = | =] =
i(-) - 1 |@ » Cont.. » All Cont... ] O| | Search Control Panel o |
Adjust your computer's settings [ viewby:  Smallicons ~
)
P Action Center
g AutoPlay B4 Color Management =
Credentia = | Administrative To... shortcutTools | Applicatio... |_
DefauItPr Haome Share View Manage Manage
5 Devices a
t [ « AIC.. » Admi.. » v & [ Search Admil
@ Ease of Ag
)
A Fonts -0 Favorites Leme
& i5CSl Initiz B Desktop @ Server Manager |
o~ o Downloads § Services
2. Click [Add roles and features].
= Server Manager ==
“ Dashboard Manage Tools
WELCOME TO SERVER MANAGER
i Local Server
ii All Servers . .
o o Configure this local server
BE File and Storage Services P =
QUICK START
2 Add roles and features

3. Click [Next].
E Add Roles and Features Wizard - | = [

DESTINATION SERVER
WIN-FBG5MELIUM

Before you begin

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
hosting a website.

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has 2 strong password
* Network settings, such as static IP addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To continue, click Next.

[] Skip this page by default

Cancel

Install
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4. Select [Role-based or feature-based installation], then click [Next].

DESTINATION SERVER

Select installation type B SN AU

Select the installation type. You can install roles and features on a running physical computer or virtual
machine, or on an offline virtual hard disk [VHD).

Before You Begin

: (® Role-based or feature-based installation
Server Selection
Configure 5 single server by adding roles, role services, and features.

) Remote Desktop Services installation
Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

[ < Previous | | Nm»,\g [ sl | [ cancel
T3

5. Select your server, then click [Next].

DESTINATION SERVER

Select destination server PRt

Before You Begin Select a server or a virtual hard disk on which to install roles and features.

In:

llation Type (®) Select a server from the server pool
) Select a virtual hard disk

Server Roles Server Pool

Features
Filter: | |
Name 1P Address Operating System

150.150.

1 Computer(s) found
This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

[ < Previous | [ Next ’Q [ st | [ cancal
i

6. Click [Web Server(lIS)] checkbox.

DESTINATION SERVER

Select server roles WN-FaGEMO UM

gefore You Begin Select one or more roles to install on the selected server.

Installaticn Type Roles Description

Server Selection

>

Web Server (IIS) provides a reliable,
manageable, and scalable Web
[] DHCP Server application infrastructure.

[] DNS Server

[] Fax Server

[H] File and Storage Services (1 of 12 installed)
] Hyper-v

[[J Metwork Policy and Access Services

[ Print and Dacument Services

[] Application Server

Features

-

[ Remote Access

[[] Remate Desktop Services
[] Volume Activation Services
T (
ows Deployment Services

]

[[] Windows Server Essentials Experience

[[] Windows Server Update Services =

<Previous | [ Net> | | nswl || cancel
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7.

Click [Add Feature].
Add Roles and Features Wizard

S DESTINATION SERVER
ST et e wes |
X

Add features that are required for Web Server (115)?

ion
The fallowing tools are required to manage this featurs, but do net

11S) ik liabl
have to be installed on the same server, [rer (19) provides a relizble.

bble, and scalable Web
jon infrastructure,

4 Web Server (IS}
4 Management Tools

[Tools] IS Management Consocle

Include management tools (if applicable)

>

[<previous | [ New> | [ nstal | [ Cancel

Click [Next].
P =

S DESTINATION SERVER
elect server roles PRt

gefore You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

Server Selection

>

Web Server (IIS) provides a reliable,
manageable, and scalable Web
[ DHCP Server application infrastructure.

DNS Server

[ Application Server

Faatrss

Web Server Rale (1IS) Fax Server

O
O
Role Services b [H] File and Storage Services (1 of 12 installed)
Confirmaticn [ Hyper-v
[ Network Policy and Access Services
[ Print and Document Services
[] Remote Access
[[] Remote Desktop Services

[ Volume Activation Services

[ Windows Deployment Services
[ Windows Server Essentials Experience

[ Windows Server Update Services =

< Previous Nﬁ) Install Cancel

Click [Next].

DESTINATION SERVER
Select features Pty
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Servar Sglection 0 NETF 3.5 combines the
Server Roles pouier of the .NET Framework 2.0
b (8] .NET Framewark 4.5 Features (2 of 7 installed) APIs with new technologies for
AL b [ Background Intelligent Transfer Service (BITS) building applications that offer
Web Server Role (IIS) [ itLocker Drive Encryption appealing user interfaces, protect
B I your customers' personal identity
Role Services [ Bitlacker Network Unlock information, enable seamless and
Confirmation [ BranchCache secure communication, and provide
[ Client for NFS the ability to model  range of
o business processes.
[ Data Center Bridging
[ Direct Play
[ Enhanced Storage
[] Failover Clusteting
[ Group Policy Management
[ 1IS Hostable Web Core
[ Ink and Handwriting Services
<] " [ ]
<previous | | New> | | inmal [ Cancel
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10. Click [Next].

= Add Roles and Features Wizard = | o[
I, . DESTINATION SERVER
Web Server Role (IIS) IN-FRGSMSTIUN
Before You Bagin Web servers are computers that let you share information over the Internet, or through intranets and

extranets. The Web Server role includes Internet Information Services (IIS) 8.5 with enhanced security,
diagnostic and administration, a unified Web platform that integrates IIS 8.5, ASP.NET, and Windows
Communication Foundation.

Installation Ty

Things to note:

* Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web
server traffic, espacially when there are multiple roles on this computer.

* The default installation for the Web Server (IS} role includes the installation of role services that
enable you to serve static content, make minor customizations (such as default documents and HTTP
errors), moniter and log server activity, and configure static centent compression.

More information about Web Server IIS

Cancel

11. Add the required role services for UCS service, then click [Next].

Add Roles and Features Wizard =B -
< . DESTINATION SERVER
Select role services WIN-FEGEMOTIIUM

Select the role services to install for Web Server (1IS)

Role services Description

~| IS 6 Scripting Tools provide the ability to
continue using IIS 6 scripting tools that you

[] .NET Extensibility 2.5 built to manage IS 6 in 1IS 7, especially if
NET Extencibiliy 4.5 your applications and scripts that use ActiveX

Data Objects (ADO) or Active Directory

4 Application Development

L1 Application Initialization Service Interface [ADSI) APIs. IIS 6 Scripting
[ asp Tools require Windows Process Activation
[] ASP.NET3.5 Service Configuration AP

ASPNET 4.5
L1 cal

[] Server Side Includes
[] WebSackst Protacol
] FTP Server
4 Management Tools
115 Management Console
1S & Management Compatibility

IiS 6 Metabase Compatibility

® \Web Server — Application Development — .NET Extensibility 4.5

* Web Server — Application Development — ASP .NET 4.5

* Web Server — Application Development — ISAPI Extensions

* Web Server — Application Development — ISAPI Filters

e Management Tools — 11IS6 Management Compatibility—IIS Metabase Compatibility
¢ Management Tools — [1IS6 Management Compatibility — IIS 6 WMI Compatibility

* Management Tools — 11IS6 Management Compatibility — [IS 6 Scripting Tools
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12. Click [Install].

:
i

Ta install the foliowing redes, role services, or features on selected server, click Install

Restart the destination server automatically if required

Optionyl festures (such as administration tocds] might be displayed on this page because they have been telected
sutamustically, |f yau do net vans o imstsll these eptinnal features, ehick Previeus to chear their check bexes

NET Framewark 45 Features
ASPNETAS
Vit Server (I5)
Mansgement Teols
15 6 Management Campatibdity

IS & Scrpting Took
W5 6 Metsbase Compatibiity
5 6 W1 Compatibility

% Management Consle

Wb Server

Apphication Development
ALPNETAS
TRLBI Exteriong
KA Filters
NET Extensibility 45

Commeon KTTP Features

| < Previows bezall Carcel |

13. After finishing installation, the display below is shown. Click [Close].

,
T

View installation progress

) Festure imtaliation

NET Frammewerk 4.5 Features.
ASPMET 45

115 & Management Compatibility
T 1 8 Seripig Tools :
115 & Metabase Compatibility
115 & WhAI Compatibaity
115 Management Comole

15AR! Exterssions
1SAPI Filters
NET Extensibiity 4.5
Comman HTTP Features

You can close this wizard withaut intermipting running taskes. View task progeess or open this page again by dlicking
Bl Notificatiors in the command bar, and then Task Cetails.

= SERVERS
IEZf Dashboard m All servers | 1 total

B Local Server

BE All Servers

% Server Name IPv4 Address Manageability
WIN-FBG5MI1IUM  150.150.131.195 Online - Performanc|

Filter il
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2.2.3 Windows 8.1 and 10

1. Go to [Control Panel (View by: Small icons)], then select [Programs and Features].

@ * 4 @ ¢ Cont.. » All Cont... w| Search Control Pa... @

Adjust your computer’s settings View by:  Small icons =

e

% Power Options

|ﬂ Programs and Featuresﬂ_

ﬁ Recovery ,il“j

. Programs and Features
(1? Region Uninstall or change programs on your

@ Remotebpp and Deskt Fﬂm puter.

2. Select [Turn Windows features on or off]

~ 4 |5 « AIC.. + Progra.. v Search Programs ...

Control Panel Home .
Uninstall or change a program

View installed updates To uninstall a program, select it from the
list and then click Uninstall, Change, or

@ Turn Windows features on of i
off @ Repair.

Organize == - @
Marne

Mo programs are installed on this computer.
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3. Expand the Internet Information Services node, and then the Web Management Tools and then
the 1IS 6 Management Compatibility. Then, turn on these options under IIS.

=] Windows Features - O

Turn Windows features on or off @
To turn a feature on, select its check box. To turn a feature off, clear its check box. A filled box means that only part of the feature is turned on.

= [®] || Internet Information Services ~
11, FTP Server
= [=] | Web Management Tools
= [=] | 115 6 Management Compatibility
. 115 & Management Consale
. IS 6 Scripting Tools
, 115 68 WMI Compatibility
, 15 Metabase and 115 6 configuration compatibility
, 1I5 Management Console
[] ) 15 Management Scripts and Tools
[[] | IS Management Service
= =] | World Wide Web Services
= [=] || Application Development Features

KEEC

[] 1. .NET Extensibility 3.5
| .NET Extensibility 4.5
[] . Application Initialization
[J4 Asp

[]J) ASP.NET 3.5

, ASP.NET 4.5

[ cal

, |SAP| Extensions

| ISAPI Filters

[ Server-Side Includes
[ WebSocket Protocol

= [=] |, Common HTTP Features

, Default Document
.
, HTTP Errors
, HTTP Redirection
| Static Content
|:| , WebDAV Publishing
[] |, Health and Diagnostics o

o] 4 Cancel

¢ Internet Information Services — Web Management Tools — 11S6 Management Compatibility

— IIS Metabase Compatibility

¢ |Internet Information Services — Web Management Tools — 11S6 Management Compatibility

- IS 6 WMI Compatibility

¢ Internet Information Services-Web Management Tools-11IS6 Management Compatibility —

IIS 6 Scripting Tools

¢ Internet Information Services — Web Management Tools — IS Management Console

¢ Internet Information Services — World Wide Web Services — Application Development

Features — .NET Extensibility 4.5 (4.6 for Windows 10)
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¢ |Internet Information Services — World Wide Web Services — Application Development

Features — ASP .NET 4.5 (4.6 for Windows 10)

¢ |Internet Information Services — World Wide Web Services — Application Development

Features Web Server — Application Development — ISAPI Extensions

* |Internet Information Services — World Wide Web Services — Application Development

Features Web Server — Application Development — ISAPI Filters

Common HTTP Features

e |nternet Information Services — World Wide Web Services

Default Document

Common HTTP Features

* |nternet Information Services — World Wide Web Services

Directory Browsing

Common HTTP Features

e |nternet Information Services — World Wide Web Services
HTTP Errors

Common HTTP Features

e |nternet Information Services — World Wide Web Services
HTTP Redirection

e |nternet Information Services — World Wide Web Services — Common HTTP Features

Static Contents

4. After Installation, the display below is shown. Select [Close].

"1 Windows Features

Windows couldn’t complete the requested changes.

Close
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The installation package of iPECS UCS Server contains the installation programs for the UCS
Server application, .NET Framework, WinPcap, VC++ 2008, 2012, 2013 Redistributable(x86)
and postgreSQL DBMS components must be installed.

A CAUTION
If postgreSQL is installed in the server PC, it must be uninstalled before installing the UCS
server application package. The server PC must be restarted after the uninstallation.

1. Run “setup.exe” in UCS Installation Folder.

BB z015 058 03 T5.0.1 0V [_ O]
( ;,{ ;, | - 2015_08_03_T5.0.., = - lml| Search 2015_08_0... (98]
Qrganize - Open  Sharewith +  Mew folder == = [ ﬂ

Y - Y
. Fawvarites flame | '
M Deskiop J SErYICES g
§ Downloads
| Recent Places i Setup 3J
| setup.isn 5
7 Libraries 5 veredist_z012_xa6 7
% Documents i veredist_2013_x86 7
J Music ;l {| | 4

2. If Microsoft .NET Framework 4.5’ is not installed, the display below is shown. Click [Install].

UCS Server - Installshield Wizard

UCS Server requires the Following items to be installed on your computer, Click Install to
beqin installing these requirements.

Skakus | Requirerment
Pending Microsoft \MET Framewark 4.5 Full

Install I Cancel

NOTE

Generally, .NET Framework is pre-installed in Windows Server 2012 and Windows 8.1, and
installation of .NET Framework is not needed.

20 iPECS UCS Server Administration Guide - Issue 4.7



3. After installation of .NET Framework is complete, the display of UCS Server installation is
shown as below. Click [Next].

iPECS UCS 5.0.1 Installation Wizard

Welcome to the InstallShield Wizaid for iPECS UCS Server

amputer. Toc

InstallShizd | < Back F—

4. The Software License Agreement window appears. Read and accept the license terms then
click [Next].

iPECS UCS 5.0.1 Installation Wizard

UCS Server Licenze Agreement

The aim of this contract is for deciding items about using serice after install

UCS server and client prograrm distributed by Ericsson-LG Enterprise.
The sole copyright for server and client program used in UCS serice
belongs to Ericsson-LG Enterprize.
Serice coverage - UCS service means the sewice such as woicefiden
call, presence, IM, collaboration etc between UCS serwer and UCS
client program distributed by Ericsson-LG Enterprise.
User who installed this client program can use IM, presence,
voicefvideo call and collaboration functions supplied by UCS server.
Ericsson-LG  Enterprise may  modify anything such as sewice
accessing method, client program, serer program, homepage,
netwark and use methods without agreerment
or notification to users in advance.
The other items or issues not specified in here are applied and
analyzed according to the basic telecormmunication law ar the electric
industry law.

This contract is in farce from 1 June 2006

InstallShizld < Back ] ’ Hext > l\_] Cancel
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5.

Select a Setup Type. If you want to change the setup directory, then select [Custom]. Selecting
[Typical] is recommended. Click [Next].

iPECS UCS 5,01 Installation Wizard
Setup Type

Innstal)Shiield ’ < Back ” ﬂext>h] Cancel

Before starting installation of UCS Server applications, review the settings. Click [Next].

iPECS UCS 5.0.1 Installation Wizard [ %]

FReady to Install the Program
The

Cancel

InstallShield < Back ”

22
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7. When installation of the UCS Server applications is complete, the remaining programs
(PostgreSQL DBMS, VC++ 2010, 2012, 2013 Redistributable(x86), WinPcap) are installed.
Click [Next].

Setup 5tatus
© ¥WinPcap 4.1.3 Setup

Welcome to the WinPcap 4.1.3
Setup Wizard

This Wizard will guide you through the entire WinPcap
installation.

For more information or support, please visit the WinPcap
home page.

http: s, winpcap, org

Cancel

InstallShield | Cancel

8. The Software License Agreement window appears. Click [I Agree].

iPECS UCS 5,05 Installation Wizard x|

Setup Status

 WinPcap 4.1.3 Setup = 3
Kl) - License Agreement
lh caP Please review the license terms before installing WinPcap 4.1.3,

Press Page Down to see the rest of the agreement,

“opyright {c) 1999 - 2005 NetGroup, Politecnico di Toring (Ttaky), ﬂ
Copyright {c) 2005 - 2010 CACE Technologies, Davis {Califarnia),

(Copyright {c) 2010 - 2013 Riverbed Technology, San Francisco {(California),

All rights reserved,

Redistribution and use in source and binary Forms, with or without modification, are
permitted provided that the Following conditions are met:

1. Redistributions of source code must retain the above copyright notice, this lisk of
conditions and the Following disclaimer,
2, Rx_adistributi_oljs in I?_inary Fo_rm_must repr_odu_ce the above cop\_f_right natice, this _Iist of LI

If you accept the terms of the agreement, click T Agree to continue, You must accept the
agreement ko install WinPcap 4.1.3.

Nullsaft Install Systenm w2, 46

< Back I I&greehl Cancel |
L&
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9. WinPcap starts installation after installation of postgreSQL. WinPcap is a standard application
to capture and filter network packets. Click [Install].

iPECS UCS 5.0.1 Installation Wizard (x|

Setup Status

 WinPcap 4.1.3 Setup IS B3

Kl) - Installation options
lh caP Flease review the Following options before installing WinPcap
4.1.3

¥ Automatically stark the WinPcap driver at boot time

Tullsaft Install System vz, 46

Install Cancel

InstallShicld | Cancel |

10. The window below is shown after successful installation of WinPcap. Click [Finish].

iPECS UCS 5.0.1 Installation Wizard x|

Setup Status
© ¥WinPcap 4.1.3 Setup

Completing the WinPcap 4.1.3
Setup Wizard

‘WinPcap 4.1.3 has been installed on your computer,

Click Finish ko close this wizard,

Finish Cance

InstallShield Cancel

24

iPECS UCS Server Administration Guide - Issue 4.7



11. After installation of WinPcap, the installation of VC++ 2010 Redistributable(x86) starts. Click
[Install].

iPECS UCS 5.0.5 Installation Wizard x|
L icrosoft Yisual C++ 2010 x86 Redistributable Setup M= B3

Welcome to Microsoft Yisual C++ 2010 %86 Redistributable Setup
Please, accept the license terms ko continue. w

MICROSOFT SOFTWARE LICENSE TERMS ﬁl

MICROSOFT YISUAL C+ + 2010 RUNTIME LIBRARIES LI

¥ 1 have read and accept the license terms., il ﬂl

[ ¥es, send information about my setup expetiences to Micrasoft Corparation,

For more information, read the Data Collection Policy,

Install { I Cancel |

InstallShield | Cancel |

12. When installation of VC++ 2010 Redistributable(x86) is complete, click [Close].
fPecsucs sos InstalationWieard Q|

icrosoft Yisual C++ 2010 =86 Redistributable Setup

Installation Is Complete

MMM Microsoft isual C++ 2010 x86 Redistributable has been
H T~ installed,
Visual Studio

You can check for more recent versions of this package on
the

InstarllShrzld
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13. After installation of VC++ 2010 Redistributable(x86), the installation of VC++ 2012
Redistributable(x86) starts. Click [Install].

iPECS UCS 5.0.1 Installation Wizard | x|
Setup Status

icrosoft Visual C++ 2012 Redistributable (x86) - 11.0.6061... |N|= E3

Microsoft Visual C++ 2012
Redistributable (x86) - 11.0.60610

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT VISUAL C++ 2012 RUNTIME LIBRARIES

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and yvou, Please read them.

Thow arnbe tn tha cnfhaara narmod showva ahkick iochdoe o madiz oo

[+ Iagree to the license terms and conditions

InstallShicld Cancel

14. When installation of VC++ 2012 Redistributable(x86) is complete, click [Close].

iPECS UCS 5.0.1 Installation Wizard x|
Setup Status

iie Microsoft Visual C++ 2012 Redistributable (x86) — 11,0.6061... M=l E3

Microsoft Visual C++ 2012
Redistributable (x86) - 11.0.60610

Setup Successful

InstallShield Cancel

26

iPECS UCS Server Administration Guide - Issue 4.7



15. After installation of VC++ 2012 Redistributable(x86), the installation of VC++ 2013
Redistributable(x86) starts. Click [Install].

iPECS UCS 5.0.1 Installation Wizard %]
Setup Status

& Microsoft Yisual C++ 2013 Redistributable (x86) - 12,0,3050... N[E E3

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

MICROSOFT SOFTWARE LICENSE TERMS

MICROSOFT YISUAL C+ + REDISTRIBUTABLE FOR ¥ISUAL STUDIO
2013

These license terms are an agreement between Microsoft Corporation (or
based on where you live, one of its affiliates) and you, Please read them, T

[+ 1agreeto the license terms and conditions

]nstallv\ds Close |

InstallShield Cancel

16. When installation of VC++ 2013 Redistributable(x86) is complete, click [Close].

iPECS UCS 5.0.1 Installation Wizard x|
Setup Status

s Microsoft Visual C++ 2013 Redistributable (x86) - 12,0,3050... M= E3

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

Setup Successful

InstalShiield Cancel
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17. In the PostgreSQL Information window, enter a password for UCS database, and click [Install].

18.

InstallShield Wizard
PostgreSEL Installation

Enter Information for PostgreS AL installation

"postgres’

|mstall5hield

' DB zuperuser password PozstaresgUCS

Install > I Cancel

CAUTION

Typically, 200 MB of free hard-drive space is required for the installation package of IPECS
UCS Server. However, the database space requirements will grow as the various iPECS UCS
databases are populated, so ensure that at least 10 GB of free hard-drive disk space is

available.

Installing

Setup

postgreSQL DBMS.

Instaling

Unpacking C:%Program [... Jsglshtmlscontib-dblink-build-sgl-delete. html
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19. Select “New database”, then click [Next].

iPECS UCS 5.0.5 Installation Wizard
Select DB data Install Option

% New database

" From the ‘Web Admin DB backup file

Browvize |

Cancel |

NOTE

The item “From the DB file” is used to upgrade from UCS P4 to UCS P5 Server. Refer to 8.1
Upgrade for details.

20. The installation of iPECS UCS Server package is complete, click [Finish].

iPECS UCS 5.0.1 Installation Wizard

InstallShield Wizard Complete

InstarllShield < Back || .E.i!l‘.s.*.!?mj Cancel
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21.

22,

After finishing the installation, the UCS Server Manager icon below is shown in Windows
wallpaper.

d

ﬁ"ll

Server
Manager

Refer to Chapter 7. Administration (Serviced Controller) for details.

After finishing the installation, UCS Web Admin can be accessed by the administrator through a
web browser.

= Web Address : http://UCS Web Server IP address /ucs
= ID: administrator
= Default Password : ucsadmin

Refer to Chapter6. Administration (Web Admin) for details.
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2.4 UCS Server Registration as Service

After the UCS Server Package installation, the UCS Server service applications must be

registered as a service of Windows OS. To register, click and open the UCS Server Manager
icon in Windows wallpaper. Then follow the steps:

1. Load All Service
2. Start All Service

= UCS Service controller - 5.0, 1

Load All Service I Start Al Service |

Stop All Service | Lnload All Service |

[ Gakeway Service State

aﬁateway | ﬂ Chatting | u Directory | u Diagonsis | u Presence | a EMail | ﬂ LDAP | a Exchange I a UserSync |

Load | Stark I Stop | Unlzad

Trace

- Configuration

Save |

Apply |

DB Pasword : [oreeeseersense Update |

UCS UserSync-State[Get_Error]

Close

Every tab icon shows the status of each service status.

e % : Run after loading
. O : Stop after loading

e & : Unload

Refer to 7.2. Management of All Service for details.
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2.5 Change of HTTP(S) Service Port

IPECS UCS uses HTTP port 80 for Web service. Other ports such as 8080 can be configured
as well as implementing HTTPS with self-signed certificates. Ports are added to the IS port
configuration and then must be assigned to the UCS Web Admin.

2.5.1 HTTP(S) Port Configuration
2.5.1.1 HTTP Port

1. Goto[Control Panel (View by: small icons) — Administrative Tools — IIS (Internet
Information Service) Manager].

E= all Control Panel Items

QL)V 4 - Contr... - AllCont... ~ h m“ Search Control Panel

Adjust your computer's settings Yiew by Smallicons ¥

-
P Action Cenker Administr akive Tools
[ Autoplay L4 Color Management

Administrative Tools

QO B

* &l Co... = Adminis... = - m I Search Administrative Tools

Organize * = = [ @
. ) - Mame ~ Date modified ﬂ
i Favarites
B Ceskiop [aF Computer Management 71132009 9:57 PM
i Downloads [ Data Sources (ODEC) 7/13/2009 9:57 PM
1= Recent Places (5] Event Yiewsr 7113(2009 958 PM
) @ Internet Information Services (115) Manager I 11112013 5:05 PM
7l Libraries : -
B N |, 1531 Initiator 7F113/2009 9:57 PM

2. Select [Default Web Site — Edit Bindings ...].

"'-'E Internet Information Services {II5) Manager
) = ;
@ b’ [ = » WIN-SIBMIICYMEE »

File Wiew Help

ST @ WIN-538ML

-4 Start Page :
=95 wIN-53EMIICYNEE (win-saemr | Fiter

Application Poals ASP.NET
(@] Sites
® o Explore e
Edit Permissions. ., ET
pilation
=" Add Application. ..
_.“J Add virtual Directary. ..
Edit Bindings... P State
Manage Wweb Sike »
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3. Select [Add].

site Bindings H
Type | Host Name | Part | IP Address | Binding Add
hittp a0 *

Edit...

Remove

Browse

A o

Close

il

4. Select ‘http’ as the [Type:], then input port number in the [Port:] field.

Type: IP address: Part:
[kt | [#unassigned =] [posal
Host name:

Example: wiwa, contoso.com ar marketing. cantoso.com

ok I Cancel

25.1.2 HTTPS Port

1. Goto[Control Panel (View by: small icons) — Administrative Tools — IIS (Internet
Information Service) Manager].

E= all Control Panel Items

é(_)v E - Contr... = Al Cont.., ~ &3 I Search Control Panel

Adjust your computer's settings Wieww byt Smallicons ¥
=
P’ Action Center drinistrative Tools
@ AutoPlay l.':l Calor Management
Administrative Tools _[Of x|
N - . =
TS » &l Co... = Adminis... = - &5 | Search Administrative Tools 2]
Organize ~ = o« 0 @
. - 2| Mame “ | Date modified ;I
" Favaribes
B Deskiop @' Computer Management F113/2009 9:57 PM
# Downloads [#8 Data Sources (ODBC) 7/13(2009 9:57 PV
il Recent Places (5H Event Viewsr 7/15[2009 9:56 PM
. I %Internet Information Services (115) Manager I 111172013 5:05 PM
s Libraries

[2f, 92T Initiatar 7113[2009 9:57 PM

"2 fiacumant.
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2. Select [IIS — Server Certificatel].

™ Internet Information Services (IIS) Manager
@ 'S [% > WIN-SIBMICVNE »

File View Help

Q- |2 |8 [*) WIN-53BMLICYNSE Home
W5 Start Page -
WIN-S3BMIICHNED (WIN-S3BMIIC A ~ G0 - Ghshowal | Groupby: ares
(2} Application Poals ASP.NET
Sites

€ Default web Site

. @ e 9

s W

L=
JMNET JMET Errar MET WNET Trust Application Connection  Machine Key
Adthorizati,. Compiation  Pages  Globalization  Levels

Settings Strings

“’l\‘\ %

Pages and Providers  Session State  SMTP E-mal
Cartrols

,-'3,3,: ‘iﬂjjl o E &

Authentication Compression Default Directory  ErorPages  Handler
Docurent  Browsing

‘@ [EH jE o ;i.;z

ISAPIFiters  Logging  MIMETypes  Modules

g

HTTR ISAPL and CGI
Mappings  Respo..  Restrictions

3
P &2
whorker
Processes

Output Request
Caching Filtering

Select [Create Self-Signed Certificate... ] on the right.

le Server Certificates

Irnpark...

Use this feature ko request and manage certificates that the Web server can use with Web Create Certificate Request, .,
sites configured For S5L.

Complete Certificate Request...
Mame = | Issued To

| Issued B

Create Domain Certificate...

Create Self-Signed Certificate. ..

) Help
Oriline Help

Input certificate name, then click [OK].

Create Self-Signed CerkLifi

ate

| | Specify Friendly Name

L

Specify a file name for the certificate request. This infarmation can be sent ta a certificate autharity
far signing:

Specify a Friendly name for the certificate:

LICS Certificate|

Concel_|
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5. Select [Add].

Site Bindings EHE
Type | Host Mame | Pork | IF Address | Binding Add
hittp 30 *

Edit...

Remoye

Browse

il

Close

6. Select ‘https’ as the [Type:], and input the port number. Then, select the SSL certificate created
at [SSL certificate:], and click [OK].

Add Site Binding EHE
Type: IP address: Part:
Ihttps ﬂ IAII Unassigned j |443
Hosk narme:
S5L certificate:

LICS Certificate

2.5.2 HTTP(S) Port Registration

Go to [Administration — Option Setting — Property - Data Transfer protocol and port for
client], then select the port. The ports available, other than port 80, are added to the IIS ports
refer to section 2.12.1.

Welcome to Unified Communication Solution

E_ Option Setting

Account Lockout after Invalid Login Attempts I3— time(z) 0 ~ ©8%
- Sl Rarameter Account Lockout Duration Iu . .0 o~ gEg
- Periodic Timer minute(s)
- Warning/Motice Message E-mail Dispatch Yes v
- Admin Level E-mail dispatching Count in case of failure I3 time(s) 0 ~ 998
- Admin Users
- Initialize Client Pazsword E-mail dispatching Period in case of failure () 0~ 999
- Client Version Requirement Data Transfer protocol and port for client hitps:5443 ¥
- ICR Time Option tps:B44
- Holiday http:80

Aavdin ©obbine Do Mahils Llaoe ¥

NOTE

If the ‘Data Transfer protocol and port for client’ are changed, the UCS WebAdmin address
must include the modified port number as follows.

https://UCS Server IP Address:Port/ucs example) https://10.10.10.1:8443/ucs
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2.6 Verification of Firewall

For iPECS UCS service, you need to set up Windows firewall and any external firewall to open
specific ports.

NOTE
All used ports for UCS service are tabled in the Appendix.

2.6.1 Set-up Windows Firewall
The Windows firewall in the UCS server PC must be turned off or required TCP and UDP ports
opened.to permit communication among the UCS server, UCS clients, and iPECS PBX system.

2.6.1.1 Method 1 - Turn off Windows Firewall

To turn OFF the Windows firewall in the server PC,

1. Select [Control Panel (View by: Small icons) - Administrative Tools — Windows Firewall].

] all Control Panel Items _ O]
( ,:'“k: ;,| @ - Contr... = &l Con.., - - l‘i}] I Search Cantrol Panel )
Adjust your computer’s settings l Wiew byt Small icons ¥ l
e e peee e e e o g mm e ;|
% Sound 1B System
e Taskbar and Start Menu | Texk to Speech
(1% Troubleshooting 3!', |Jser Accaunts
I ﬁ wfindows Firevall I 7 windows Update ﬁ

2. Select [Turn Windows Firewall on or off].

# windows Firewall _ [

9‘:_;‘9 |ﬂ - Al Co... ~ Windows Fire... k& I Search Control Panel F2

Control Panel Home Help protect your computer with Windows Firewall B

&llaw a program or feature windows Firewall can help prevent hackers or malicious software
thraugh Windows Firewal fram gaining access ko your computer through the Internct or &
_ nietwork. —
# Change notification settings )
= Howe does a firewall help pratect my computer?
By Turn windows Firewall on or off what are network locations?

B Restore defaults 2
El-! l 'ﬁ.‘ Home or work {private) .. Mot Connected j

'E‘:!' Advanced settings
I . _ =l
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3.

2.6.1.2

Select [Turn off Windows Firewall (not recommended)] for ‘Home or work (private) network

location settings’ and for ‘Public network location settings’. Then, click [OK].

# Customize Settings M=l E3

<18

Customize settings for each type of network ;I

)’v |ﬂ = Windows Firewall = Customize Settings - l@] I Search Control Panel [:]

‘fou can modify the firewall settings for each type of network location that you use,
wWhat are netwark lacations?

Home or work {private) netwark location settings
al 7 Tuen on Windows Firewall

= Elock all incoming conneckions, incuding those in the list of alowed programs

I matify me when Windows Firewall blocks a new program

l@] & Turn off Windows Firewall (ot recommended)

Public network location settings
al £ Turn on Windows Firewall

I Block all incoming connections, incuding those in the list of alowed programs

= notify me when Windows Firewall blocks a new program

l@] % Turn off Windows Firewall (not recommendsd)

e |

OK Cancel |

Method 2 — Open Required TCP and UDP ports

If you do not wish to disable the Windows Firewall, the required TCP and UDP ports for UCS

service must be opened:

e 80 (TCP): HTTP Service

e 3389 (TCP): Remote desktop service to connect to UCS server PC
e 25058, 25059 (TCP): Gateway Relay Session

e 25056, 25057 (TCP): Chatting Session

e 5588 (UDP, TCP): IPKTS Signaling

e 6254 (UDP): Multicast Signaling

e 25060 (UDP, TCP): SIP Signaling

Select [Control Panel (View by: small icons) - Administrative Tools - Windows Firewall].

B= all Control Panel Items H[=] B3

N

G @ - Conkr,.. - @&l Con,., =

- 2 I Search Contral Panel

Adjust your computer’s settings Wiews by Smallicons ~
et mm mimmae e+ mrm ot mm ame ey e aim e ;I
% Sound 1B System
Lo, Taskbar and Start Menu 7 Text to Speech
[ Troubleshoaoting 3!, User Accounts

B windows Firewall 1 windows Updake

KNl
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3.

Select [Advanced Settings].

o(_>v |0 ~ All Control Panel I... ~ Windows Firewall - @I I search Control Panel

Control Panel Home Help protect your computer with Windows Firewall

Allow a program or feature
mroughp\“a’iﬁdou\'s Firewall access to your computer through the Internet or a network.
.;g;. Change notification settings How does a firewall help protect my computer?

What are network locations?
J Turn Windows Firewall on or off

Windows Firewall can help prevent hackers or malidous software from gaining

'ﬂ, Restore defaults Update your Firewall settings

Advanced settings

Windows Firewall is not using the
recommended settings to protect

'@ Use recommended settings

Troubleshoot my network your computer,

What are the recommended
settings?

See also
Action Center

| I S

PR

Select [New Rule...] in ‘Inbound Rules’.

# windows Firewal ith Advanced Security

File  Action  Wiew Help

&= 7@ d

EEEUEEEY Inbound Rules Actions

Connection Security Rules
B, Monitoring

i BranchCache Hoste
@ BranchCache Peer
(D Com+ Netwark fce
@ CoM+ Remote Adn

~F Filer by Profile

“F Filker by State
7 Filer by Group

e

New Inbound Rule
Rule Type

Select the typs of firewal uls to create

Steps:

& Rule Type Wt type of rule would you like to create?

@ Protocol and Ports

@ Action £ Program

o Puile Fiule that controls connections for a program.
@ Name @ Port

Rule that controls connections for a TCP or UDP port.

" Predefined:

BranchCachs - Content Fetrieval [Usss HTTF) =l
Riule that cantrals connections for @ 'Windaws experience.

" Custom
Custom rule.

Leam more about e tupes

ciack | Mes | Cancel
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5. Select [TCP] and the [Specific local ports] radial buttons, and input TCP ports 80, 3389,
25056-25059, 5588, 6254, and 25060. Then click [Next].

[=]

= rew Inbwund Rulbe Wizard
Protocol and Ports
Specty e prolnenks and pors i whach s nie spples

Stepe
o RudoType Dies this rule apply 1o TCP or UDP?
« Froloco and Ports
@ Acton — UDP
Frolis
® Hame Do iz e Sl o 58 o ol 0 el ol ponie?

AN bacal gl

* Spacific local ports: [ s, ot e
Example: 60. 443, 5000-5010

<Back [ Nem» Cancel

6. Select [Allow the connection], then click [Next].

™ Neew Inbonnd Rube Wizard

L v matches the condiions 1pecified in the rule.
St
Fiue Tyge Wwhal action showukd e Laken whan the speciied
Protocel snd Poas
- + Allow the connection
@ Agtion This includes ioas ih d vith IPsec as well as thase ane nok
Frolie

" Allow the connection if it is secure

i This thal have been Prec. C
Hﬂ*bams;:uvd i he seftings in IFsec properties and nies n the Cannoction Securty

D

" Block the connaclon

Leain.mone o sctions

cBack |[ Mets | Conenl

7. Select Domain, Private, and Public then click [Next].

Frofile
Speciy the profies for which this e applies

Steps.
o P Type it does this rule appki?
@ Protocol and Pors
@ Action [ Domain
Profis Apchss when it its comorste &
@ Neme ¥ Private

Apphes when & computer i connected 10 & peivate retwork location.

' Public
Apphiss when & computer is connacted 10 & public nstwod: location.

cBack  |[ Neas Cancel
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2.6.2

8.

10.

11.

12.

Input a ‘Name’ and ‘Description’ then click [Finish].

= Mew Inbound Rule Wizard

Mama

Spsredy te e and desesplion of e ae

Sl
@ R Type

& Frolocol and Pots
@ Aclon

- Frolie s
Jucsitee

Name
Diesstcaplion [otscrnal]
TCP poats for UCH

<Back  |[ Finish | cancel

Check that the rule is added in ‘Inbound Rules’

File  Action View Help
NI 15

i Windows Firevall with Advancedf
[ =Ainbound Rules

% Outbound Rules %““e Gral
& Connection Security Rules UCS(TCR)
B Monitoring T e et Retrieval (HTTP-In) Bran
- ¥k Branchacha Hockad Cack, HTTD.T. B

Repeat steps 1 ~ 9 for UDP ports 5588, 6254, and 25060 in ‘Inbound Rules’

Repeat steps 1 ~9 for TCP ports 80, 3389, 25056-25059, 5588, 6254, and 25060 in ‘Outbound
Rules’

Repeat steps 1 ~9 for UDP ports 5588, 6254, and 25060 in ‘Outbound Rules’

Set-up External Firewall

When an external firewall exists to provide service to UCS Clients to and from outside of the
network, the required TCP and UDP ports must be opened.

e 80 (TCP): HTTP Service

e 25058, 25059 (TCP): Gateway Relay Session
e 25056, 25057 (TCP): Chatting Session

e 5588 (UDP, TCP): IPKTS Signaling

e 25060 (UDP, TCP): SIP Signaling

NOTE

If the IPECS PBX platform is behind a firewall, the required ports must also be opened in this
firewall to allow communication with UCS Clients. The TCP and UDP ports to be opened can be
referenced from ‘Appendix-Port Table’.

40
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Chapter 3
Connection to IPECS PBX System

Connection to iPECS PBX System is a multi-step process. Failure to follow the step-by-step
process may result in failure of the connection.

3.1 Lock key Installation and Configuration of
IPECS PBX Systems

IPECS UCS employs a seat-based license, which is managed by iPECS PBX system. The
license lock-key must be installed in the iPECS PBX by the iPECS administrator prior to
installation of iPECS UCS.

After the lock-key installation, configuration steps are required for connection with UCS Server.
The steps are explained for each iPECS platform below.

NOTE
IPECS UCS Clients cannot login if the lock key is not installed.

3.1.1 IPECS Unified System

Install the lock key and configure as below in Unified Web Admin.
1. Lock-key Installation:

Go to [Maintenance — License Management — License Upload], select [Add File] then
upload UCS license file.

A UCPG00 Web Admin x

& € [1192.168.123.202/a_indexhtml e W =
:'CP='== Administration Maintenance Change Language Log Out
License Management v
x
< System Licens... .:
2 :

ateway License Select a License File and Wait for Uploading to end!!
< Demo Key Install

License Transfer

+ Add File

DECT Statistics Feature

[Version] Appl{1.0Al), Boot(1.0Ah), Kemnel(3.0Aa), B8gifght Ericsson-LG Enterprise Co., Ltd. 2013.
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2.

Registration of MAC Address of UCS Server:

Go to [Administration - Tables Data — Registration Table], then enter the MAC address of
iIPECS UCS Server PC.

Auto Ring Mode Table(233)

Woice Mail Dialing Table(234)
> Registration Table(235)

Index MAC Address Maximum Port Device ID
BE 00155483600 || 0 0
2 000000000000 0 0

To determine the MAC address of the server PC, go to [Local Area Connection Status —
Details — Physical Address] of the server PC. The physical address, see below, is the MAC

address.
g Local Area Connection Status E
General |
. Network Connection Details b
Conneckion ——

IPw4 Conneckivi
IPw6 Conneckivi
Media Skate:
Duration:

Speed:

Details,..

Ackivity

Byles:

'?:;' Properties |

Metwork Connection Details:

Froperty

| W alue

IPv4 Address

P4 Subret Mask
1P+wd Diefault Gateway
IPw4 DNS Server
IPwd WINS Server

Lirk-local IPvE Address
P& Diefault Gateway
IPvE DNS Server

MetBI0S aver Topip En...

Cannection-zpecific DN

150150131218
255.255.2685.0
150.150.131.254
180.236.207. 21

es
feB0:; a80d.FEIc: 44 71:4683%11

Close

NOTE

If Dipswitch 3 of iPECS Unified module is ON, entry of the UCS Server MAC address is not

required.

Checking Empty Station Group

Go to [Administration - Station Group Data — Station Group Overview], then check the
empty station group(*401).

YStem Data

Station Group Data

Group Number |2 Type |2 Pickup Attribute
v | o A |
402 NIA
403 MiA

I> Station Group Overviewl
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4. Assigning a Station Group on the Empty Group Number

¢ Go to the PGM Code 190 [Administration - Station Group Data — Station Group
Assignhment], then type the empty group number (*401) and click [Load] button.

e After the loading, select group type to [UCS] and click [Save Group Type] button.

System Data
Station Group Data

Station Group Overview

Enter Group Number :

v
Group Number *401

I Station Group Assignment{190)

Group Type - |UCS
Cickip Alnbuie )

] hd

Station Group Attributes(191)
Pick-Up Group Ovenview
Pick-Up Group(192)

Save Group Type |

AddiDelete Group M

Load |

CAUTION

UCS Station Group must be assigned. If you do not assign the station group, then incoming call

routing does not work.

5. Checking Station Group Attributes
e Go tothe PGM Code 191 [Administration - Station Group Data — Station Group
Attributes], then type the assigned group number (*401) and click [Load] button.
e Check that the value of UCS server is correct.
System Data Enter Group Number : Load |
Station Group Data 7 Group Mumber *401
. ; Group Type : UCS
Station Group Overview Pick-up Attribute : OFF
Station Group Assignment(190)
>| Station Group Allrihules|:191]| Attribute Value Range
Pick-Up Group Overview UCS Server 1 01-16
6. UCS Server Type — Premium:

Go to [Administration — UCS Standard — Common Attributes] then for the UCS Server Type,

select “Premium”.

I'J5m=== Administration Maintenance Change Language | Log Out
UCS Standard v
X
< Favorte PGM Common At... :
Common Atiributes(445) = A
UCS Standard Client Login(446) Order 2 Adibute 1° Value s =
UCS Premium Client Login{445) 1 Concument Clients In Login 100 System Capacity
UUCS Standard Client Attributes(447)
. 2 Minimum Passward Length 12 Wax 12 Characters
Administrative Message(448)
UCS Standard Client Audia 3 Do Mot Allow The Same Password And User 1D | OFF v
Setting(449) 4 KL Port 8699
5 Clients Check Interval 30 seC
DECT Data
6 UCS Server Type Premium ¥ I
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3.1.2 IPECS-CM System

Install the lock-key and configure as below in CM Web Admin.
1. Lock-key Installation:

Upload license file using the File upload function in the [File Management] Web page.

Current Locg

Add Folder Name | File Upload O,
File Only
I~ Folder Mame /File Marme Size Date Delete Change .
Name
- [).Trash - 2013/10/23 00:31 o] - -
- [].eggcups - 2013/10/23 00:31 &= - -
- [J.gconf - 2013/10/23 01:13 ) - -

2. Check the Lock-key Registration:

Go to [System Management — License Information] and verify the correct license registration.

A A T Rl | | 7= License Information

Menu Name

¢ ) Log Managerment O c— - I I

=59 System Management 5  CHL-NMS Enabled Enabled
) Owerall Ch Server Configuration
) Systern Envdranment 6 CML-TARI Disabled Enabled
1) CCM Server Canfiguraion . 7 CML-LNKGW Enabled Enabled
) LCM Server Corfiguration
{7} Systern CPT Tone g CML-S05M Disabled Enabled
~{) G Fegisration Detal 9  CML-GR Disabled Enabled
- LANU Registration Detail
) Unedistored Device List 10 CML-CCS 12 SIP VR 12 SIP VR
-] Device Restart 11 CML-IPEXT 49 30012
-{ ) Blocking Managernent

12 CML-SFB 0 20000

1) CCM Cluster Infomation ’
-] CCM Cluster Management 13 CML-SFD 0 30000
- LCM Hedundancly Infarmnatian 14 [ cui-u-py 0 30000
) LCM Forced Switchaover
{7 LCM State Information 15 CML-U-P 1 20000
) GW Iniial Informnation 16 N CML-U-M 48 30000
-{ ] Channel State Infarmniation
{7} Cheaninel Detail Inforrnation 17 CML-UCTIS 0 20000
I 18 CML-UCTID 0 30000
]J A0 RN D AT ul 2000

e CML-U-PV: UCS Desktop Client with Voice
e CML-U-V: UCS Desktop Client without Voice
e CML-U-M: UCS Mobile Client

3. UCS Server IP Address Registration:

Go to [Application Information — UCS Server Information], then click [Modify]. Check the
box, input the UCS Server IP address, and then click [Apply].
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| & | User | Search | Menu Group | X fis! UCS Server Information
Menu Mame Search o Apply || ) Cancel || iy Del
l?.l--ﬁ WS Managernernt :
) Memo ] Indexx [+ IP Address
{1 User Maniagemnert 1 ™ [150.150.150 103
-] WS Configuration s
B Menu Managerment 2 [T |255.255255.255
B3 Log Managerert 3 [255.255255255
F- Svstern Mansgernent
&7 Data Managemmert 4 | [T |255.255.255.255
=5 Application Informnation
; . . 5 [ |255.255.255.255
L) BMMP Sendoe Informraton |
-] CTlInformation 6 [ |255.255255255
B WS Infarrnation
H T N |255.255.255.255
g N |255.255.255.255
] — Iﬁl:l: Ao Ao oo
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3.2

1.

2.

IPECS UCS Server and PBX Connection

In UCS Web Admin, the iPECS PBX platform must be identified and a connection established
between the UCS Server and the iPECS PBX Call server.

Go to [Administration — Configuration — PBX System] then click [Add].

Welcome to Unified Communication Solution

B  Administration =] &= PBX System

- Admin Password

- Administrative Message it I! EElete (S I

- Database Backup
- E-mail Dizpatch
=2 Directory
- Qrganizstion
- Position
- Shared Directory
-  Changeable Fields feaes
- Presence Registration
- E-mail Dizpatch Result
- U=zer Security Property
B Configuration

In the display shown, select [System] and input [Site Name, PBX IP Address, VN Code], then
click [Add]. The VN (Voice Networking) code can be any number; in networked environments,
the VN code identifies the call server location in the network.

iz PBX System

"]
m
]
m

system|iPECSCM  [x]

Site Name

IP Address Firewall IP Addrss =

VN Code

WM Code in Prefix

@ wes @ No

Company Mame

Company Logo Browse...
Uploaded image will be used logging in UCS Client (optimized image size: 150 X 150 pixel, file extension : .png, .jpg, .gif,
bmp]}

[ ada | [ ciear || cancel |

Refer to 6.4.1 PBX Systems for details.
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3.

Click [Stop] on the ‘Presence’ tab of UCS Service Controller. Wait until the [Start] button is
enabled. Click [Start].

=] UCS Service controller - 5.0.1 -
| Load All Service | | Start All Service | | Stop All Service | | Unload All Service |
WJ Gateway | &9 Chatting l &J Directory l J Diagonsis I \ Presence P EMail l W LoAP ]UExchange ]U UserSync l
Presence Service State r y Trace
Load Start Stop Unload Level : | Detail v
Configuration Direction :  [MNone W
Destination :

Net Interface: | Default
Print phone data

DB Pasword : sessssssssssse Update

UCS UserSync-State[Running]

| Close

CAUTION

To finish the connection between UCS Server and PBX, the ‘Presence Service’ must be
restarted.

Go to [Status — PBX] and verify that UCS Server is connected to the iPECS PBX. If connected,

a green box is shown preceding the Site Name, otherwise a red box is shown.

| & PBX Status

B Administration

B Status
- Client Feload |
- Server

Information

= Login User [ 5ite Hame : Test Site

PBX System : iPECS-CM  IP Address : 1
Capacity : 30000 License : 30000 M
= Report Date/Time : 20131111 23.44:55

- Call Connection

e Referto 6.2.3 PBX for details.
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Chapter 4

UCS Account Registration

iIPECS UCS accounts are generated in iPECS PBX or iPECS UCS depending on type of UCS
accounts. The generated UCS accounts are saved in UCS Shared Directory, and they are able
to be searched from UCS Clients to provide convenience for UCS users.

The Shared Directory is an address book, which is available to all UCS Clients, and contains
following contacts:

e UCS User (Client): an account to login to UCS Server

* Phone User: an extension account for searching and checking phone status from UCS
Client

e External Contact: a contact for searching from UCS Client.

Internal contacts include all UCS Users and Phone Users registered to the iPECS PBX platform.
The iPECS PBX platform is instructed to send the contact information to the UCS Server as the
UCS or Phone User is registered or in bulk. When received, the UCS Server registers the UCS
User or Phone User as a contact in the Shared Directory. UCS Clients can search the Shared
Directory and add contacts from the directory to their local contacts as well as their Presence
list.

External contacts are entered in the Shared Directory by the iPECS administrator and can be
searched and added to the local UCS Client contacts. However, Presence and phone status of
external contacts is not provided to the UCS Client.

NOTE

The maximum number of accounts available in the Shared Directory is as follows:
UCS User: 4,000 entries

Phone User: 5,000 entries

External Contact: 10,000 entries
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4.2 UCS User Registration

The iPECS PBX platform is instructed to send the UCS User information to the UCS Server as
the UCS User is registered or in bulk. The generated UCS User information is saved in the UCS
Shared Directory.

CAUTION
A If the SSO (Single Sign On) service is used with Microsoft AD (Active Directory), then the UCS
User ID must be the same as the User ID of AD.

4.2.1 IPECS Unified

4.2.1.1 Unit Registration
UCS Clients must be registered with the IPECS Unified before they can be registered in the
UCS Server. The process is detailed in the iPECS Unified Admin and Maintenance Manual and
is provided here for reference only. UCS Client licenses and UCS Server Station Group
Attributes must be assigned in the iPECS Unified prior to registering clients. In addition, the
UCS Server Type for the UCS Client must be configured as Premium type in the iPECS Unified
under the UCS Standard Common Attributes.

1. Login to the iPECS Unified Web Admin

2. Goto[UCS Standard — UCS Premium Client Login] on Unified Web Admin. Input the UCS
Server Id then click [Load].

The UCS Server Id is assigned under the iPECS Unified Station Group Attributes for the UCS
Server Group.

mecs
UCPG00

UCS Standard ™ :-c
< Favorite PGM UCS Premium ...
L=

Common Attributes(445)
UCS Standard Client Login{446) IEnter UCS Server ID (1 - 16) - 14 Load |

UCS Premium Client Login{446)

IUCS Standard Client Attributes{447)

iPECS UCS Server Administration Guide - Issue 4.7 49



Input the user information and check the box in front of the index number, then click [Save].

Enter UCS Server ID (1-16) Load
UCS Server ID 1

(*) - Required Input Item

onfirmation from UCS Server

Index Station Number {*) User ID (*) User Password (*) Name (*) Office Phone Cellular Phone Home Phone

| 2039 ucp203g e Ol H & 7

Save

Delete

Office Name Office Department (*) E-mail Address (*) Linked Pair Unique ID Mutual Presence Permission License

EKR uc yavatar@chol.com OFF OFF PREM-V

Station Number, User ID cannot be modified after they are saved.

- Station Number, User ID, User Password, Name, Office Department, E-mail Address are
required fields and must be entered to register the login-able client.

e Office Department is the name of department within the organization to which the UCS
Client user is assigned. If the organization name does not exist, a name is created in UCS
Web Admin automatically. Refer to 6.2.1 Organization for details.

e Linked Pair: When ON, the UCS Client is linked to the desktop phone with the ‘Desired
Number'. The desktop phone and UCS Client will function as a single user terminal. Refer to
the IPECS Unified manuals for further details on Linked Pair operation.

e Unique ID: identifies the user record in an LDAP database when ‘Shared Directory
Information Sync (LDAP)’ is enabled. Enter the user’s unique value such as employee
number. Refer to 6.4.3 Shared Directory Information Sync for details.

e Mutual Presence Permission: permits presence information to be shared within the IPECS
Unified but has no effect on UCS Server functions with the UCS Client.

e License: There are three types of license, PREM-V, PREM-NV, and MOBILE. Select
appropriate license for the account.

If the box in front of the UCS Client index is checked, iPECS Unified sends UCS account

information to UCS server, which will register the UCS Client account in the Shared Directory.
Once the client is registered, the client information, other than the User ID and Station Number,
can be modified in the Shared Directory. Refer to 6.2.3 Shared Directory for details.

NOTE

If you delete a UCS account in the iPECS Unified, the UCS Server account information is
deleted automatically. A UCS account can only be deleted in the iPECS Unified.
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4.2.1.2 Mass Registration

The USC Client registration page in the iPECS Unified Web Admin is compatible with Microsoft
Excel. You can enter registration inputs on Microsoft Excel, then copy then to registration page.

Enter UCS Server ID (1 - 16)

UCS Server D1

@ Confirmation from UCS Server

Index Station Number
o 2000
w 2 2001
¥ 3 2002
w 4 2003
“ 5 2004
6
8

User ID
ucp2000
ucp2001
ucp2002
ucp2003
ucp2004

Load

Save

Delete

User Password MName Office Phone Cellular Phone Home Phone Office Name Office Department E-mail Address

ucp2000
ucp2001
ucp2002
ucp2003
ucp2004

ucp2000
ucp2001
ucp2002
ucp2003
ucp2004

uc

uc

uc

uc
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4.2.2 IPECS-CM

4.2.2.1 Unit Registration
UCS Clients must be registered with the IPECS-CM before they can be registered in the UCS
Server. The process is detailed in the iPECS-CM Admin and Maintenance Manual and is
provided here for reference only. UCS Client licenses must be assigned in the iPECS-CM prior
to registering clients.
1. Goto [Application Information - UCS Number Information] then select [Add]
imECsS ER 25fmeaton Ll Wmming (0 LShMen | i RS Window
m User I Search I kenu Group | £
Menu Mame [Search
B_‘] Application Informnation = > 4l Phone No.
----- ) BMMP Serdce Information
-7 CTl Information UCS Station Number DN Brige Usage
FH- ] WMS Infomnation
-7 TAP! Inforrnation Terminal Main Type
{) DB Sync Server Informnation I Terminal Sub Type
) UCS Server Information
----- ) LD&P Server Information User D
----- ) Fidelio Serser Informnation
----- {7 WCS Table Inforrmiation User Password
----- Y IPCR Derdce Informnation Mame
""" j .E.IE?SUEI gzﬁ:'m::zg; UC With Voice Option
1) 505 Server Information UC Desktop/Mobile Single ID
1 Location Informnation (F, 164 Murmbe
..... ) =1L Server URL Information Hard Phone Used at The Same Time
“Im — _ . L Phone Mo.
R LICS MNurnber Inforration
""" —Menu Link
2. Input the UCS Station Number, Slot and Channel information.

[EF UCS Number Information >
LICS Station Number DM Brige Usage Ill-:t Use ;I
SLOT 1 = | CH 1 = Tenant 1 - Phone MNo.
Terminal Main Type Soft phone/UC Terminal Sub Type UCS Client-Deskiop -
User ID User Password
Mame Office Department
Cellular Phone Office Phone
Home Phone Office Name
E-mail Address Unique ID
UC With Voice Option [Notuse =] UC Desktop/Mobile Single 1D [Notuse =]

Hard Phone Used at The Same Time INOt Use 'l

Phone Mo.

The UCS Number Information page is divided into two parts. The input components in the

red rectangle above are related to “User information” and the other properties are related to

“Extension information” as

e User Information

discussed below.

be entered to register the client.

User ID, User Password, Name, and Office Department are required fields and must

= Office Department is the name of department within the organization to which the UCS
Client user is assigned. If the organization name does not exist, a name is created in
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UCS Web Admin automatically. Refer to 6.2.1 Organization for details.

- Unique ID: identifies the user record in an LDAP database when ‘Shared Directory
Information Sync (LDAP)’ is enabled. Enter the user’s unique value such as employee

number. Refer to 6.4.3 Shared Directory Information Sync for details.

Extension Information

There are three ways of generating UCS Clients depending on the intended use.

- For use as a soft phone only, enter the same extension number (example.1000) for the
[UCS Station Number] and [Phone No.], then select ‘Not Use’ for the [Hard Phone

Used at The Same Time] property.

[EF UC S Number Information >

I UCS Station Mumber 1000 I

SLOT 1 = cH 1 =

Terminal Main Type Soft phone/UC

UserID cm1000
Mame cm1000
Cellular Phone

Home Phone

E-mail Address

UC With Voice Option Use =

I Hard Phone Used at The Same Time INotUse 'II

DM Brige Usage

MotUse [=|

Tenant 1

= I Phone Mo 1000 I

Terminal Sub Type

User Password
Office Department
Office Phone
Office Mame

Unique 1D
UC Desktop/Mobile Single ID

Phone Mo.

UCS Client-Desktop -

C=dapply | | i%iclose

= For use with an iPECS desktop phone, enter the desktop phone number as the [UCS

Station Number] and the SADN number (#001100) as the first [Phone No.]. Select ‘Use’
for the [Hard Phone Used at The Same Time] property and the desktop phone number

in the adjacent [Phone No.] property.

[Ef UCS Number Information >

I UCS Station Number 1000 I

SLOT q * cH =

Terminal Main Type Soft phone/UC

User 1D cm1000
Mame cm1000
Cellular Phone

Home Phone

DN Brige Usage
Tenant 1 :
Terminal Sub Type

User Password
Office Department
Office Phone

Office Mame

I MNotUse |

I Phone Mo.

#0011000 I

UCs Client-Desktop -

E-mail Address Unique ID
UC With Voice Option Use 53| UC Deskiop/Mobile Single ID Use 53|
I Hard Phone Used at The S8ame Time Use = Phone Mo 1000 I

(=)apply | |3iclose

= For use with a SIP phone, enter the desktop phone number as the [UCS Station

Number] and the SADN number (#0011000) as the first [Phone No.]. Select ‘Use’ for the

[Hard Phone Used at The Same Time] property and the second SADN number

(0021000) in the adjacent [Phone No.] property.
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EF uCS Number Information >
I UCS Station Number 1000 I DM Brige Usage INot Use |
SLOT 1 = | cH 1 = Tenant 1 - I Phone M. #0011000 I
Terminal Main Type Soft phone/UC Terminal Sub Type UCS Client-Desktop -
User D cm1000 User Password ssssse
MName cm1000 Office Department ucs
Cellular Phone Office Phone
Home Phone Office Name
E-mail Address Unigue ID
UC With Voice Option Use =l UC Desktop/Mobile Single ID Use =l
I Hard Phone Used at The Same Time Use = Phone Mo #0021000 I
(=lapply | | Hicloss

e Select the type of UCS Client at [Terminal Sub Type].
- UCS Client-Desktop: For Generating UCS PC Client
- UCS Client-Mobile: For Generating UCS Mobile Client

e Select ‘Use’ for the [UC With Voice Option] property if UCS Client licenses is for full voice
operation. If not, select ‘Not Use’. In this case, UCS Client can be used to place calls but the
audio is provided by the linked desktop phone.

e |f you select ‘Use’ at [UC Desktop/Mobile Single ID] then you can use a Desktop or Mobile
UCS client. In this case, you must select ‘UCS Client-Desktop’ for [Terminal Sub Type]. If
you select ‘Not Use’, then only the UCS Client selected at [Terminal Sub Type] is available.

e [DN Bride Usage] is enabled if [Hard Phone Used at The Same Time] property is ‘Use’.

- |If ‘Use’ is selected, the desktop phone and UCS Client are ‘linked’. This allows placing or
receiving a call from the client simply lifting the handset of the desktop phone to connect
to the caller.

- If ‘Not Use’ is selected, the desktop phone and UCS Client are not ‘linked’ and the
bridging function is not supported.

Click [Apply], the iIPECS-CM registers the client and sends the UCS account information to
UCS server, which will register the UCS Client account in the Shared Directory. Once the client
is registered, the client information, other than the User ID and Station Number, can be
modified in the Shared Directory. Refer to 6.2.3 Shared Directory for details.

NOTE

If you delete a UCS account in the iPECS CM, the UCS account information is deleted
automatically. A UCS account can only be deleted in the iPECS CM.
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4.2.2.2

Mass Registration

UCS Clients can be registered in bulk with the iPECS-CM employing an Excel template
downloaded from the iPECS-CM.

1. Goto[Application Information - UCS Number Information] then click the [Excel Upload]

icon, upper right.

-3 Epplication Information

~{ 7 BMMP Serdce Informnation

[+ CTlInformriation

G- WS Inforrriation

- TeH Infornation

{7 DB Sync: Server Infamnaton e
{1 UCS Server Infomnation

~{ ) LDAP Server Information

{7 Fidelio Server Inamnation
{) W5 Tahle Information

{7 IPCR Device Information

{7 Cloud Server Informnaion
{) #B5L Server Infamnation

{7} BOSM Server Information

{7 Location Infarmnatian (E, 164 Murnb
{) =ML Server URL Infomnation

Rl UCS Nurnber Information

L) Ll P g = SLOT

[ — == 7 anymm . % em.

PECS-CM !::'.J on m""ﬁ
User | Search | Menu Group x o

Menu Name [Search [Badd || @oel

s b cH
UCS Station Number

Terminal Main Type

Terminal Sub Type

UserlD

User Password
Name

UC With Voice Option

UC Desktop/Mobile Single 1D

Hard Phone Used at The Same Time

Phone No.

Man | ink

Menu - Failure
on W ReportWindow

> > Tenant

File
L2 Management

> b Phone No. 2 > pnysical Address

DN Brige Usage

2. Click [UCS Number Information].

Diownload Template
(BExcel Format)

[Ef uC S Number Information > Mass Data Generation

IUCS Number Informationl

Procedure : Dowload-= Data Input-=Upload-=Apply

File Upload |

3. Click [Save] to download ‘Excel Format’ file.

x

Do you want te save this file, or find a program online to open
it?

= Name: PO70113EN.xls
I Type: Unknown File Type, 22.5KB
From: 150.150.131.58

Find Save

| [ Cance |

@ While: files from the Intemet can be useful

, some files can potentialty
ham your computer. f you do not trust the source, do not find a
program to open this file or save this file. What 's the risk?
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Enter the user’s information in t

he Excel file and save the file.

A B C o

E ¥

Use Option

H 1 1 [3 L
UGS Mumbes
: SLOT | CH | Tenant "c:‘i:‘::"“ Phone Number I e :;‘.n‘:’;:wl:) |l.|u# 10| User Password I Name I Office Department | Cellular Phone | Office Phone
5 52 - T .
() o
] o
9 |
10 ] o
14 = = -
0] N Q 3 s T T
3 Hard Fh
Home Phane | office Nome I E-mnil Address | Unique p | U5 With Voice uc Desktop/Mobile | ong |

Used at The Same Time | ysed ot The Same Time | Phone Ho. | Urige Line Usaqe |

" "
" " ot Uss
" "

Return to the IPECS-CM User Information page and click [Browse] then select the saved Excel
file. The results can be verified after clicking [Apply].

UCS Station Number
Modify Result
Progress Status

SLOT CH

1009

Total Error: 0
100%

Tenamt  LICS Station Number

Canfirm

EmorLog
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4.3 Phone User Registration

4.3.1 iPECS Unified
4.3.1.1 Unit Registration

Unit registration of Phone User is the same as UCS user registration in Unified System except
for entering User ID and Password. User ID should be empty and Password can be any
character.

4.3.1.2 Mass Registration
Mass registration of Phone User is the same as UCS user registration in Unified System except
for entering User ID and Password. User ID should be empty and Password can be any
character.

4.3.2 IPECS-CM

4.3.2.1 Unit Registration
Phone Users can be registered with the iPECS-CM before they can be registered in the UCS
Server. Phone User does not have User ID and cannot login, but the registration process is
similar to UCS user registration. UCS clients can add Phone users to their presence list, and
can see the phone status.

1. Login to the iPECS-CM WMS
2. Goto [Application Information — UCS Number Information] on CM WMS.

Al *

Wenu Narne (Search) umber Information [—[x]
B 57 WMS Management O [Sadd ||FFoel © UCS Presence Humber Register
800 Syster Managemart sLot 2 b cu > b Tenant 2 <l pnone No. > l> Pnysical Agdress

B1+{_] Data Managernent

63 Applcaton fmaion UCS Station Number DN Brige Usage

) SNMP Serdce Information
B CTinformation

F-{_] WS Informnation

-] TAP! Information

{7) DB Sync Server Information
~{) LUCS Server Information
~{ ) LDAP Semver Informrition
{7 Fidelio Server Infrration
{1 IPCR Device Information
{) Location Irformation (€, 164 Murmb
) L Server URL Inforrmiation

Terminal Main Type

Terminal Sub Type

User D

User Password

Name

UC With Voice Option

UC Desktop/Mobile Single ID

Hard Phone Used at The Same Time

1.7 Biling Managernert Phone No.
{7 Fallure Management
{1 Trafiic: Managerment

{27 Wersion Management

Menu Lin
’7 ©UCS Server Information  © Terminal Attribute
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3.

4.,

Click ['UCS Presence Number Register’], then a window to register will pop up.

i UCS Number Information

[QLoad H@PMOC"FV ][Add ] :fClose] © UCS Presence Number Register
sLoT > b cH > b Tenant - —Phenetie- = Physical Address

UCS Station Mumber DN Brige Usage

Terminal Main Type ' UCS Presence Mumber Register

Terminal Sub Type | & Regist | el || X close |

UserID Tenant Mo.

User Password Presence Number

MName Mame

UC With Voice Option Office Department

UC Desktop/Mobile Single |

Process Success!

Hard Phone Used at The Sz

FPhone Mo.

Menu Link
’70 UCS Server Information  © Terminal Attribute

Click [Regist], fill the requested data, click [Apply] and, click [Confirm].

i UCS Number Information =] x]
[ GLoad | [E3modfy || (S acd ] Hdose|  © UCS Presence Number Register
SLOT > b cH = b Tenant = <> Phone Ho. S Ak Physical Address

UCS Station Mumber DN Brige Usage

Terminal Main Type g — | X

Terminal Sub Type = Apply HﬁlCancel ] ose ]

| |

UseriD Tenant No. | 12

User Password Presence Mumber |2000

JLEE Name [2000

UIC With Voice Option Office Depatment |Lab.

UC Desktop/Mobile Single |

Process Success!

Hard Phone Used at The S

Phone Mo

Menu Link
’70 UCS Server Information  © Terminal Aftribute

¢ ‘Tenant No.’ is the Tenant number where the phone number is registered.
¢ ‘Presence Number’ is the phone number in use.
* ‘Name’ is the name of the phone.

e ‘Office Department’ is the department where the phone is used.
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NOTE
- Phone User Registration in iPECS CM is supported by the s/w version 5.5Cx or later.

- Phone User can be deleted by iPECS CM. In step 3, by clicking [Del] instead of [Regist]
the deletion window will pop up.

- IPECS CM does not keep the current list of Phone Users. This is available in UCS Web
Admin.

The iIPECS-CM registers the client and sends the Phone User account information to UCS
server, which will save Phone User account information in the Shared Directory. Once the
phone user is registered, the client information, other than the Station Number, can be modified
in the Shared Directory. Refer to 6.2.3 Shared Directory for details.

4.3.2.2 Mass Registration
Mass Registration of Phone Users is not supported by iPECS CM.
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4.4  External Contact Registration

4.4.1 Unit Registration

For UCS Client user convenience, external contacts and users of the iPECS PBX that are not
UCS users can be added to the Shared Directory. Presence is not provided for such users.

1. Goto[Administration — Directory — Shared Directory] on UCS Web Admin then select
[External Contacts] and click [add].

Welcome to Unified Communication Solution

B Administration
- Admin Password

- Database Backup
- E-mail Dispatch
B Directory

- Crganization

- Administrative Message IExternaI Contacts VII Export | Impart |I Al

B it M Jdack
I- Shared Directory I T John

~| &= Shared Directory

| Wame =l Search [UCS User 5620

Station Mumber

2. Input contact information then click [Add].

£ Shared Directory

Al [UCS User 157/2000, External Contacts 1/2000, Clients 157/1200]

Name Nickname

Station Number " Linked Pair Tenant Prefix

Station Number2

Station Number3 Celular Phone View Phone Number Format - Unique 1D

Office Name Office Department | ] i Deparment] P05 | | [ SeiectPasiion Official Tile
Office Phone Office Fax

Office Address

Home Phone Home Address

E-mail Address

UseriD |

e [Name] and [Office Department] are required fields and must be entered to register the
external contact.
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4.4.2 Mass Registration

External contacts can be registered to the Shared Directory in bulk employing the Import
function in the Shared Directory. The preformatted Example file can be downloaded, contact

information entered, the file saved then imported to the Shared Directory.

1. Goto[Administration — Directory — Shared Directory]in UCS Web Admin then click

[Import].

Welcome to Unified Communication Solution

Y

2 Administration —

i Shared Directony

- Admin Password

- Administrative Message

|UCS User j | Export _I Imppart | I

- Database Backup

- E-mail Dizpatch IName LII Search | [}

= Directory
- Organization

____Dooiting

zha

2. Select [Download Example File].

&3 Import - Internet lorel

& http://150.150.131.213/ucs/Menus/FormIimport.aspx?usertype=2

You can import address information from C SV file

format your CSWV file. You can download already formatted example file in this web page. Or you can create
your own CSW file. After modifying your CSW file in your local PC, you will need to upload modified file into
Web Server. Then you can import by clicking Import button. You can edit user information after exporting
file. And UserKey should be inputed(Uneditable items: UserKey, NW

Code, serlD, LinkedPair, Temporary Station). You don't input userkey adding External Contacts.

into SHARED ADDRESS database. First, you will need to

1. Download Example | Download Example File |

2 wWhen an invalid Department MName is given, [ Notfy Emor Message to the AdminisTrator s I

3. Choose Fils to be imported

4. Import Type

5. Upload File and Import Confirmation from PEX

Browse. .

3. Click [Save].

File Download
Do you want to open or save this file?

i~ j Mame: example.csv
4, Type: Text Document, 389 bytes

From: localhost

Open Save | Cancel I

‘wéhile files from the Internet can be useful, some files can potentially

l-e harm your computer. If you do not trust the source, do not open or
zave this file. What's the risk?
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4.5.1

4.5.2

Open the file in Excel. Enter the external contacts’ information and save the file.

A B C D E F G H I ] K L M
1 |Userkey [Name  [NickNam{ N/W CodefstationNu TenantPre CellularPt OfficeNar{OfficeDerOfficePhoHomePho Email  UserlD

2 100 KIM taregashi 2 1m 42 011-111-1:Ericsson-L BCS +82(031) :+82 (031) ‘tare@Ign. taregashi

= The row (100,KIM, taregashi, 42...) is an example. Do not remove it.

= [Name] and [Office Department] are required fields

= Enter an 'x' in N/W Code to register external users in an Excel file.
- Do not enter a User ID.

Choose Import Type to ‘Add External user'.

Click [Browse] then select the saved Excel.

Click [Import]. After the import is complete, the external contacts are available in the Shared
Directory.

After registration of all of user accounts, additional steps are needed before UCS Client login.
On UCS Web Admin, administrator can set UCS clients’ restricted features and register UCS
clients’ Presence.

Set Restricted Features of UCS Clients

By default there are some feature restrictions applied to UCS Client. The Administrator can
change the restricted features. Refer to 6.3.1 Feature Restriction for details.

Presence Registration of UCS Clients

By default no Presence members are added in UCS Clients. The Administrator can add
Presence members for each or all UCS Clients. Refer to 6.2.5 Presence Registration for details.
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Chapter 5
UCS Client Login

5.1 iPECS UCS Client Login

This section outlines the installation and login procedure for UCS Clients. The section is

provided for reference only. For detailed installation, configuration and login procedures refer to
the instructions in the UCS Client User Guide.

5.1.1 iPECS UCS PC Client

The IPECS UCS PC Client is available in the UCS Web Admin server. UCS server
Administrator can set up to show Authentication screen so that the only registered UCS users

can download the client program. For more details on this setting, refer to "Download Client
Authentication"in section 6.6.1 Properties.

1. From the UCS Client PC open the UCS Web page and click [Click to download UCS Client
Program].
- a
a- B e e B

¥
B e G el i edled Cam,, = : ng-+gof

IPECS UCS

Varsion T5.5.T

)
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2.

3.

The PC client download page appears, click [Download].

& UCs Client Program | |

2 Download UCS Client Program
Download

= Winciowes KP, Wincowes Vista,
ndowes 7 Windows S are reguired.
nclowys MTAESAE are not supparted.

Windows {(PC)

Install Motes

= Recommended system regquirements:

- Pentium I Processor 2.3 GHz

- 256MB RaM

- hiin 200MB Free HDD Space LI

Click [Save].
Fil Download Security Warming |

Do you want to run or save thiz file?

@ Mame: UCSClient, exe
Type: Application, 38.8MEB

From: localhost

Run Save | Caticel I

| | ‘while files from the Internet can be useful, thiz file type can
IF patentially harm pour computer. IF pou do not tust the source, do not
=" unor save this software. What's the risk?

Run download file “UCSClient.exe”, then the installation wizard appears. Follow the wizard
instructions to complete the installation. The wizard will place the UCS Client shortcut icon on

the desktop

a

UCS Client

Click the shortcut icon to run UCS Client then select [File-Settings].

=) LS et 3

Login

Cpen Reteived Flles

i : Y
~—

*Password
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6. Configure the login settings then click [OK].

(0] Setting [5_(|
B Server Conneckion A Tr=2 v
m General Profile Name ~ @] @l E]
= Basic Ackion
= Display UCS Server Connection
* Sound Ilse Detecked 5 IP
= Jutlaok Inkegration SRR e R
= Cal n IP Address (e, 00, K |1|:|.1|:|.1|:|.1| I
= Dialing Rules
= Call Popup = Login Timeout 30009999 msec) S000
= Ring Sound
= Audio = Server Relay Mode (&) Auto () Enable (") Disable
= Yaice Coder
= IP Bridge Call Server Connection
= Recording
« Click ko Call n Call Server IP Address (om0, 00 |
® Funcki
UI.-'CF:;:;HS = Connection Made () Auko (iLocal ) Remote
= Sharing PBY License () Standard () Premium
= Yideo
= IM Call Contral Mode (®) With Yoice ) Mo Yoice

o LDAP
= Yidea Presentation Mode Tel Mo Password

Advanced H Metwork Diagnostics l

[ oK ]I Cancel H Apply

® |P Address: UCS server IP address
e PBX License: Select “Premium”
e Call Control Mode:
- With voice: Select if the UCS client uses voice service.
= No voice: Select if a UCS client will be used for call setup only with an iPECS phone.

7. Enter a valid User Id and password then click login.

NOTE

If you see the alarm pop-up “Cannot connect to server”, verify the firewall UDP and TCP ports
used in UCS server PC are opened.

8. Refer to UCS Client’s manual for details.
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5.1.2 IPECS Mobile UCS Client
5.1.2.1 iPECS UCS Android Client

The Android UCS Client application can be downloaded free from Google Play Store.

1. Type the search word iPECS’ in the Google Play Store.

ﬁ 5. Die Soldaten

2. Download and install the ‘iPECS UCS'.

3. Launch the client then select Premium for the License Type.

License Type

Please select license type. Ask 0
administrator about service license.

O Standard

() Premium

4. Enter a valid User Id and password then click login.

Login

UserID

Password

Auto Login

Use Cellular Data

5. Refer to UCS Client’s manual for details.
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5.1.2.2

2.
3.

4.

5.

IPECS UCS iPhone Client
The iPhone UCS Client can be downloaded free from Apple App Store.

Type the search word ‘iPECS’ in the Apple App Store.

Download and install the iPECS UCS'.

After launching the IPECS UCS Client application, go to [iPhone — Settings — UCSiClient —

UCS Mode] and select Premium.

¢ Settings  IPECS UGS

Pramium Ik_ )

Use VPN if active [

Enter a valid User Id and password then click login.

(i ] Account mw
User ID

Password ~ sesses

Server 192.168.131.222

Auto Login

Use Collular Data A [

Refer to UCS Client’s manual for details.
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Chapter 6
Administration (Web Admin)

IPECS UCS incorporates a Web server permitting management and administration through the

UCS Web Admin. UCS Web Admin can be accessed by the administrator through common
web browsers including:

® Internet Explorer
e Chrome Browser

e Mozila Firefox

(_ Welcome to Unified Communications Solution - Windows Internet Explorer

_lol %]
&;} - |g, http: fflocalhost/jucs/ j |E| |z‘ I Bing |EE|

File

Edit View Favorites Tools Help

i:‘f Favorites | {5 € | Suggested Sites ~ & | Web Slice Gallery =

gWelmmemUniﬁed Communications Selution | | & - - [ @ + Page ~ Safety » Tools ~ @v

Welcome to Unified Communication Solution

UserID [administrator
Password
Login |

Web Administration

Click to UCS Client Program
Done [ [ [ [ [f @ mnternet | Protected Mode: off 75+ [®wow - 4
NOTE

You must set up compatibility view when using Internet Explorer 9 or later. Go to [Tools(Alt) —

Compatibility View settings] in the menu of Internet Explorer then add the Web Admin IP
address.
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UCS Web Admin Access
1. Open an internet browser.

2. Point the browser to the http://UCS Web Server IP address or partition/ucs then the Login
screen, shown above, will appear. For example, if the IP address is 10.10.10.1, then type
“http://10.10.10.1/ucs”.

From the drop-down menu, select the desired Language (English or Local).

Enter your User ID; the default is “administrator”.

Enter your Password; the defaultis “ucsadmin”.

o 0 &~ Ww

Click “Login” to display the UCS Web Admin window.

UCS Web Admin screen components
The iPECS UCS Web Admin window is comprised of three parts.

/7 Welcome to Unified Communications Solution - Windows Internet Explorer _[&] ]
GEW [] 7ttm: ocahostiscs Frameset i =4[ x| [Fena (2]

File Edit View Favorites Tools Help

<7 Favorites ‘ 9% @] Suggested Sites = @ | Wieb Slice Gallery +

{& Welcome to Unified Communications Salutian | | - - g v Page- Safety~ Took - (@~

Version : D.0Ag User ID: edministrator  Admin Level ;1 bogout

E Administration I
- Admin Password

=base Backup
E-mail Dispatch

@ Directory

- Organization
Position

5]

Feature Restriction

User Feature Restriction
- Restriction Template

=]

Configuration

- PBX System
Shared Extemal Uiser Cantacts
{LDAF)
Shared Directory Information
SynclLDAP)
Exchange Link Server

Schedule Admin
- Schedule Administrator
Shared Schedule
B Option Setting

e -

e Upper tool bar: identifies the user's Admin level, and displays the Logout button

e | eft-side Navigation Pane: display and access to the Web Admin menus.

The top-level menu items are Administration, Status and Report. The following sections
discuss each in detail.

* Right-side Admin screen: displays the selected menu screen for data entry

iPECS UCS Server Administration Guide - Issue 4.7 69



6.1 General Administration

6.1.1 Admin Password

In the Admin Password screen, the users Admin login password can be modified. The
password for a UCS Client can be changed only by the specific UCS Client; other users and the
administrator cannot change the password for another user. The administrator can return client
passwords and User IDs to default. Refer to 6.6.7 Initialize Client Password for details.

= Admin Password

Save

Current Password

New Password

Confirm Password

® [Save]: saves the new Admin password.

6.1.2 Administrative Message

In the Admin Message screen, the Administrator can send messages in real-time to on-line
UCS Clients. The message will also be sent to UCS Clients as they login.

= Admin Messages

[ew i | [ pekte | [ Delete All | [ Reload
Date & Time 2008-04-15 11:46:54
Subject [Motice] UCS Client Upgrade version released
Contents UCS Client has been upgraded.
D Download and install new verion, please.
Login User Send
Date & Time 2008-04-15 11:44:08
Subject [Motice] Server Restart
Contents Server program will be upgraded from 23:10 to 24:00.
D During that time, uzer cannot use UCS Client.
Thank you.
Login User Send

* New Message: entry for a new admin message.

e Delete: deletes the selected Admin messages.

e Delete All:

o Reload: refreshes the current UCS Admin screen.

deletes all the Admin messages.

® Send: sends or re-sends the selected message.
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To send a message:
1. Click [New Messagel].

2. Enter the Subject, Destination and Contents.

3. Click [Send] to send the message.

i S5end Admin Message

| send || Exit |

Subject [Motice] Server Restart
Destination @ Al Uzerz () Login User

Contentz | Server program will be upgraded from 23:10 to 24:00.
During that time, user cannot uge UCS Client.
Thank you.

e Send: sends the new message.

e Exit: closes the ‘Send Admin Message’ screen.

NOTE
Each message can be up to 255 characters with a subject of 100 characters.

The Admin message screen shown displays on the UCS Client user’s PC.

|Adm inistrator Message

Date 2009-06-19 14:00:43

Name Administrator

Title UCS Client 2.5 Release

Content UCS Client please install the new wversion.
Questions, please contact the administrator.
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6.1.3 Database
6.1.3.1 Backup Database

In the Database Backup Setting screen, Administrators may change settings of UCS Server
database backup function. The backup file can be used to restore the UCS Server database to
the version in the backup file.

ii Database Backup Setting

[ Reload ][ Save ]

Weekday

@ Every Sunday {:} Every Monday 'G' Every Tuesday Cﬁ' Every Wednesday
(:} Every Thurgday D Every Friday 'G' Every Saturday D Everyday
Time

® o1:00 © 0200 O 03:00 C o400 O o500 O 06:00

O o700 O ogo0 O ogo0 C 1000 O 11:00 O 12:00

O 1300 O 1400 O 1500 O 1600 O 1700 O 18:00

O 19:00 O 2000 O 21:00 O 2200 O 2300 O 24:00

Data Preservation Period

2 1 Month O 3 Monthe ) 6 Monthe (&) 12 Months

Location
D:AProgram Files\UCS ServerDBbackup)

On Demand Database Backup

e Control buttons
- Reload: refreshes the current UCS Admin screen.
= Save: saves the current UCS Admin screen.
® Properties
= Weekday: sets the day of week to run the backup function.
= Time: sets the time of day to run the backup function.
= Data Preservation Period: selects the period to store backup data
e Expired data will be deleted after the period.
- Location: shows local path for backup data

* On Demand Database Backup: Starts Database Backup within 60 seconds.
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6.1.3.2 Restore Database
The database backup file is stored in the UCS Server DBbackup folder as shown below:
. DBbackup =]
91:‘ . :;lv | = Program Files (x86) = UCS Server = DBEbackup - k&3 I search DBhbackup O
Organize «  Includeinlibrary +  Share with +  New folder = ~ [l ﬂ

E Widens ;I Marng ~ | Dake modified Type |

: || 20140310_1926 backup 3/10/2014 7:26 PM B&CKEUP File

/M Computer _

-.:—_"-,l Local Disk (C:) || 20140310_1927 backup 3/10/2014 7:27 PM BACKP File

|| 20140310_1928 backup 3/10/2014 7:28 FM BACKLIP File

i Network || 20140310_1937.backup 3102014 737 PM BACKUP File
| 4 I I _’I

To restore the UCS Server database using a backup file,

1. Shutdown UCS ServerManager.

2. Open the Command Prompt then move to the bin directory of postgreSQL.
Default: C:\Program Files (x86)\UCS Server\Postgres\bin

3. Execute the ‘drop’ command to delete current database.

psql -U postgres -c "drop database ucdatabase"

[c+.] Admiinistrator: C:\Windows' system32' cmd.exe

c s~ Program Files (x86>~UCS Server-Postgresbin>psgl —-U postgres —c "drop datahasn
e ucdatabase"

4. Execute ‘restore’ command to restore target database.

pg_restore.exe -h localhost -U postgres -Fc -w -C -d templatel “c:\Program Files
(x86)\UCS Server\DBbackup\*****+* hackup

Administrator: C\Windows' system32' cmd.exe
c:“FProgram Files (xB6>“UCS Server-Postgres“bin>pg_restore.exe —h localhost -U pu!

stgres —Fc —w -0 —d templatel "C:“Program Files <xB6>UCE Server~DBbackup~201483
18_19226.backup"”

NOTE

To restore the UCS Server database to the initial database, use the backup file
‘ucdatabase.backup’ from the install package. In this case the ‘restore’ command is

pg_restore.exe -h localhost -U postgres -Ft -w -C -d templatel “path\ucdatabase.backup”
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6.1.4

E-mail Dispatch Screen

The iPECS administrator can prepare and send E-mails to UCS Client users to inform them of
newly created accounts or other important information. After preparing the E-mail in the E-mail
dispatch screen, saving the screen automatically sends the mail to the users. Results of the E-
mail dispatch are available under the Directory menu E-mail Dispatch Results item. Refer to

4.1.5.6.

22 E-mail Dispatch

Reload |1 Save |

4  E-mail Writing
Title [Notice] UCS Account Created

Content | Dear %userMamei
‘We are happy to announce that you are now ready to use UCS solution.

*Your 1D/ Password / Extension
= "auser|D%” / "touserPassword %™ / "YuserDesktopPhone 1%"
* UCS Client Download site
= hitp:/fyour.ucs.server.ipaddressiucs
= Please go and click "downlocad UCS Client” link which provides you with
- UZS Client for PC
- LUCS Client for Android
- UCS Client for iPhone
* Security Enhancement
=We strongly recommend you to change your default Password for preventing arbitrary use.

Sincerely yours

UCS Administrator

Metice) Please medify the abowe Title and Content for your own purpese. In the Content field,
change http:/fyour.ucs. server.ipaddress to your site UCS Server |IP Address. Howsever don't
miedify either %euserMame or %useriD% uvnintentionally. The two keywords of YuserMame¥ and
Yeuser|D% are reserved and they will be replaced with LICS user name and |D respectivelly. The
unappropriate information will be sent via E-Mail in case of errors.

+  E-mail Server setting

SMTP Server Address smitp.naver.com

SMTP Sever Port ca7

E-mail User 1D no-reply

E-mail User Password|ReadOnly) Mew Password(\WriteOnly)
E-mail Address to be returned noreply@naver.com

Connection Type After Encryption Mone Auto sgL ® TS

Use SPA

® Reload: refreshes the current E-mail Dispatch screen.

e Save: saves the current E-mail Dispatch screen.
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6.2 UCS Accounts and Directory

6.2.1 Organization

In the Organization screen, administrators construct an organization chart for the company that
is displayed to UCS Clients under the client ‘Organization’ tab. Administrators can create a new
department, delete or rename departments. In addition, specific departments can be moved
under another department. To import department names of shared users, click the Get
Department button.

&2 Organization

[ Get Department ||| Add [ Rename [1] Delste [l Change Organization Position [

| Import All Departments [ Mowve up [ Mowve down [ Save Position |

= | Central Office |
Branch Office

® Get Department: import department information of shared users

® Add: adds new departments

¢ Rename: renames a department

* Delete: deletes departments

e Change Organization Position: modify the position of selected departments

¢ Import All Departments: import department information from an Excel or csv file
e Move Up: move up one partition in a group

e Move Down: move down one partition in a group

e Save Position: save organization position after moving up or down

iPECS UCS Server Administration Guide - Issue 4.7 75



R

R

To add departments

Select the parent department where new departments will be added.

Click the [Add] button.
Enter the name of the new departments

Click [OK] button.

i Organization (Add)

ELG)Enterprise

To rename departments

Select the department that will be renamed.

Click the [Rename] button.
Enter the new name of the department

Click [OK] button.

=2 Organization (Edit)

| Ok || Cancel |

ELG)Enterprise

|Finance & Admin Div.
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To change the position of department

Select departments to move.

Select the parent department

R

Click [OK] button.

Click the [Change Organization Position] button.

22 Change Office Department Position

=

HR Div.

Selected Department = | ELG)Enterprise
Sales Engineering Team

B Finance & Admin Div.

International Sales Div.

= Korea Sales Div.

Marketing Team
Product Planning Team

R&D Div.

= SCM Div.

To delete a department

1. Select or Check the department(s) to delete.

2. Click the [Delete] button.

£2 Organization

|  Get Department ||| Add ||

Rename

||| peete ]|

= ELG)Enterprise
B Finance & Admin Div.
1
[1HR Div.

| [ international Sales Div.

B Korea Sales Div.

googd
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Import all departments from a‘.csv’ formatted file
1. Click the [Import All Departments] button.

2. Select the .csv formatted file that includes user information.

3. Click the [Import] button

You can import department information from CSV file into Organization database. First, you
will need to format your CSV file. You can download already formatted example file in this
web page. Or you can create your own C5V file. After modifying your CSV file in your local PC,
you will need to upload modified file into Web Server. Then you can import by clicking Import
button. Download file shows how to display hierachical organization information. "A" is top-
level department 'B' is high-level department 'C'is low-level department. Imported
department information are sorted under root department according to hierachicy.

1. Download Example Download Example File
2. Choose File to be imported =R ...
3. Upload File and Import | Impaort | | Cancel |

The Example File below shows how to use ‘.csv’ formatted files to import all departments. The
file shows how hierarchical organization information is displayed. As shown, 'A' is the top-level
department; 'B' is the next level department under ‘A’, and 'C' is the next level down under ‘B’.

Example ‘.csv’ file.

A B G D E F G H | J K L M N 0
clhss!  class?  class3  classd  classh  classB  class?  classB  class9  class10  <-- DO NOT REMOVE THIS LINE

1
2 A < Example ) <-- DO NOT REMOVE THIS LINE
A B < Example ) <- DO NOT REMOVE THIS LINE
4 A B C < Example ) < DO NOT REMOVE THIS LINE
i Organization
Get Depariment | Add | Rename Delete
o = | ELG)Enterprise
£ Organization 5
‘ Get Department || | Add || Rename | || Delete =
= [ELG)Entemrise | 5 f
B Finance & Admin Div
|
CIHR Div
[Jinternational Sales Div
B Korea Sales Div = K
Organization chart prior to import Organization chart after importing
NOTE

Each department must have a different name. If the file contains departments with names
already in the organization chart, the import will fail.
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Export all departments to ‘.csv’ formatted file:

i Organization

Get Department | Import All Departments || Export All Departments ||| Add |

| ELG)Enterprise
& Finance & Admin Div.
a
LIHR Div.
Ointernational Sales Div.
Okorea Sales Div.

A B C D E F G H | J K L M
class _|c|a552 class3 dassd  classs  classé  classT class8 class9 class10 <-- DO NOT REMOVE THIS LINE
A <-- DO NOT REMOVE THIS LINE
A B <-- DO NOT REMOVE THIS LINE
A B C <-- DO NOT REMOVE THIS LINE
ELG)Enterprise

ELG)EnterjFinance & Admin Div.
ELG)EnterjFinance & Planning Team
ELG)EnterHR Div.
ELG)EnterjInternational Sales Div.
ELG)EnterKorea Sales Div.

After exporting all departments, all department information is saved in (.csv) file

Use Shared Directory Information Sync (LDAP)

Administrators can import departments using Shared Directory Information Sync from an LDAP
database automatically. In this case, administrator cannot change organization information in
UCS WebAdmin. Refer to 6.4.3.1LDAP Sync for details.

E: QOrganization

= | ELG)Enterprise

B Finance & Admin Div.
O
LIHR Div.
O international Sales Div.
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6.2.2 Position

The Position menu establishes the titles and hierarchy of the position within the organization.
The iIPECS administrator creates the positions and controls the reporting order for the position.

& Position

| Save Position | | | Add | | Rename | | | Delete | | | Move up | | Move down

[ senior managing director [senior managing director]
[Imanaging director [managing director]

[Jteam head (team head)

[l general manager [general manager)

[Imanager (manager]

[ assistant manager [assistant manager)

e Save Position: Saves sorted position order
e Add: Adds position

® Rename: Renames selected position

e Delete: Deletes selected position

e Move up: Moves selected position up

e Move down: Moves selected position down

To add a position
1. Click the [Add] button.

2. The ‘New Position’ is created as shown below.

& Position

| Save Position ||I Add || Rename ||| Delete ||| Move up || Move down

[ senior managing director [senior managing director]
[Imanaging director (managing director]

[team head (team head)

[J general manager [general manager]

[COmanager (manager]

[ assistant manager [assistant manager)

[Inew Position

To rename a position
1. Select position to be renamed.

2. Click [Rename] button.
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& Position

| Save Position ||| Add || Rename ||| Delete ||| Move up || Move down

Ceeo (ceol

[ senior managing director [senior managing director]
[Imanaging director [managing director]

[Jteam head [team head)

[ general manager [general manager)

[Imanager [manager)

[ assistant manager [assistant manager)

[[INew Position

3. Enter position title in textbox to the left in the Position popup. The textbox to the right is
employed when the Shared Directory is synchronized with a LDAP database as the database-
mapping key, Refer to 6.4.3.1LDAP Sync for details.

&2 Position

| oK || Cancel |

New Position
|Ty|::-e Position | |Type DB Mapping Position

4. Click [OK].

To save Position

Click the [Save Position] button to save the Positions and hierarchy.

22 Position

| | Add | | Rename | | | Delete | | | KMowve up | | Kowve down

[Jsenior manaainag director [senior managing director]
Dmanaging director [managing director]

[Tteam head [team head]

[[Jageneral manaager [general manaager]

[Omanager [manager)

[]assistant manager [assistant manager]
[IMNew Position

® Save position considering position priority. The first of saved position has the first and next
one has second priority. This saved position order is applied to display users in the UCS
Client.

¢ |f administrator wants to give a priority, add new position and ‘[Save position]'.

¢ |f administrator wants to give a priority again , change position clicking move up and down
and click ‘[Save position]’
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6.2.3 Shared Directory

The Shared Directory may be imported or exported in a ‘.csv’ formatted file. For correct
registration when importing the UCS Client information, the client must be registered in the
IPECS PBX platform.

The UCS Client registration process for each iPECS Voice platform and registration of external
contacts varies. The registration process, including Import and Export of the Shared Directory,
is covered in the following sections:

& Shared Directory

UCS User [=] |[ Export || Import ]| [ pelete |[ Ed ]|[ Ghange Department | | Edit Restriction |
UCS User

Phone User

[ Search | [ Clesrail | Search Result: 54 [7] confirmation from PEX

Name Station Number Office Department Posttion
& Abigail 2116 Department Name
[ Amelia 2124 Department Name
[ Andrew 2110 Ucp

e Three types of Shared Directory
- UCS User: User who has station number and ucs account.
- Phone User: User who has station number but doesn’t have ucs account
- External Contacts: User who doesn’t have station number or ucs account
e Exporting: refers to 6.2.3.1 - Exporting the Shared Directory
® Importing: refers to 6.2.3.2 - Importing the Shared Directory
¢ Add: used to add External Contact
e Edit: changes user information for UCS User, Phone User and External Contacts
e Change Department: changes department for UCS User and Phone User
e Edit Restriction: changes user feature restriction

e Search: searches for name, station number, office department, position, user ID, VN code,
site name

e Clear All: clear search text

¢ Confirmation from PBX: UCS User and Phone User information is created in the iPECS
PBX system. If the administrator has deleted user information in iPECS PBX, user
information in Shared Directory is deleted automatically. But if the administrator needs to
delete it in UCS Webadmin, administrator can delete it by unchecking the check-box
“confirmation from PBX” on Shared Directory screen (above)..
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6.2.3.1 Exporting the Shared Directory
UCS User, Phone User and External Contact information in the Shared Directory can be
exported as an Excel file.

1. Goto[Administration — Directory — Shared Directory] in UCS Web Admin, then click
[Export].

Welcome to Unified Communication Solution

O Administration | = Shared Directory

Admin Password | |
Administrative Message UESzer hd | Export Import | _

Databasze Backup

- E-mail Dispatch IName LII Search | [Lie]
B Directory
Organization Mame b o
Poszition - 1000 1000

2. Click [Save].

File Download

Do you want to save this file, or find a program online to open
it?

Mame: Shared_Internal_Export.csv
Type: Unknown File Type, 19.8KB
From: localhost

Find Save [[ Carcel |

ham your computer. if you do not trust the source, do not find a

l@' While files from the Intemet can be useful, some files can potentially
. program to open this file or save this file. What 's the risk?

NOTE

Depending on the Windows environment, the extension in the exported file name may be ‘.xIs’
not ‘.csv'. In this case, the file extension must be changed from *.xIs’ to ‘.csv’ (comma separated)
manually for correct importing to the Shared Directory.
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6.2.3.2

2.

Importing the Shared Directory (for editing user information)
User can edit user information in shared directory importing file.

User can edit user information after exporting the shared directory.

However some items are non-editable (UserKey, N/W code, UserID, linkedpair, temporary
station).

NOTE

In order to change editable fields, the non-editable fields (above) must still be entered correctly
or editing will fail to update.

Go [Administration - Directory - Shared Directory] in UCS Webadmin, then click [Import].

Welcome to Unified Communication Solution

= Administration A & Shared Directory

Admin Password

Administrative Message IUCS User | Export | Add

Databaze Backup

- E-mail Dispatch Name v || searcn || Ciearan | 3
& Directory Confirmation from PEX

Organization
" qundaliol Na Station Number
-0 Shared Directory

O 1071 1071

- angeable ricias

Presence Registration [0 113 113

Click [import] after choosing File to be imported. Confirm import type is selected as [Edit User
information]. (UCS User and Phone User set to [Edit User information] as default).

For External Contacts, [Edit User information] should be set.

You can import address information from C35V file into SHARED ADDRESS database. First, you will need to
format your C5V file. You can download already formatted example file in this web page. Or you can create
your own CSV file. After modifying your C5V file in your local PC, you will need to upload modified file into
Web Server. Then you can import by clicking Import button. You can edit user information after exporting
file. And UserKey should be inputed{Uneditable items: Userkey,N/W

Code,UserlD,LinkedPair, Temporary Station). You don't input userkey adding External Contacts.

1. Download Example | Download Example File |

2. When an invalid Department Mame is given, |Notfy Error Messape to the Administratar

3. Choose File to be imported Browse. .

4. Import Type

5. Upload File and Import Confirmation from PEX
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3. Confirm import result.

| import_result (1).txt - B 2%

ERENX

O #BEE M40 22NV E=Z(H)

Etart

0001 :Hame {1071 ) :Succeed to import,

0002 :Name{113) :Succeed to impart.

0003 :Hame({114) :Succeed to import.
0004 :Name{115) :Succeed to import.
EDEEZNamEEIIEJZSUCCEEd to import.
0
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6.2.4

Changeable Fields

In the Changeable Fields Setting screen, the Administrator defines the fields that individual
users are permitted to change in their “My Information” window. Checked items in the
Changeable Fields screen are available to the UCS Client user in the “My Information” window.
Other fields are shown but cannot be changed by the user.

& Changeable Fields Setting

D MName
[¥I Nickname

[ station Number2
[ station Number3
[ cellular Phone
[¥] E-mail Address
[¥IHome Phane
[¥IHome Address
[ office Name

[+ office Department
[ office Phone
[Joffice Fax
[Joffice Address

= Mame peter0D43

lj 3
o = Mickname 3355185

Station Mumber #9003

Station Number2

Station Number3

Change Password |

= Office Phone |21234DD43 |
= Cellular Phone | 1012340043 |
= Office Name ETC

= Office Department |Lab.

= Office FAX

= Office Address

= Home Phone |

= Home Address |

= Email Address |mai|0043@ericssonlg.com |
Time zone (GMT-07:00) Padific Daylight Time
oK | | Close

The User ID and Station Number are unique values for each UCS Client, and cannot be

modified by the user.
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6.2.5 Presence Registration

The iPECS administrator can configure a user account to be visible in the Shared Directory so
that the user’s Presence is available to other UCS Client users. The administrator can select

individual users to make visible with the Execution button or all users with the Register All
Users button.

i2 Presence Registration

MName | | | Search | | Reload | | Register All Departiment Membersl

Presence Max Count Presence Cumrent Count  Fresence Permission
Abigail ucp2116 200 55

Execution
Amelia ucp2124 200 31
Andrew ucp2110 200 32 Execution

e Search: searches the Shared Directory for a user

e Reload: refreshes the window

e Register All Department Members: register Presence information for all members in
department.

NOTE

The UCS Client displays Presence for a maximum of 200 other internal and UCS Client users.
This maximum may be adjusted down by the administrator in the User Feature Restriction
screen. If there are more than 200 users, only the first 200 users created are shown to the client
as a default, but the user may select which should display.

To register selected user's presence and assign group from ‘Execution’ button

1. Select Group Group Mot Assigned A Add Group
L= =""1

2. Select User

Add Cancel

After selecting the 'Execution’ button, a new pop-up appears. Selected user is displayed under
the users department. The administrator can register users' presence and assign group. Firstly,
from “ 1. Select Group” the associated drop-down box will list the available groups for the user.

Select the required group. Alternatively the administrator can add a group by clicking the [Add
Group] button.

Secondly from “2. Select User”, the administrator can search and select users to register their
presence.

Finally, select 'TAdd]' button. This will also check that the user(s) are correctly assigned.
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6.2.6 E-mail Dispatch Result

When the administrator dispatches an E-mail to UCS Client (refer to 4.1.4 E-mail Dispatch
Screen), UCS Server monitors the results to determine if the mail was opened. The
administrator can delete individual records, all records, or resend the E-mail to selected users.
The latter is accomplished with the “Execution” button, which sets Dispatching Trial Number

and Status to O (zero) and Ready, respectively.

i E-mail Dispatch Result

Mame ¥ | Search | Reload | | Delete || Delete All |
Name User ID E-mail Address Kind Of Email Jispaiching Trial Number Status Resend
Abigail ucp2116  ucp2106@ucp.com Aﬁﬁ‘é’u‘:ccce‘:\:‘é‘;t i Ready Execution
Amelia ucp2124  ucp2124@ucp.com Aﬁﬁ‘é’u‘:?ﬁ‘:\:‘é‘;t 0 Ready B
Andrew uep2110  ucp2110@ucp.com Aﬂﬁ‘é’u‘“nig%'é‘;t 0 Ready T
Anthony ucp2107  ucp2107@ucp.com e Arcount 0 Ready Execution
April £504  [3504@uccm.com e Arcount 0 Ready Execution
August 3508 f3508@uccm.com Aﬁﬁ‘gu,qng;%l:r:t 0 Ready Execution
Ava ucp2108 ucp2108@ucp.com Aﬁﬁ‘é{u,qnccceun:'grtwt 0 Ready Execution
Benjamin ucp2114 ucp2104@ucp.com Aﬁﬁ‘é{u’qnccceun:'grtwt 0 Ready Execution
Brad £519  [519@uccm.com ew Arcount 0 Ready Tot
Charlotte ucp2120  ucp2120@ucp.com Aﬁﬁ‘é’u‘:?ﬁ‘:\:‘é‘;t i Ready Execution

Select all tems at this page
* 10 20 50 100 500 Items per one page
234561

e Search: searches the E-mail Dispatch Result based on User ID or Name

e Reload: refreshes this window

e Delete: deletes selected records

e Delete All: deletes all E-mail Dispatch records

e Execution: resends E-mail to the selected user.
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6.2.7 User Security Property
The administrator can lock or disable a UCS Client to restrict their use or force a user to change
their password. The administrator clicks the Edit button to modify the security property.

£ User Security Property

'@'AII Userz ':::'BEﬁlth User

1071 1071 0 0 0
13 113 0 O 0
114 114 O 0 O
115 115 0 O 0
118 118 0 0 0
117 117 0 O 0
118 113 0 0 0
119 119 0 O 0
1430 em1430 0 0 0
2055(018) O O U

®10 O20 Oso Otoo Oson ttems per one page

e Search: searches UCS Client Users based on User ID and Name

¢ Reload: refreshes this window

e Edit: edits a user’s restrictions

e User security property item: displays user security policy
= Account locked: locks out user account for a nominated period.
= Account Disabled: permanently disables user account.

= Must change Password: forces user to change password before further access.

After Clicking ‘Edit’ button, the screen below is displayed. Check the relevant check-box
and enter information to update the user security property.

& User Security Property Edit

| melosd || ssve |[ cancel |

User ID: ucp2116 Mame: Abigail

[7] Account Loked
Lodked cut until (ReadCnly) MOYYY-MMM-DD hh:mimess)
Mew Lodked out until IYYYY-MIM-DD hh:mm:ss)
[ scssunt Dissblag

I:l Must Change Password
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6.3

6.3.1

Feature Restriction of UCS User

User Feature Restriction

The Administrator can limit functions available to each UCS Client. The User Restriction page
displays the feature restriction status for all UCS Clients. A checked box indicates the function
is available. An explanatory bubble is exposed by focusing the mouse over an item in the table.

22 User Feature Restriction

@ anusers © Search User Search
User D Hame I
1402 1402 200 3
1403 1403 50 3 Edit
1404 1404 50 3 Edit
1405 1405 50 3
1406 1406 50 3
1407 1407 50 3
1408 1408 50 3
1409 1409 =0 2
1410 1410 0 3 Edit
1487 1487 =0 3 Edit

@10 @20 ©so @100 © S00 tems per one page

o Reload: refreshes the current UCS Admin screen.

e Search User: returns search results when the Administrator enters a user’s name or ID.

e Edit: moves to an editable Feature Restriction screen where the Administrator can modify

UCS Client restrictions.
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The Feature Restriction page as shown below permits the administrator to modify individual
restrictions for each UCS Client. Note that disabled functions can be eliminated from display of
the client if the Invisible or disable box is checked. Otherwise, menus items are displayed at
the client but are not functional.

22 User Feature Permission Edit
| Reload | | Sawve |
Uzer ID: Name: |2133_TestA | |:|,o,| Users DSeEctMCheckhux
Presence Video Status Allow Desktop Sharing
Presence Schedule Status Allow Whiteboard
Fresence Remote Monitorin Status Alloww Web Push
Allow KGR Allow File Send
Allow Remote Call Foreward Allow Normal Video
Allow Group Call Allow Video Format QCIF
Allow Meet Me Conference Call Allow Video Format CIF
Allow Scheduled Dial Allow Video Format 4CIF
Allow Record Call Allow Presentation Mode
Allow Flexible Button Allow Remote Monitoring
Allow Voice Mail Selection Allow Visual Voice Mai
Allow Step Call Allow Audio Conference
Allow Playback Wave File Allow Organization
Allow Send SMS [ Allow Mobile Dialer Call to UCS For Android
Allow Call Memo |:| Allow Password Synchronization
Alloww Call Pickup Alloww CRM Integration
|:| Allow Application Sharing Allow ACD Login
[] Atiow UCS Dialing Rule
Presence Entries 1~200
mp_sﬁ.narius 1~10 FleSendSize[200 | 1~1000 M8
Schedule fem (1000 | 1~1000
Invisible or disable menu/button on UCS Client (Checked:Invisible, Unchecked:Disable)
| Enable Template |

e Control buttons
- Reload: refreshes the current UCS Admin screen
- Save: saves the current UCS Admin screen

- Enable Template: shows one of five restriction templates that can be applied to the UCS
Client

NOTE

Modifications to restrictions take affect after the next client login. Modified restrictions are not
applied to an active UCS Client.
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6.3.2

Restriction Template
The UCS Server database includes five Restriction templates. The templates are available to
and can be modified by the administrator.

& Permission Template

| Reload | | Save |

Template [ select Al Checkbox

Subject |Level 1

Presence Video Status
Presence Schedule Status

Allow ICR
Allow Remote Call Ferward
Allow Group Call

Allow Scheduled Dial
Alloww Record Cal

Allowy Flexible Button
Allow Voice Mail Selection
Allow Step Call

Allow Playback Wave File
Allow Send SMS

Allow Call Memo

Allow Call Pickup

D Allow Application Sharing

ICR. Scenarios

Allow Meet Me Conference Call

Presence Entries

Presence Remote Monitorin Status

1~200
1-~10

Allow Deskiop Sharing

Allow Whiteboard

Allovw Web Push

Allovy File Send

Alloww Normal Video

Alloww Video Format QCIF

Alloww Video Format CIF

Alloww Video Format 4CIF

Alloww Presentation Mode

Allow Remote Monitoring

Allow Visual Vaice Mail

Alloww Audie Conference

Allow Organization

(] Atiow Mobile Dialer Call fo UCS For Android
D Allow Passwaord Synchronization
Allow CRM Integraticn

Allow ACD Login

] Asiow UCS Dialing Rule

File Send Size 1~ 1000 MB
Schedule e 1000 1~ 1000

Invisible or dizable menu/button on UCS Client (Checked:invisible, Unchecked:Disable)

o Reload: refreshes the current UCS Admin screen.

e Save: saves the current UCS Admin screen.
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6.4 Connection Configuration of External
Systems

6.4.1 PBX Systems

The PBX System Admin screen defines the iPECS systems that are linked to and serviced by
the iPECS UCS Server. When multiple iPECS systems are configured in a distributed network,
each system is assigned a Voice Networking (VN) Code digit(s) that is dialed as a prefix to the
extension number, identifying the specific networked system. In this case, the VN Code must be

entered in the PBX System Admin screen so that the UCS Server can include the digit when
calling a networked system extension.

& PBX System
[ add || Detete |[ Edit |
System Site Name IP Address VN Code VN Code in Prefix
IPECS- Team Test CM for
O "cm ucses 150.150.131.11 11 Yes ® Mo
IPECS- UCP&00
L] "uce 1501501316  150-150.131.6 6 Yes ® No

e Add: adds a new system link to the UCS application.
¢ Delete: deletes a system link to the UCS application.
e Edit: edits an existing iPECS system link definition.
* Reload: refreshes the current UCS Admin screen.

Selecting Add or Edit exposes the PBX System edit screen as below:

i PBX System

Add Delete Edit

System [IPECS-CM v

Site Name [Head Office |

IP Address [10.10.10.1 | Firewall IP Addrss | | U

WCode[Z3 |

WM Code in Prefix

OYes @Na

Company Name [iPECS |

Company Logo  C\Usersthyosung\Downloa  S0FE2...

Uploaded image will be used logging in UCS Client (optimized image size -400 X 400 pixel, file extension : .png, .jpg, -oif,
file size: lower than 100 KByte)

| Add [u Clear || Cancel |
Ly
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e System: Select the type of System, required field
¢ Site Name: Enter Site Name
® |P Address: Enter System Address

¢ Firewall IP Address: Enter IP Address, the firewall address is required if the UCS Server
and iPECS PBX are separated by a firewall

e VN Code: Enter System Network Code
e Company Name: Enter Company Name

e Company Logo: Upload Company Logo image. It is used as UCS Client Logo image.

NOTE

The checkboxes next to the system IP address and the Firewall address indicate which will be
used for communication between the UCS Server and iPECS PBX platform.

Site Name, IP Address and VN Code must be entered.

WARNING

When Editing and deleting PBX information, the modification is applied only after stopping
Presence Service and restarting.
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6.4.2 Shared External User Search(LDAP)

In the LDAP Server screen the Administrator sets LDAP server information. UCS Clients may
then query the LDAP server for contact information. UCS Server does not place limits on the
number of contact records in the LDAP server.

t2 Shared External User Contacts{LDAP) & Shared External User Contacts(LDAP) (Add)

[ Mewsewer | [ Edit || Delete | [ ok J[ Eat |
Server Display Name
Server Display Hame : iPECS
Server Name{IP}iPort - 10.10.10.1 3288 Server Name{IP}
D Search Base : Server Port

Require Login || S5L(Secure Socket Layer)

D Require Login D 55L{5ecure Sodet Layer)

In the left screen, after selecting ‘New Server’ button (to register new LDAP Server) or ‘Edit’
button (to edit existing LDAP server), the right screen is displayed

= Server Display Name: LDAP Server Name displayed in UCS Client.

= Server Name (IP): LDAP Server IP Address to access in UCS Client.

- Server Port: LDAP Server Port to access in UCS Client.

- Required Login: Determines if User Id and Password is required to access to LDAP Server

- SSL (Secure Socket Layer): Determines if User Id and Password is required to enable SSL
to access LDAP Server.

The screen below shows LDAP Server configuration process in UCS Client.

B Sarver Conneckion
= Geereral
B acton Sorvr o v
= Display
= Suna ]
» Dtk Inkegrstion
- co
= Dialing Rules - 8 Sarger Marmes
= Cal Popup g ok Bt
= Ring Sourd N —
= fusdo
o oo Condes
* IF Beidge = User L bo-nort el 11 1:3015]
= Recording
= Chck bo Call
u Functhons
* File
o ﬂ'ih-l'rq
» Wideo
« 1M

LAP

s Passwsord EEmaEE e
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6.4.3

Shared Directory Information Sync

The UCS server can update the Shared Directory periodically, downloading registered user
information from an LDAP (version 3) or Oracle database. LDAP (Lightweight Database Access
Protocol) is a standard protocol used for retrieving information from database such as Microsoft
Active Directory. The administrator must configure general information on the database server
as well as define the correlation between the database fields and the UCS contact fields. If
users want to link with MySQL database, link application files need to be installed.’
MySQL_Link.zip’ in the server installation package must be copied to “Application” folder of
UCS Server Installation folder.

i2 Shared Directory Information Sync

Sync DB Type MNotUse ||
OR&ACLE
MySQL

e Sync DB Type: Set type of database server employed for database sync service.
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6.4.3.1 LDAP Sync

e Server Info: Set the LDAP server information.

Server info Use Ldap Link Server
Ldap Server 10.10.10.1

Ldap Port 389

Ldap Security S5L{Secure Socket Laye
User ID administrator

User Password 0000 meeseees

LOAP Auth Type Auth Megotiste [=]

- Use LDAP Link Server: Check LDAP service activation

- LDAP Server: IP address of LDAP Server

- LDAP Port: TCP/IP port for communication with the LDAP Server
= LDAP Security: SSL implementation for LDAP Server

= User ID: Login ID for LDAP Server

= User Password: Login Password for LDAP Server

= LDAP Auth Type: Authentication method for LDAP Server

e Update Period : start time for data retrieval from LDAP

Update Period
Update Time 1 El
Update Day Nat Use El

- Update Time: Time of day to retrieve user data from the LDAP server,0~23

e | DAP Searching Options: important setting to update UCS User DB using Data from
LDAP Service.

LDAP Searching Options

Unigue DB mapping Key Unigue ID El
Undefined Crrganization Name  Undefined

Reoot Organization iPECS
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Unique DB mapping Key: defines the field that maps the specific user in both the UCS
Shared Directory and LDAP server database. The value must exist and be unique for each
user in both UCS and LDAP database. This is a required entry.

Undefined Organization Name: The Organization name is a required field in the UCS
Shared Directory. If the name is not defined in the LDAP database, the Undefined
Organization Name is used for the record. This is a required entry.

Root Organization: This value defines the user’s primary top-level organization when the
client is assigned several organization strings in the LDAP server. If user is assigned to
several organizations, this value should be set.

Relationship between UCS DB and LDAP string: These settings map the field names in
the LDAP database to the UCS Shared Directory field names. The default field names are
those commonly employed in a MS Active Directory.

Relationship between UCS DB and LDAP string

Organization Info memberOf

User Picture thumbnailPhoto Forced Update

User Picture

Mapping Key El

Name givenMame

Nick Name displayMame

Desktop Ph 1

Esitop Mhone telephoneMumber Mot Use El a El

{Unregistered User)

Station Mumber2 otherTelephone

Station Mumber2

Cellular Fhone mobile
Email Address1 mail

Hoeme Telephone  homePhone

Office Name physical DeliveryOfficeMame

Office Telephone
Office Fax facsimile TelephoneMumber
Office Address

Email Address2

Hemepage URL wWWHomePage

Unigue ID ree
Paosition title Search Without Space
Official Title
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Organization Info: LDAP field with the user’s organization (department) information. To
include the “CN” string for the organization, select the check box.

User Picture: LDAP field with the user’s photo. The photo format is JPEG.

The photo data will be updated only for empty photo user. To force to update all users’
photo, select “Force Update” check box.

Name: LDAP field containing the user's name -

Nick Name: LDAP field containing the user’s nickname

Desktop Phonel: LDAP field containing the unregistered user desktop phone
Station Number 2: LDAP field containing the user’s second station number
Station Number 3: LDAP field containing the user’s third station number
Cellular Phone: LDAP field with the user’s cellular phone number

Email Address 1: LDAP field with the user’s first email address.

Home Telephone: LDAP field with the user’'s home telephone number
Office Name: LDAP field with the user’s office name

Office Telephone: LDAP field with the user’s office telephone number
Office Fax: LDAP field with the user’s office FAX number

Office Address: LDAP field with the user’s office address

Email Address 2: LDAP field with the user’s second E-mail address
Homepage URL: LDAP field with the user's homepage URL

Unique ID: LDAP field with the user’s unique ID. This field should be used as the
mapping key field.

Position: LDAP field with the user’s position information. The user’s position values
retrieved from LDAP server should be included in the DB mapping Position Name, which
can be assigned in the Position menu. Refer to 6.2.2. Position.

Official Title: LDAP field with user’s official title.
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6.4.3.2 Oracle Sync

Server Info: Set the Oracle DB server information

Server info

COracle Server
Cracle Port

Oracle Character Set
User ID

User Password

Use Oracle Server

10.10.10.1

windows default

system

[=]

= Use Oracle Link Server: Check Oracle DB Sync service activation

= Oracle Server: IP address of Oracle DB Server

= Oracle DB Port: TCP/IP port for communication with the Oracle DB Server

= User ID: Login ID for Oracle DB Server

= User Password: Login Password for Oracle DB Server

Update Period: start time for data retrieval from Oracle DB Server

Update Period
Update Time

Update Day

[=]
[=]

= Update Time: Time of day to retrieve user data from the Oracle server, 0~23

Oracle Searching Options: important setting to update UCS User DB using Data from

Oracle DB Server.

Oracle Searching Options
DB Mame

Cwraganization Table Mame
User Info Table Hame

User Search Table Name
Unigue DB mapping Key

Undefined Cranization Name

orcd
UCS_ORGAMNIZATION

VIEW_USERINFD

Unigue 1D

Undefined

= DB Name: This is the Service ID in Oracle DB and is a required entry.

= Organization Table Name: Oracle DB table name with the organization structure. The
Organization Table must be configured as follows:

100

iPECS UCS Server Administration Guide - Issue 4.7



«  Organization table = User defined table name

— “dp_key" NUMBER NOT NULL ENABLE
= Unique ID
= The Mame string is fixed to “dp_key”
— ‘dp_name" VARCHAR2(64 BYTE) NOT NULL ENABLE
= Department Name
= The MName string is fixed to "dp_name”
— ‘parent_key" NUMBER NOT NULL ENABLE
= Unique |D for parent node
= The Mame string is fixed to “parent_key”
— “dp_order* NUMBER NOT NULL ENABLE,
= Display sequence from top to bottom in view. Top node order is smaller than bottom
= The Mame string is fixed to “dp_order”

** Root node’s "parent_key” must be -1 the "dp_key" start from 1.

dp_key dp_name parent_key dp_orders
root -1 1

roots x Depls - T - Depl_l¢ Depl_1_1¢
* Depl_ 1 2¢

Depl_2¢ ! Depl_2_1s

depl 1
dep2 1
dep3 1
depl_1l 2
depl_2 2
depl 1.1 5

I T A
ol o

= User Info Table Name: Oracle DB table name for contact data. This is a required entry.
= User Search Table Name: Oracle DB table name for user search.

= Unique DB mapping Key: defines the field that maps the specific user in both UCS
Shared Directory and Oracle server’s database. The value must exist and be unique for
each user in both UCS and Oracle database. This is a required entry.

- Undefined Organization Name: The Organization name is a required field in the UCS
Shared Directory. If the name is not defined in the Oracle database, the Undefined
Organization Name is used for the record. This is a required entry.
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Relationship between UCS DB and Oracle string: These settings map the field names in
the Oracle database to the UCS Shared Directory field names.

Relationship between UCS DB and Oracle string

User Picture

User Picture
Mapping Hey

Name

Nick name

Desktop Phone
{Unregistered User)

Station Mumber2
Station Number3
Cellular Phone
Email Address1
Home Telephone
Cffice MName
office telephone
Cffice Fax
Office Address
Email Address2
Homepage IRL
Unigue IO

Pasition

Home Address

Department Mame

Official Title

User information
Sorting Order

PHOTC [ Forced Undate
Name El
FIRST_MAME

MICK_MAME

STATIOH_NUM Mot s
STATION_NUMZ

STATION_NUM3

MOBILE_FHONE

EMAIL_ADDR1

HOME_TELEFHOME

OFFICE_MAME

OFFICE_TELEPHONE

OFFICE_FAX

OFFICE_ADDRESS

EMAIL_ADDRZ

HOMEPAGE_URL

UNIQUE_ID
POSITION

HOME_ADDR

ORGAMIZATION

Ascending Order El

= User Picture: Oracle DB field with the user’s photo. The photo format is JPEG and BMP.
The Type of value is BLOB. The photo data will be updated only for empty photo user.
To force to update all users’ photo, select “Force Update” check box.

- User Picture Mapping key:

- Name: Oracle DB field with the user’'s name. The Type of value is VARCHAR2(64
BYTE).

= Nick Name: Oracle DB field with the user’s nickname. The Type of value is
VARCHAR2(64 BYTE).
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= Desktop Phonel: Oracle DB field with the unregistered user. The Type of value is
VARCHAR2(64Byte)

- Station Number 2: Oracle DB field with the user’s second station number. The Type of
value is VARCHAR2(64 BYTE).

- Station Number 3:Oracle DB field with the user’s third station number. The Type of
value is VARCHAR2(64 BYTE).

= Cellular Phone: Oracle DB field with the user’s cellular phone number. The Type of
value is VARCHAR2(64 BYTE).

= Email Address 1: Oracle DB field with the user’s first E-mail address. The Type of value
is VARCHAR2(64 BYTE).

- Home Telephone: Oracle DB field with the user’s home telephone number. The Type of
value is VARCHAR2(64 BYTE).

- Office Name: Oracle DB field with the user’s office name. The Type of value is
VARCHAR2(64 BYTE).

- Office Telephone: Oracle DB field name with the user’s office telephone number. The
Type of value is VARCHAR2(64 BYTE).

= Office Fax: Oracle DB field with the user’s office fax number. The Type of value is
VARCHAR2(64 BYTE).

= Office Address: Oracle DB field with the user’s office address. The Type of value is
VARCHAR2(256 BYTE).

- Email Address 2: Oracle DB field with the user’s second E-mail address. The Type of
value is VARCHAR2(64 BYTE).

- Homepage URL: Oracle DB field with the user's homepage URL. The Type of value is
VARCHAR2(64 BYTE).

= Unique ID: Oracle DB field with the user’'s unique ID. The Type of value is
VARCHAR2(100 BYTE).

= Position: Oracle DB field with the user’s position information. The user’s position values
retrieved from the Oracle server should be included in the DB mapping Position Name
which can be assigned in Position menu. Refer to 4.1.5.2Position.

- Home Address: Oracle DB field with the user's home address. The Type of value is
VARCHAR2(256 BYTE).

- Department Name: Oracle DB field with the user’s department value. This value must
be one of the “dp_key” values in organization DB table. If this value is not a “dp_key”
value, the Undefined Organization Name is used. The Type of value is NUMBER.

= Official Title: Oracle DB field with user’s official title.
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6.4.3.3 MySQL Sync

e Server Info: Set the MySQL DB server information

Server info Use MySQL Server

ODBC Driver Name MySQL ODBC 3.51 Driver
MySQL Server 10.10.10.1

MySQL Port 3306

MySQL Character Set UTF-8 Unicode El
User IO omuc

User Password

- Use MySQL Link Server: Check MySQL DB Sync service activation
- MySQL Server: IP address of MySQL DB Server
= MySQL DB Port: TCP/IP port for communication with the MySQL DB Server

= MySQLProtocol: If MySQL server version is v3.xx.xxx or there is problem on
authentication, check this option.

= MySQLcharacter set: Select character set in MySQL DB configuration. If a wrong
character set is selected failure will occur.

- User ID: Login ID for MySQL DB Server

- User Password: Login Password for MySQL DB Server

e Update Period: start time for data retrieval from MySQL DB Server

Update Period
Update Time ] El
Update Day Sun El

- Update Time: Time of day to retrieve user data from the MySQL server, 0~23

e MySQL Searching Options: important setting to update UCS User DB using Data from
MySQL DB Server.

MySQL Searching Options

DE Mame omuc

Oraganization Table Name ucs_org

User Info Table Mame ucs_user_info

User Search Table Mame ucs_user_search

Unigue DB mapping Key Unigue 1D El
Undefined Oranization Mame Undefined

= DB Name: This is the Service ID in MySQLDB and is a required entry.
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= Organization Table Name: MySQL DB table name with the organization structure.
- User Info Table Name: MySQL DB table name for contact data. This is a required entry.
- User Search Table Name: MySQL DB table name for user search.

- Unique DB mapping Key: defines the field that maps the specific user in both UCS
Shared Directory and MySQL server’s database. The value must exist and be unique for
each user in both UCS and MySQL data base. This is a required entry.

= Undefined Organization Name: The Organization name is a required field in the UCS
Shared Directory. If the name is not defined in the MySQL database, the Undefined
Organization Name is used for the record. This is a required entry.
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¢ Relationship between UCS DB and MySQL string: These settings map the field names in
the MySQL database to the UCS Shared Directory field names.

Relationship between UCS DB and My SQL string

User Picture D=:-c>e:,_,: date

User Picture Email Add 1 El httoo10.10 10 2-E0800 .
Mapping Key mail Address p:10.10.10.2: fresourceslimage’.
MName User_name

MNick name user_nick

Desktop Phonel -
[Unregistered User) dn2 Mat Use El 0 El

Station Number2 dn3

Station Number3

Cellular Phone mobile_phonej
Email Address1 email_addr1

Home Telephone

Orffice Mame office_name
office telephone office_telephone
Orffice Fax

Orffice Address office_address

Email Address2

Homepage URL

Unigque I unigue_id

Fasition position DEe_rcr Nithout Spane
Home Address

Department Mame ORGAMIATION

Official Title classname

User information

Sorting Crder Ascending Crder El

- User Picture: MySQL DB field with the user’s photo. The photo format is JPEG and
BMP. The Type of value is BLOB. The photo data will be updated only for empty photo
user. To force to update all users’ photo, select “Force Update” check box.

- User Picture Mapping key:

= Name: MySQL DB field with the user's name. The Type of value is VARCHAR2(64
BYTE).

= Nick Name :MySQL DB field with the user’'s nickname. The Type of value is
VARCHAR2(64 BYTE).
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= Desktop Phonel: MySQL DB field with the unregistered user desktop phone. The Type
of value is VARCHAR2 (64BYTE).

- Station Number 2: MySQL DB field with the user’s second station number. The Type of
value is VARCHAR2(64 BYTE).

- Station Number 3: MySQL DB field with the user’s third station number. The Type of
value is VARCHAR2(64 BYTE).

= Cellular Phone: MySQL DB field with the user’s cellular phone number. The Type of
value is VARCHAR2(64 BYTE).

= Email Address 1: MySQL DB field with the user’s first E-mail address. The Type of
value is VARCHAR2(64 BYTE).

- Home Telephone: MySQL DB field with the user’s home telephone number. The Type
of value is VARCHAR2(64 BYTE).

- Office Name: MySQL DB field with the user’s office name. The Type of value is
VARCHAR2(64 BYTE).

= Office Telephone: MySQL DB field with the user’s office telephone number. The Type of
value is VARCHAR2(64 BYTE).

= Office Fax: MySQL DB field with the user’s office fax number. The Type of value is
VARCHAR2(64 BYTE).

= Office Address: MySQL DB field with the user’s office address. The Type of value is
VARCHAR2(256 BYTE).

- Email Address 2: MySQL DB field with the user’s second E-mail address. The Type of
value is VARCHAR2(64 BYTE).

- Homepage URL: MySQL DB field with the user's homepage URL. The Type of value is
VARCHAR2(64 BYTE).

= Unique ID: MySQL DB field with the user’s unique ID. The Type of value is
VARCHAR2(100 BYTE).

= Position: MySQL DB field with the user’s position information. The user’s position values
retrieved from the MySQL server should be included in the DB mapping Position Name
which can be assigned in Position menu. Refer to 4.1.5.2Position.

- Home Address: MySQL DB field with the user's home address. The Type of value is
VARCHAR2(256 BYTE).

- Department Name: MySQL DB field with the user's department value. This value must
be one of the “dp_key” values in organization DB table. If this value is not a “dp_key”
value, the Undefined Organization Name is used. The Type of value is NUMBER.

- Official Title: MySQL DB field with user’s official title.
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6.4.4

Exchange Link Server

Schedules created in Outlook and available through a Microsoft Exchange Server may be
shared with UCS Clients. These schedules will be indicated on the UCS Clients Presence
window at the appropriate time. UCS Server can link to schedules available in Exchange Server
2007 SP 1 and later. Note that only the basic Outlook mailbox is available, only 1 year of
recurrence is supported, and lunar calendars are not supported.

To configure the link to Exchange Server the following screen is presented.

& Exchange Link Server

Save Reload

Exchange Server Address

https:/outlook. office 365 com/EVWS/Exchange. asmx ¥| Use Exchange Link Server

Check Interval for Updated Schedule 10 1~ 60 minutes

Delete Old Schedule 30 2~365 days{From Today)
Exchage Server Status

Test 1D for status elgetsi@elgets. onmicrosoft.com

Test Password for status = [seesene

* Save: saves modified values
* Reload: update Exchange Server Status
* Exchange Link Server Address: Input Exchange Server https address

Example) https://server.exchange.com/EWS/Exchange.asxm

If DNS (Domain Name Service) is not available for the Exchange Server then enter IP address
in place of the domain name.
Example) https://10.10.10.1/EWS/Exchange.asxm

NOTE

Exchange Link Server supports Microsoft Office 365. The Exchange Server address of Office
365 is https://outlook.office365.com/EWS/Exchange.asmx

* Check Interval for Updated Schedule: Periodically, UCS Server will check the linked
Exchange Server for new and updated schedules. The Check Interval defines the period in
minutes for the check. The minimum check interval is 1-minute, and the maximum interval
is 60-minutes.

NOTE

Based on UCS Server performance and network environment, schedule updates may require
additional time before they are available to the UCS Clients

* Delete Old Schedule: Old schedules, before the setting value saved in UCS database, are
deleted once a day. After deletion, the old schedules are not shown in UCS clients.
However, old schedules are only deleted from UCS database, not from Microsoft Exchange
Server.
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* Exchange Server Status: UCS Administrator is able to test for connection to Exchange
Server.

- Test ID for status

- Test Password for status

Exchage Server Status

® green: connection success

e red: connection fail

To access schedules from the Exchange Server, the UCS Client user must input their Active
Directory or Outlook User Id and password. However, if UCS Client is set to use SSO (Single
Sign On) with AD password synchronization, then the Input of Id and password is not required
and not shown, since the Id and password to access Exchange Server is the same as UCS Id
and password. Refer to 6.4.5.2. AD Password Synchronization for details.

u] UCS Client = _Nxi

File “Wie Tools Help o
§H0 pd 0 EHO B0 440

ucstesters9 | 1159 L omQ
o

User ID johin|

800 T [ Save ] [ Cancel ]
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6.4.5 SSO (Single Sign On)
The UCS server provides SSO for UCS user linked with Microsoft AD (Active Directory)
provided Id’s are the same. There are two methods for SSO. The first method functions
provided that the UCS Client has the right to login without password and the Windows PC is
part of the AD domain. The second method functions by having the UCS server synchronize the
UCS user password with AD user password. Both methods are independent and are able to be
used at the same time.

CAUTION
When an administrator generates UCS account, the UCS User id must be the same as AD User
id. If not the SSO function will fail.

6.4.5.1 SSO on AD Joined Windows PC

The UCS Windows client can login using Windows domain login information.

i Single Sign-On

Save

Use Password Synchronization for Windows(PC) Client
Legin Domain Name [ERICSSON |

* Use Password Synchronization for Windows (PC) Client: Allowing UCS login using
domain login. To enable this feature, “Use Password Sync....(PC) Client” check box should
be checked and ‘Login Domain Name’ must be entered.

* Login Domain Name: Domain name which is used for client’s windows login. If this
domain name is different than the users, client login to the UCS will fail.

The display below is shown when UCS Client is executed. If user checks the item of ‘Single

Sign-On’, then AD domain name and id is shown. If the ‘Login Domain Name’ is the same as

the AD domain name, then UCS Client is able to login without password.

Domain Name \ User ID

ERICSSON \ ehyolim

¥ Remember User ID
¥ Remember Password

Auto Login

Tray Start

Login

EEricssaon-LE Enterprise Co., Ltd

Note

This function is only provided by UCS Windows PC client. UCS maobile clients have to enter id
and password as usual.
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6.4.5.2 SSO with AD Password Synchronization

UCS server provides password synchronization of UCS user with AD user.

CAUTION
To use SSO password synchronization, the SSO Agent must be installed at AD server. Refer to
6.5.5.2.1 Installation of SSO Agent for detalils.

Use Password Synchronization
Senvice Port [8470 |
Client Authentication 1D |f2faa685-91 e9-41b3-516f-d6 14a7645357 | | Recreate
Server Authentication 1D 56180c93-710a-4668-bf51-407467675526
Connecticn Information Connected from addr:150.150.131.242:28975 Time: 09-12-2015 23:15:35

* Use Password Synchronization: Enable SSO Service

CAUTION

To enable SSO Service, both ‘Use Password Synchronization’ in this menu and ‘Allow

Password Synchronization’ in user feature restriction must be checked. If this feature is enabled,

user’s password changed will be restricted. To enable SSO for user feature restriction, refer to
A the 6.3.1 Feature Restriction.

After enabling SSO service, AD users’ password must be updated once before UCS login.

®* SSO Service Port: Service TCP/IP port for SSO. If UCS is behind firewall, this port should
be forwarded.

* Client Authentication ID: ID to authenticate client. If this value is empty, server will not
check client’s ID and allow it. The “Recreate” button will regenerate new ID string.

* Server Authentication ID: Represents server identity. This value is used by SSO Agent.

* Connection Information: Show connection status.

6.4.5.2.1 Installation of SSO Agent
To enable SSO feature, this agent should be installed at AD server PC.

1. Copy SSO Agent files

Copy the “UCS_PasswdSync64.dll” file to the windows systems directory
[C:\Windows\System32] in AD server PC. User can get this file from the UCS install directory
[ExternlApp\SSOAgentFiles].

NOTE
If the OS of AD PC is 32hit Windows, the “UCS_PasswdSync32.dI” is required.
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2. Install Registry file

Copy the “UCSPwdSync.REG” file to the AD server PC and double click it to install. This is also
located in the UCS install directory [ExternlApp\SSOAgentFiles].

Registry Editor

I . Adding information can unintentionally change or delete values and cause components to
stop working correctly. If you do not trust the source of this infermation in
CAUCSPwdSync.REG, do not add it to the registry.

Are you sure you want to continue?

Select [Yes]
3. Open Registry

Type the “regedit” in command prompt window. Move to the "HKEY_LOCAL_MACHINE >
SOFTWARE > iPECS > UCS > PasswdSyncAgent > Settings".

4. Set UCS server IP Address and port number.

418 Computer Name Type Data

b+ |) HKEY_CLASSES ROOT ab] (Default) REG_SZ fvalue not set)

b} HKEY_CURRENT_USER 4| debugtrace REG_DWORD (00000001 (1)

4 [, HKEY_LOCAL_MACHINE ab| ServerAuthlD REG_SZ 56180c93-710a-4868-bf51-407467673526
b~ Ly BCDOODOODOO ab]SessionID REG_SZ £2faab85-01e0-41b3-216f-d614a764835F
bl DRIVERS e i T
b |, HARDWARE ab|UCSServeriddr REG_SZ 150.150.131.154
b-do SAM 8| UCSServerPort REG_DWORD 0x0D001946 (5470)

“ | SECURITY
4. || SOFTWARE
; 7-Zip
|§- Classes
|‘> Clients
. iPECS
a. ]l Ucs
P PasswdSyncAgnet

+ | Settings

= UCSSeverAddr: IP Address of UCS Server PC

= UCSServerPort: SSO service port (default: 6470). This value must be the same as ‘SSO
Service Port’ in the SSO configuration in the UCS WebAdmin.

5. Set authentication information for connection.

478 Computer MName Type Data

b0 HKEY_CLASSES ROOT ab| [Default) REG_SZ (value not set)

b HEKEY_CURREMNT_USER = REG DWORD 200000001 (11

4|, HKEY_LOCAL MACHINE ab| ServerAuthlD REG_SZ 56180c93-710a-4868-bf51-407467675526
b~ [y BCDODOO0DDO ab]SessionlD REG_SZ f2faab85-91e0-41b3-B16f-d614a764835F
p- . DRIVERS 24| SessionTimeout REG_DWORD 0x00000324 (900)
b~ |l HARDWARE e Rerverhddr REG o7 T50-150.131.154
Bl SAM 74| UCSServerPort REG_DWORD 0xDD001946 (5470)

J SECURITY
., SOFTWARE

| 7-Zip
[~ . Classes
|> Clients
4. iPECS
Coa- ) ucs

4. | PasswdSyncAgnet

Settings
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= ServerAuthlD: If this value is empty, any server authentication id will be accepted. This
value must be the same as ‘Server Authentication ID’ in the SSO configuration in the UCS
WebAdmin.

- SessionlID: This value is used for client authentication. This value must be the same as
‘Client Authentication ID’ in the SSO configuration in the UCS WebAdmin.

= SessionTimeout (seconds): If there is no response from the UCS SSO service within
Session Timeout value, session will be disconnected. This value should be greater than 180.

6. Change domain group security policy.
» Move to the [Group Policy Management]

Select [Control Panel > Administrative Tools > Group policy management] or type “gpmc.msc”
in command prompt window as administrator.

A [ = All Control Panel ltems » Administrative Tools v & | Search Administrative Tools » |
s
- Eavorites - MName Date modified Type Size |
B Desktop = ﬁé Failover Cluster Manager Shortcut
4 Downloads [#1, Group Policy Management Shortcut
5] Recent places & Internet Information Services (% 6.0 Ma... Shortcut
) @E Internet Information Services (I15) Manager Shertcut
8 This PC fak, iSCSI Initiator Shortcut s
a I oo Y < m
36 itemns 1itemn selected 1.19KB
“ H H 1
» Move to “Group Policy Management Editor
== OTUWE TUTTCy INTanag TSt —

5L File Action View Window Help

= #E X& HE

(&, Group Palicy Management Default Domain Controller,
4 _i\_ F?rest: corp.contosod.com Scope |Detai|5 ISeﬂings I Delegat
4 |5 Domains
Links
4 F3 corp.centosod.com ) o _
5/ Default Domain Policy Display links in this location:
4 |[Z] Domain Controllers The following sites, domains, and O
s/ Default Domain Controllers Policy O
- 2] Microsoft Exchange Security Grou;| Edit... |
I L5t Group Policy Objects Enforcls
I+ [ WMI Filters )
b (3] Starter GPOs Link Enabled I
b [ Sites Save Report...

» Move to the properties of “Password must meet complexity requirements”

1=} Group Policy Management Editor |_
File Action View Help
== z[E R E = HEE

4 & Computer Configuration ~ ||| Pelicy

Policy Setting

a [7] Policies Enforce password history 0 passwords re
B[] Software Settings Maximum password age 42 days
4 [ Windows Settings Minimum password age 0 days
I- [ Mame Reselution Policy | Minimurm password length 7 characters

=l Seripts (Startup/Shutdow e e ———

4 53 Account Policies Iz

- Hel
55 Password Policy =P
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» Change complexity to “Enabled”

Password must meet complexity requirements Pro.| 2 | % |

Securty Pobcy Setting | Exglan
A Password must mest comolety recqursmants
] Dhofirnn thin pobicy setting:
%) Enabied
Disabied

oK Caneel

i
7. Add“UCS_PasswordSync64”

Open registry editor (Type “regedit”’) and move to "HKEY_LOCAL_MACHINE > SYSTEM >
CurrentControlSet > Control > Lsa”. Add “UCS_PasswordSync” which is the dll name in
the “Notification Packages".

& Registry Editor
File Edit View Favorites Help
[S . CrazhControl || Mame Type Data
b . Cryptography ab) (Default) REG_SZ (value
b DeviceClasses 54| auditbasedirectories REG_DWORD 0000
b L. DeviceContainerPropertylUpdateEvents 7% auditbaseobjects REG_DWORD 0000}
bl DeviceContainers ﬂﬂAuthentication Packages REG_MULTI_SZ msv]
bl DevQuery 24 Bounds REG_EINARY 0030
i-iu Earlylaunch 24 crashonauditfail REG_DWORD 0x000
& E';m #4) disabledomaincreds REG_DWORD 0000
[E FactCache ‘.'.'o’]DisabIeLoopbackCheck REG_DWORD 0000
Ll FileSystem E-:o:]E\rer}roneincludesanonymous REG_DWORD Ox000)
. FileSystemUtilties ::]fmce_ggest B REG_DWORD Dx000)
| GraphicsDrivers _ :ﬂfL.I”FIrIVHEgEELIdItIﬂg REG_BINARY 00
| GroupOrderList = no]leltBIankPasswordUse REG_DWORD (he000)
| HAL ‘-’u'oﬂLsaPid REG_DWORD 0000
, hivelist ‘-’-'.?]NoLmHash REG_DWORD 0x000)
s )i IDConfigDE @mmm—l REG_MULTI_SZ rassfr
i . IPMI o . . -
p , Keyboard Layout ‘-'-'.ﬂrestrict SIS
[> . Keyboard Layouts ‘-'-'oﬂrestrict Value name:
‘mcesspro\riders “:;zecure |N0ﬁficaﬁ0n Packages
! " ab| Securi
D | Audit ‘-':'o?]UseMa Value data:
CachedMachineMames 'EISSfITI
CentralizedAccessPolicies Tf(?cc;hp Syncha
ClaimsTransformation |
Credssp
, Data
i Al ik Dl

NOTE
The last line must be empty line in the “Notification Package” values.

8. Restart system: To apply above configuration, restart AD server PC.
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6.4.5.2.2 Upgrad

ing SSO Agent

User runs following steps as administrator right.

1. Delete “User_PasswdSync64” in the “Notification Package” using registry editor and restart

system.

2.  After restarting, copy new “User_PasswdSync64.dll" to the systems directory.

3. Add the dll name “User_PasswdSync64” in the “Notification Package” using registry editor and
restart system.

6.4.5.2.3

Debugging SSO Agent

If debug option is set, trace data will be save in a file ("UCS_Sync_log.txt") when passwords are

changed.

e Change value in the registry “HKEY_LOCAL_MACHINE >SOFTWARE >IPECS >UCS
>PasswdSyncAgent >Settings”.

2.JM Computer Mame Type Data

p HKEY_CLASSES ROOT Labl Dtz BEG.S (ualue oot cet]

b~ HKEY_CURRENT_USER [ #4] debugtrace REG_DWORD 0x00D00D0T (1) m_!

4- |, HKEV_LOCAL MACHINE T a0 | erverAuthiD e eTR0Cas. 7102 AR08 bf51-407467675526
&~ BCDO0O000DD 2b]SessionID REG_SZ §2f2a685-91e0-41b3-B16F-d614a764835F
by DRIVERS 2] SessionTimeout REG_DWORD 0x00000384 (900)
bl HARDWARE 2] UCSServeraddr REG_SZ 150.150.131.154
D ; SAM i .
: .
-l SEURTY [Tehccdrecion |

. T-Zip

. Classes

-« . Clients

, iPECS

4.}, ucs

a- | PasswdSyncAgnet
LI Settings

= dubugtrace: if value is1, debug information will be printed.

= tracedirectory: The value is the directory for location of trace file. If value is empty, a
trace file is saved at “c:\". The file is “UCS_Sync_log.txt".
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6.5 Shared Schedule

6.5.1 Schedule Administrators

UCS Server maintains Private schedules for each user, as well as Shared schedules, which
can be viewed only by permitted users. Permitted users are defined for each specific Shared

schedule.
& Schedule Administrator
| Deete
Schedule Type
UC & App Team (Admin) ¥ || Goto Shared Schedule

User D
#| 1006800
1008802
102947
103580
102861
103993
104557
104547
107048

23456788107 %

i Search User D i Add | Clear | | Cancel |

e Add: allows a user access to the selected Schedule.
e Delete: deletes selected users from accessing the select schedule

e Go to Shared Schedule: Go to shared schedule.

To allow a user access to a given Schedule
1. Select the Schedule Type from the drop down menu.

2. Click the Add button at the top of the screen.

3. Select the appropriate User ID then click Add at the bottom of the screen.

NOTE
Users configured as a Schedule Administrator may add, edit, or delete a shared schedule.
Changes to the Schedule Administrator take affect after the next login by the configured user.
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6.5.2 Shared Schedule

In the Shared Schedule screen, the Administrator manages Shared Schedule folder names.

i Shared Schedule
[ Add || Deete |[ Edt |
Folder Name Creator Created Date
[7] Al Schedule Admin 2008-04-18
[7]  Branch Office Schedule Admin 2008-04-16
[7] Head Office Schedule Admin 2008-04-16
[[] R&D Center Schedule Admin 2008-04-16

Shared Schedule Add Screen

& Shared Schedule (Add)

Folder Name |

Shared Schedule Edit Screen

i Shared Schedule (Edit)

Folder Name \Branch Offce Schedule

e The maximum number of entries in all shared folders is defined in the Properties screen.
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6.6.1

Properties

IPECS UCS Server has several Properties that can be configured to provide optimum
performance in various environments, such as the number of users, items in individual
databases, etc.

Control buttons
» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.

LS User maximum Entries 4000 4000
Phone User maximum Entries 10000 10000
External Contacts maximum Entries 10000 10000
Max Client Motes 10 10
File Sending Peers 5 5

File Sharing Peers 5 5
Web Push Peers il il
Sharing Frame Interval 1500 msec 500 ~ 9995

¢ UCS User maximum Entries: maximum number of UCS users that can be registered in
Shared Directory.

* Phone User maximum Entries: maximum number of phone users that can be registered in
the Shared Directory.

e External Contacts maximum Entries: maximum number of external contacts that can be
registered in Shared Directory

e Max Client Notes: maximum number of Notes that can be stored for each UCS Client
¢ File Sending Peers: maximum number of Clients that can receive a file

¢ File Sharing Peers: maximum number of Clients in a single File Sharing session

e Web Push Peers: maximum number of Clients in a co-browsing session

e Sharing Frame Interval: time interval for sending shared files from the Master to other
users in a Sharing session
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L)

Chat Room (Meet Me) 30

=
L=

80001

Chat Room (Ad hoc) 200

Schedule Folders

Max Video Conference Room
Video Quality QCIF

Video Maximum Member

Video Conf Frame (2 members)
Video Conf Frame (3 members)
Video Conf Frame (4 members)
Video Conf Frame (5 members)
Video Conf Frame (6 members)
Statistics Operation

P || s ] s [ 20 || 2

RS E4EY LG R

=
(7]

—_
=

Organization Chart Refresh Interval SeC 3 ~ 3600

e Chat Room (MeetMe) :maximum number of Meet-Me Chat Rooms

e Chat Room (Adhoc): maximum number of ad hoc Chat sessions

e Schedule Folders: maximum number of Schedule Folders per user

e Schedule Item: maximum number of records in a Schedule

¢ |CR Scenario Item: maximum number of ICR Scenarios

¢ File Send Size: maximum size of a file that can be sent

® Max Video Conference Room: maximum number of Video Conferences

¢ Video Quality: video resolution available (QCIF/CIF/ACIF)

¢ Video Maximum Member: maximum number of users in a video conference

e Video Conf Frame: maximum Video frame rate based on number of users in a Video
Conference

e Statistics Operation: yes or no option for Statistics function

e Organization Chart Refresh Interval: time interval for updating organization chart in a UCS
Client.
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Minimum Password Length

Must Change Password at First Login

Do Mot Allow the Same Password and User ID

Account Lodiout after Invalid Login Attempts

No

Must Change Password after Password Initialization No

No

Account Lodeout Duration a . 0 ~ 988
=)

E-mail Dispstch TEY

E-mail dispatching Count in case of failure 3 timefs) 0 ~ 559

minute

E-mail dispatching Pericd in case of failure 10 ) a -~ 285
(s

Crata Transfer protocel and port for client http:80 El

Display Cffice Department Yes El

Display Cfficial Title Mo [=]

Display Official Paosition Yes |

Enable External OB Search Mo El

[« ][]

time{s) 0 ~ 959

minute

¢ Minimum Password Length

: minimum UCS Client password length,

® Must Change Password at First Login: if ‘Yes’, users must change their password at the

initial login.

® Must Change Password after Password Initialization: if ‘Yes’, users must change their
password when initialized by the administrator

e Do Not Allow the Same Password and User ID: If ‘Yes’, the User Id cannot be used as

the password

e Account Lockout after Invalid Login Attempts: UCS Client login will be blocked
automatically when inappropriate User ID and Password entry reaches this number.

e Account Lockout Duration: The period the lockout will continue.

E-mail Dispatch: If ‘Yes’, a new account creation E-mail is automatically dispatched to UCS
Client users.

E-mail dispatching Count in case of failure: The maximum number of times UCS Server
will attempt to dispatch an E-mail.

E-mail dispatching Period in case of failure: The maximum period UCS Server will
attempt to dispatch and E-mail.

Data transfer protocol and port for client: The protocol and port for UCS Web Service
between UCS Web Server and UCS Client.

Display Office Department in Call Popup: If ‘Yes’, office department is displayed in call
popup.

Display Official Title in Call Popup: If ‘Yes’, official title is displayed in call popup.
Display Office Position in Call Popup: If ‘Yes’, office position is displayed in call popup.

Enable external DB Search: If ‘Yes’, external DB Search is enable.
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Include English Character for password Mo L4
Include Capital English Character for

Mo W
passwaord
Include Mumber for passwaord Mo L4
Include Special Character for passwaord Mo W
Default Tab (PC Client) Fresence
Display M (PC Client) Yes W
Display Phone Tab (PC Client) es A
Enable Outlook Schedule Sync (PC Client) fes 4
Cwtlook Pop-up (PC Client) es W
System locale | 949 (AMSVOEM - Korean)
Download Client Authentication Mo W

Include English Character for password: If ‘Yes’, new UCS Client and UCS webadmin
administrator password should include English character.

Include Capital English Character for password: If ‘Yes’, new UCS Client and UCS
webadmin administrator password should include Capital English character.

Include Number for password: If ‘Yes’, new UCS Client and UCS webadmin administrator
password should include number.

Include Special Character for password: If ‘Yes’, new UCS Client and UCS webadmin
administrator password should include special character.

Default Tab: Display Default Tab at the first login in UCS Client.

Display IM: If yes, IM is displayed in UCS Client.

Display Phone Tab: If yes, Phone Tab is displayed in UCS Client.

Enable Outlook Schecule Sync: If yes, outlook schedule sync is enabled.
Outlook Pop-up: If yes, Outlook Pop-up is enabled.

System locale: It displays system locale information where UCS Server is installed.

Download Client Authentication: If yes, Download Client Authentication is enabled.

NOTE
If you select ‘Yes ' in Download Client Authentication, the following popup is showed up.
And you can go to Client Download page after UserID and password is got authenticated.
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@ http://localhost/ucs/Menu/DownloadClientAuth aspx?strian=en - Internet Explorer - x

Client Download Authentication

‘UserlD |

Password

Log In

6.6.2 SIP Parameter

Various parameters associated with Session Initiation Protocol (SIP) handling for both the UCS
Server and UCS Client can be adjusted by the Administrator in the SIP Parameter screen. It is

recommended that the default values be used wherever possible.

== SIP Parameter
[ Reload ] [ Save ]

Property Value Min:Max Value
Server Port port 1024 ~ 45151
NAT Relay Server Port port 1024 ~ 49151
Max Transaction Count 1000 ~ 200000
SIP Me==sage Buffer byte 2000 ~ 65000
Activate IF echo Server (0:False 1:Trug) o~1
Trans List Delete TimeOut sec 10~ 120
TCF Relay List Delete TimeOut sec 10 ~ 3000
SIP UDP Port 25080 port 1024 ~ 45151
SIP TCP Port 25080 port 1024 ~ 45151
SIP Worker Thread Count I:I 0~ 20
SIP Message Queue Size 32 ~ 3000
Retransmission Timer 1 meec 500 ~ 10000
Retransmission Timer 2 meec 4000 ~ 20000
Prowvizion Timer 180 =EC 180 ~ &00
Logging Errors 1 (0:Falze 1:True) o0~1
Logging Infos o (0:Falze 1:True) 0~1
Logging TCP Relay Info (0:Falze 1:True) o0~1
Logging SIP Resources I:I (0:Falze 1:Trus) o~1
Logging UCC2UCS All Message I:I (0:Falze 1:Trus) o~1
Logging UCS2UCC All Mez=age I:I (0:Falze 1:True) 0~1
Ses=szion Relay via UCS Server (0:Falze 1:True) o0~1
Uszer Key to Debug 1580 User ID I:I
Gateway IP Address 127.0.0.1

» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.
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Gateway Server Properties

Server Port: Gateway Server TCP port used for communication with the Application Servers

NAT Relay Server Port: Gateway Server TCP port UCS Clients use to send TCP streams
(IM, File Send and Sharing); the port is used in the NAT environment.

Max. Transaction Count: maximum number of Gateway Server transactions active at a
given time.

SIP Message Buffer: maximum size for SIP messages received by the Gateway Server.

Active IP echo Server: defines if the Gateway Server employs multi-cast to notify UCS
Clients of the Gateway Server IP Address.

Trans. List Delete Timeout: Gateway timer to delete a transaction from the transaction list
in case no final response message is received for a SIP request.

TCP Relay List Delete Timeout: Gateway timer to delete a TCP connection from the TCP
relay list in case no final response message is received with a SIP request.

SIP UDP Port: SIP UDP port on which the UCS Gateway expects to receive SIP messages.
SIP TCP Port: SIP TCP port on which the UCS Gateway expects to receive SIP messages.
SIP Worker Thread Count: number of processing threads that may be active.

SIP Message Queue Size: maximum length of the processing queue.

Retransmission Timer 1: UCS Client Invite transaction retransmits request at an interval
that starts at T1 seconds.

Retransmission Timer 2: general requests are retransmitted at an interval that starts at T1
and doubles until it reaches T2.

Provision Timer: transaction will stop re-transmission of the Invite request and will wait for
a final response for the Provision Timer.

Logging Errors: debug Flag to enable/disable saving error messages to the Gateway Log
text file.

Logging Info: debug Flag to enable/disable saving information messages to the Gateway
Log text file.

Logging TCP Relay Info: debug Flag to enable/disable saving TCP Relay information
messages to the Gateway Log text file.

Logging SIP Resources: debug Flag to enable/disable saving SIP resource messages to
the Gateway Log text file.

Logging UCC2UC:debug Flag to enable/disable saving UCS Client messages sent by the
Client to the Gateway Log text file.

Logging UCS2UCC:debug Flag to enable/disable saving information for UCS Sever
messages to the Gateway Log text file.

Session Relay via UCS Server: Whether or not all sessions are connected through UCS
server. If checked, the session stability is improved.
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e User Key to Debug: Key value of user for debugging.

* Gateway IP Address: IP Address of PC where Gateway server is installed.
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6.6.3 Timer Settings

In the Periodic Timers screen, various timer settings can be adjusted.

&2 Periodic Timer

[ Reload ] [ Save
Diagnestic Check Interval for Client bﬂ zec 20010 ~90)
Diagnestic Check Interval for Server Process 3 zec  S0(3~30)

» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.

Property items
® Diagnostic Check Interval for Client: Interval for checking UCS Client diagnostics.

e Diagnostic Check Interval for Server Process: Interval for checking UCS Server process
diagnostics.

6.6.4 Message Log
IPECS UCS Server maintains a log of notice and warning messages. The Administrator can
define the Category for each message and assign each message to be reported and saved to
the history log. If not saved, a reported message will be deleted from the log after it has been
reported.

i Warning/Notice Message

Code Message Category Report
1001 Server Process Started (® ves

1002 Server Process Stopped (® ves
1003 Server Process No Answer
1101 PBX System Connected
1102 PBEX System No Answer

1103 Presence Senvice Started
1201 ICR Reslt
1202 ICR Fail Report
1203 Invalid ICR Request
1301 UCS Client No Answer

®1 Oz Oso O100 O3500 tems per one page

2345

» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.
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6.6.5 Admin Level

The Admin Level screen is employed to define the lowest Admin Level allowed access to each
IPECS UCS Web Admin screen. Users with a higher-numbered Admin Level are not allowed
access to the screen, and will receive the message “Your Admin Level is not acceptable.”
indicating access is denied. The Download Client Program menu can be assigned for access by
Admin Levels 1 to 10; all other screens can be assigned for access by Admin Levels 1 to 5.

22 Admin Level

| Reload | | Save |

Shared Directory

E
:

Schedule Administrator
Holiday

PBX System

Property

SIP Parameter

Perindic Timer
Warning/Motice Message

Client WVersion Compatibility

<!!!!!!!!!

Admin Level

@1 O20 COso 0100 Os00 tems per one page

» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.
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6.6.6 Admin Users

The Admin User screen defines Admin Users and the Admin Level for each user. Only the
Administrator or user with Admin Level 1 may view and modify information on this screen.

i Admin Users

[ add ][ Deete |[ save |[ Reload |

Admin Users Admin Level
[ ucusert 1

[ ucuser10 z

[ ucuser11 4 -
[ ucuser12 7

[ ucuser13 ]

[ ucuser14 10 v
O

ucuser1s 10 -

» Add: adds a new user to the Admin Group and defines the Admin Level for each user.
» Delete: deletes a user from the Admin Group.
» Save: saves the current UCS Admin screen.

» Reload: refreshes the current UCS Admin screen.

To add a user to the Admin Group
1. Click Add.

2. Select the appropriate User ID.

3. Click Save to accept changes.

To assign or change the level for a user
1. Select the user by clicking the corresponding check box.

2. Select the desired Admin Level from the drop-down list.

3. Click Save to accept changes.
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6.6.7

Initialize Client Password

The Administrator or users with Admin Level 1 can initialize the password for those who forget
their passwords. When initialized, the User ID is employed as the password. To initialize a
password,

Click the Initialize button corresponding to the User ID or Name.
The Search function can be used to locate the appropriate User ID or Name.

New Password is used for initializing password. If new password is empty, User Id is used for
initializing password.

i Initialize Client Password

Hame v Search Reload Mew Password is used for initializing passowrd. If new password is empty, Userld is used for initializing password.
Name User ID Initialize Password New Password

1010 1010 Initialize
1045 1045 Initialize
1071 1071 Initialize

113 113 Initialize
114 114 Initialize
115 115 Initialize
116 116 Initialize
117 117 Initialize
118 118 Initialize
119 119 Initialize
® 10 20 50 100 500  ltems per one page

2345678910/%/(»
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6.6.8 Client Version Requirement

The Client Version Requirement manages the versions of the UCS Clients (Windows (PC),
Android, iPhone). The display below shows the recommended and required versions of the
UCS Clients. Minimum required version is same as first installation of UCS server.

& Client Version Requirement

Edit

501 Windows (FC)
301 Andraid (Maobile)
ATAe

03 (Mohile)

Minimum Required Client Version:

UCS Client cannot login if its version is lower than ‘Minimum Required Client Version’. After
selecting ‘Edit’ button, user can edit client version information in screen below.

& Client Version Requirement

Client Vession 5.0.1 Version format Y20 LY maximum two figures,
Z:maximum three figures)
Device Type
&) Windows (PC) Android (Mobile) 05 (Mobile)
Update Cancel
NOTE

Modifying ‘Minimum Required Client Version’ is not recommended.

Modifying ‘Minimum Required Client Version’ is recommended when UCS Client must be
updated.
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6.6.9 Client Upload
Upload clients is used to upload client files to make UCS User download UCS Client from it.
Administrator can upload UCS Client (Windows (PC), Android) from it. User should edit version

information according to uploaded file.

i Upload Clients

501 Windows (PC)

Upload ‘Windows (PC) Client’ Setup File

To change the ‘Windows (PC) Client’ setup file, check the box and select [EDIT] in
‘Downloadable Client Version'. Then, new display is shown below.

To update the new client version in [Client Version] and select new setup file from [Browse..],
then click [Update].

Windows (PC) can be edited but not deleted.

i Upload Clients

Client Version Fi.l].‘l | | Wersion format : X2 (XY maximum teo figures,
Z-maximum three figures)
Device Type
® Windows (PC) Android (Mobils) i0S (Mobile)

UCS Client |
NOTE
Updating UCS mobile clients (Android, iPhone) is provided through the Android and Apple on-
line markets.
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® Upload ‘Android (Mobile)’ Setup file

Users can download UCS Client for Android (Mobile) from Google Play Store at current release.
However if a site requires a different (supported) version of UCS Client for Android (Mobile)
from that offered by Google Play, the Administrator can upload Android (Mobile) file into UCS
Webadmin.

Uploaded file can be edited and deleted from this menu.
User can download Android (Mobile) as follows:
http://UCS server ip address/ucs/client/UCSmClientinstall.apk

6.6.10 ICR Time Option
The ICR (Incoming Call Routing) Option screen defines the office hours and days in the
workweek. This screen can only be viewed and modified by the Administrator or users with
Admin Level 1.

22 ICR Time Option

| Reload || Save |
Office Hour Start (HH:MWM:S8) 08:50:00
Office Hour End (HH:MM:55) 17:50:00

Waork Day Information I.1|:|ntlay Tuesday L'Jetlnesday Thursday Friday DSaturday DSunday

» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.

Property items
e Office Hour Start: start time, work begins.
e Office Hour Stop: end time, work ends.

e Work Day Information: separate check boxes for workdays.

NOTE

Off times are not defined separately, because a UCS Client can select work times or
comparative off times when registering ICR.
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6.6.11 Holiday

In the Holiday Admin screen, yearly holidays are defined for the ICR function; these dates are
used as holidays in the client ICR definitions.

These holiday assignments are not related to UCS scheduling functions.

= Holiday
[ Add |[ pDeste |[ Edit ][ Reload |
[ -0 Mew Years Day
[ 0117 Martin Luther King's Day
[ 02-21 President's Day
[[] 05-08 Mother's Day
[ 05-30 Memarial Day
[ 06-19 Fathers Day
[ o7-04 Independence Day
[ 09-05 Labor Day
[ 10-10 Columbus Day
[ 10-31 Halloween
HE

» Add: adds a new Holiday.
» Delete: deletes a selected Holiday.
» Edit: modifies the definition for an existing Holiday.

» Reload: refreshes the current UCS Admin screen.
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6.6.12 Audio Setting By Mobile User

In the ‘Audio Setting By Mobile User’ screen, the administrator can adjust voice quality for each

user.
i Audio Setting By Mobile User
Reload Al Users Search User Search The setting parameters for each user will be applied when the user logs in from Mobile Device

Name User ID Mobile Audito Setting

1010 1010 Audio Setting By Mobile Model Edit
1045 1045 Audio Setting By Mobile Model Edit
1071 1071 Audio Setting By Mobile Model Edit
113 113 Audio Setting By Mobile Model Edit
114 114 Audio Setting By Mebile Model Edit
115 115 Audio Setting By Mobile Model Edit
118 118 Audio Setting By Mebile Model Edit
"7 117 Audio Setting By Mobile Model Edit
118 118 Audio Setting By Mobile Model Edit
19 19 Audio Setting By Mebile Model Edit
® 10 20 S0 100 S00 Items per one page

23456789100/»

» Search: returns search results for an entered user name or ID.

» Edit: moves to editing screen.

» Reload: refreshes the current screen.

6.6.13 Audio Setting By Mobile Phone

In the ‘Audio Setting By Mobile Phone’ screen, the administrator can adjust voice quality for

each phone model.

2 Audio Setting By Mobile Phone

) Select all tems at this page

Reload ® Al Models Search Model [ search |[ Add | [ Dekte | | Deletesn |
Model Name Model Description
Galaxy Nexus Galaxy Nexus Edit
LG-F1805 Optimus G Edit
gtest ere Edit
SHWM110S GalaxyS Edit

* 10 20 50 100 500 tems per one page

» Search: returns search for a Model Name.

» Edit: moves to editing screen.
» Reload: refreshes the current screen.
» Add: adds a new phone model

» Delete: deletes the checked model name.

» Delete All: deletes all of phone model information from the UCS Server Database.
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6.7

Web Link

6.7.1 Web Link
In the Web Link screen, the Administrator or users with Admin Level 1 can register an external
web page to show in the UCS Client. Any URL with a web page height less than 25 pixels can
be registered. This function is used as a method for collecting web page links for company use.
For example, the company portal shown might contain links for web mail, electronic review and
approval, and so on.
£ Web Link
Relead Save Add Edit Delete
Subject Company Portal
URL httpof10.10.10.1/gwisp/directMenu/DirectMenuTestjsp
[] userid User ID
[] name Name
[] phone Desktop Phone
This feature is for site-specific demands. The final URL will consist of the combination with the
added parameters. For example, when you want the web page to display in the UCS Client
main window the number of unread web mail or waiting documents to be approved, you need to
provide your identification information to the linked web mail server or approval server using
parameters such as User ID or name.
If there is a web link in the URL field, the related web page is displayed in the UCS Client main
window between the main menu and user’s presence icons. If this URL field is empty, there is
no web page displayed in the UCS Client main window.
» Reload: refreshes the current UCS Admin screen.
» Save: saves the current UCS Admin screen.
» Add: add a new Web Link.
» Edit: edit a checked parameter value.
» Delete: delete a Web Link.
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6.7.2

Multi Web Link

In the multi-web link screen, the Administrator or users with Admin Level 1 can register multiple

URLs including self-created URLs. The main contents and the color of screens can also be
modified. In order to apply modified parameters, the URL must be registered as a Multi Web

Link URL of the Web Link menu. The example below shows a configuration for the Multi Web

Link.

22 Multi Web Link

[ Reload ][ Save ]

= Background

Background Color ’_ Top Horizontal Bar Bottom Horizontal Bar
= Title
Title Text |Portal List | Title Align | center v
Title Font [Roman | size Color | rosybrawn v | | Ottatic O eold
Title Image URL| —l
" Link
Link Align | Center v | Arrange | Vertical % | jmage Width Image Height
Link Font |Tﬂh0mﬂ | Size Banner with Title
Link Image URL|
Link List
([ add [ peete J[ Eat |
Subject URL

|:| Google hitp:ifwresw . google.com

[ cHN http:dfwewow . cin.com

[1 aBC http:ifwww . abec.com

[ eBC hittp:#fwww bbc.com
" Body
Body Text

please refer to the URLs above te enhence your work productivity.

Bottom Image URL |http:/10.10.10.10/ucs/images/ScheduleHeader3.bmp |

Body Font [Roman Position | Botiom % | Bady Align | Center % | [¥] visible

= Bottom

Bottom Text |(C) 2000-2010 |E\otlom Align | Right 1~
Bottom Font |Roman | size Color | darkkhaki v | [T O natic # Bola

NOTE

Web pages that contain Active-X or Java Plug-Ins are prohibited in the Link list of the Multi-Web

Link.

» Reload: refreshes the current UCS Admin screen.

» Save: saves the current UCS Admin screen.

» Preview: previews the Multi Web Link in accordance with input parameter values.

» Add: add a new parameter value.
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» Edit: edit a checked parameter value.

» Delete: delete a checked parameter.

Components
e Background: adjusts a background color, top horizontal bar and bottom horizontal bar.

e Title: adjusts parameters for the title and font. The title is shown on the top of the Web tab in
the UCS Client.

e Link: adds, deletes or modifies any URLs, which are available under the Web tab in the
UCS Client.

e Body: adjusts contents and font for the body.

e Bottom: adjusts contents and font for the bottom.

The figure below shows the Multi-Web Link screen when a client user clicks the Preview button.
A new web browser opens and the corresponding web page displays when the user selects a
link.

For correct operation of the Multi Web Link, the Administrator must copy the URL to the URL
field of the Web Link menu.

/> Multi Web Link - Windows Internet Explorer E”E|E|

|g http://10,10,10,10/ucs,/Menu/FormMultiWebLink, aspx fuserid=adm v || k| | & || x| | 2 |P =

ey

Google
CHN

ABC
BBC

please refer to the URLs above to enhence your work productivity.
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6.8 Status

6.8.1 Client

The Client Status displays information for registered UCS Clients. The information includes the
VN code, Station Number, User ID, Name, Nickname, Department, Version, and Presence

status. The screen displays All Users or only users that are logged in (Login Users) as selected
at the top of the screen.

£ Client Status

Rakad | ® aiysers O Loge User D Pevid: Upsate

[Accownt 188, Login &)

eI N L Al i .
63 1113 ueabelertd uestashertd uEEEanerd L.'nce:mrc I opose [ - &
63 1112 ycstesler 2 ucslasten2 uceEleateri2  Undefined D.0va . L
2153 4011 4019 4011 o - R
2153 413 4013 4013

o

¢

W BETT BT SO8 DG

sy AETES IO 2 =

A CAUTION

If Periodic Update is set, the page reloads approximately every 5 seconds. This adds to
network traffic and load on the PC, so use Periodic Update only if needed.
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6.8.2 Server

The Server Status screen shows the status of the UCS Servers and functions.

i Server Status

Gateway Databasze
150.150.131.154 150.150.131.154
Application
Chatting
Diagnosis
Directory
ICR Presence
LDAP Link
Exchange Link

550

150.150.131.154

e Green ( m):indicates normal status

e Red ( ®): indicates a fault or abnormal status.

6.8.3 PBX

The PBX Status screen shows the status of iPECS system(s) registered to UCS Server. This
screen displays the Site Name, IP Address, Version, Capacity, License, Mobile License, VN

Code and Date &Time. A Green colored square indicates normal status, and a Red colored
square indicates a fault or abnormal status.

&2 PBX Status

M Site Name : office
PBX System : iPECS-LIK IP Address: 12023212 Version:1.00

Capacity: License:( Mobile License: 0 VN Code:2
Date/Time :

M Site Name : SBG 1000
PBX System :iPEC5-MG IP Address : 150 150.131.180 Version: 87TM-F.0Cs

Capacity : 24 License: [ Mobile License : 0 VN Code :
Date/Time : 2013/10/15 01:28:21
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6.8.4 Login User

The Current Login User List displays information on the current logged in users. This screen
displays the User ID, Name, Operating System, Public IP, Private IP, NAT, Relay, and login
Date &Time for each user.

ucpZ008 | oqyin User List
Reicad & ailsen Saares Lger aar
Oipeeeraitimg
User 1D Names System PEX IP Address  Public i Parvabe IP MAT Relay Date  Time
Android f— & 2013-
wep2007 uep2007 e 150150031181 19218803 @ @ 0 wame
Fa
uep2008 ucp2008 Sirnulabor-7.0 150150131181 192168028 ¥ (¥ fg_‘;i 10:19:28
P Windows . " " . 2013- "
ucstester2  ucstestertz | TORMS . 150.150.150.76 150150131134 ¥ Gy 08aTO8
uestesteri3  ucslesteril  Windows7 15015015076 150.150.150.80 7 Eg?ﬁ- Dd:42:45
q
ucstesterSS  ucslesterS3  Windows )P 15015015076 150.150.131.181 i i:_‘_l': 095708
ucslesterd2  ucstesterdZ  Windows XP 15015015076 150.150.1509 7 A e
L [V 20 50 100 SO0 Bems per ONE pageE
Public IP

Public IP addresses are IP addresses that are visible to the public. Because these IP addresses
are public, they allow other network devices to discover and access your computer, like a Web
server. The Public IP address shows the UCS Client PC’s Public IP address.

Private IP

Private IP addresses are used on a private network, but they cannot be routed through the
public Internet. This creates a measure of security and it saves limited IP addresses. The
Private IP address shows the UCS Client PC’s Private IP address.

NAT (Network Address Translation)

Network Address Translation (NAT), also known as network masquerading, native address
translation or IP masquerading, is a technigue of transmitting/receiving network traffic through a
router that involves re-writing the source and/or destination IP addresses and usually the
TCP/UDP port numbers of IP packets as they pass through. The NAT checkbox shows whether
UCS Client PC is using NAT.

Relay

UCS Clients can be connected to the UCS Server using Relay mode. In Relay mode, UCS
Server relays UCS services such as IM, File Send, Sharing, to each UCS Client. The mode is
automatically configured by the UCS server, but the UCS Client can be manually adjusted for
Relay operation.
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6.8.5

Call Connection

The Call Connection Status screen shows the active call information. This screen displays User
ID, Name, Result Code, PBX IP Address, Firewall, Remote, Phone Number and Connected

Number.

= Call Connection Status

[ Reicad 9 20 Users Search User

ucstesteri2  ucstester12
ucstester!d  wcstester1l
ucstesterSd  ucstesterss

10 0 2

150.150.150.76 Mo
150.150.150.76 Mo
150.150.150.76 Ho

100 500 Rems per one page

Remote 1112 1112
Local 1112 1113

Remote 1159 1154

¢ Result Code
- 0: Success
- 1:MAC and ID are Empty
- 2:MAC is Default

- 3:Registration Dip S/W is Protected
- 4:Empty or Not Matching MAC
= 5:Remote Password Not Matched

- 6:Remote Registered Device Login Fall

= 7:Not Allowed Device Registration Information

= 8:SLT is Not Allowed for Remote Linked Station

- 9:User Login Password does Not Match
- 10:User Login Identity is Not Registered
- 11:New Registration by User Login Identity

= 12:Unresolved Master Slave ldentification

- 13:Abnormal by System

= 14:Extension Logical Number Cannot be Assigned

= 15:Extension Logical Number Cannot be Assigned

= 19:No License, Please Contact Your Local Dealer

= 20:UCS Client Identity
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= 21:Linked Pair Login Failed by Previous Link
- 22:Wrong Device Type
- 23:Linked Pair Station is Not Idle State

- 25:No Response from System
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6.9 Report

6.9.1 Logs
6.9.1.1 Notice

The Notice Logs screen displays a history of notice messages. The screen displays the Date
&Time, Code, Cause, Process, Description and Name. The display can be for all users or
searched for a specific user. The screen can be searched for a specific code. The meaning of
each code is shown in the Appendix of this document.

i Notice Logs

@ all Users (O Search User () Code Start Date 2009-06-22 | [7] End Date 2009-06-22  [T] | Query
Information Name
Date/Time : 2009-06-22 10:50:52  Code : 1312
Cause : Cutbound Call Log  Process : UCS Directory Server CMUSERS
Description » DATE_TIME - 2009-06-22 10:50:52 USER - CMUSERS (cmuserS) DESTINATICMN NUMBER - 1018 CC
LINE MUMBER -

Date/Time : 2009-06-22 10:28:23 Code : 1312

Cause : Cutbound Call Log  Process : UCS Directory Server CMUSERS
Description : DATE_TIME - 2009-06-22 10:28:23 USER - CMUSERS (cmuserS) DESTINATION NUMBER - 1018 CO

LINE MUMBER -

Date/Time : 2009-06-22 10:28:16  Code : 1303

Cause : UCS Client Legin - Process : UCS Directory Server CMUSERS

Description : USER - CMUSERS {cmuserS) IP ADDRESS - 15015013110

Date/Time : 2009-06-22 101756 Code : 1304

Cause : UCS Client Logout  Process : UCS Directory Server CMUSERS
Description : USER - CMUSERS {cmuserd) IP ADDRESS - 15015013110

Date/Time : 2009-06-22 101747 Code : 1312

Cause : Cutbound Call Log  Process : UCS Directory Server CMUSERS
Description : DATE_TIME - 2009-06-22 10:1747 USER - CMUSERS {cmuserd) DESTINATION NUMBER - 1018 CO
LINE MUMBER -

234>

To enter a Start and End date for display, click the Calendar icon to the right of the date box.
Then select the desired date from the Calendar.

“ < 20083 2 om
SuMoTuWe Th Fr Sa

¢ The range of query is 30 days.
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6.9.1.2 Warning
The Warning Logs screen shows the history of warning messages. The screen displays the
Date &Time, Code, Cause, Process, Description and Name. The display can be for all users or
searched for a specific user. The log can be searched for a specific code.

£ Warning Logs

@ all Users (O Search User () Code start Date 2009-05-22 | T8 gnd pate 2009-06-22  [78] | Query

Information Name
Date/Time : 2009-06-22 105927 Code : 1702

Cause : Desktop Phone Number Mismatch  Process @ UCS Client CMUSERZL
Description : USER - CMUSERZ1 (crmuser2l) PEX IP ADDRESS - 192168.123.196 DESKTOP PHOMNE NUMBER -

1021 CONMMECTED NUMBER - RESET

Date/Time : 2009-06-22 105926  Code : 1702

Causg 5 I:I‘esktcp Phone Number Mismatch Process : UCS Client CMUSER21
Description : USER - CMUSER21 {cmuser21) PEX IP ADDRESS - 192.168.123.196 DESKTOP PHONE MUMBER -

1021 CONMNECTED NUMBER -

Date/Time : 2009-06-22 095025 Code : 1302

Causg uc Re-Login  Process : UCS Directary Server CMUSERS
Description : USER - CMUSERS (cmuserd) [P ADDRESS (BEFCRE) - 150.150.149.91 IP ADDRESS (AFTER) -

15015013110

Date/Time : 2009-06-22 09:49:37 Code : 1701

‘Cause : Call Connection Fail Process : UCS Client CMUSERS
Description : USER - CMUSERS (cmuserS) DESKTOP PHOME MUMBER - 1018 CAUSE - Mo Response from

System PEX IP ADDRESS (LOCAL) - PBX IP ADDRESS {FIREWALL) -

Date/Time : 2009-06-22 094832 Code : 1701

Causg H ;3II Connection Fail  Process : UCS Client CMUSERG
Description : USER - CMUSERS (cmuserS) DESKTOP PHOME NUMBER - 1019 CAUSE - No Response from

System PBX IP ADDRESS (LOCAL) - PBX IP ADDRESS (FIREWALL) -

A Start and End date for display, click the Calendar icon to the right of the date box. Then select
the desired date from the Calendar.

“ < 20083 ¢20m
Su Mo TuWe Th Fr Sa

® The range of query is 30 days.

iPECS UCS Server Administration Guide - Issue 4.7 143



6.9.1.3

Call
The Call Logs screen shows the history of UCS Client calls. This screen displays the Date
&Time, Peer Name, Number, CO and Name. The call type can be selected from the radial
buttons as All, Incoming, Outgoing and Conference Room. The display can be for all users or
searched for a specific user.

& Call Logs

(@ all Users () Search User

Start Date 2009-06-22 8] End Date 2009-06-22 9] | Query

@an C ! Incoming @] Cutgoing

|_) Conference Room

Information

Date/Time : 2009-06-22 11:03:19
Peer Mame : Neo Infermaticn
Number : 1011 CO:
Date/Time : 2009-06-22 11:01:43
Peer Mame : Neo Infermation
Number : 1011 CO:
Date/Time : 2008-06-22 11:01:12
Peer Name : CMUSERT
Number : 1017 CO:
Date/Time : 2009-06-22 11:00:45
Peer Name : No Infermation
Number : 1011 CO:
Date/Time : 2009-06-22 11:00:05
Peer Mame : Mo Infermation
Number : 1011 CO:

Name

CMUSERS

CMUSERS

CMUSERZ21

CMUSER21

CMUSER21

23

To select a Start and End date for display, click the Calendar icon to the right of the date box.
Then select the desired date from the Calendar.

“ < 20083 = 0»
Su Mo TuWe Th Fr Sa

1
234568178
9101112 131415
1617 1819 202122

The range of query is 30 days.
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6.9.1.4 Feature Usage
The Feature Usage Logs screen shows a history of features used. This screen displays the
Date &Time, Peer Name, Type (hame of feature) and Name. The feature Type can be selected
from the radial buttons and include: All, IM, Sharing, File Send, Web Push and Video. The
display can be for all users or searched for a specific user.

&% Feature Usage Logs

(® Al users (O Search User Start Date 2009-06-01 | T3 End pate 2009-05-22 [F] | Query
@al Om O Sharing {Application) | B Sharing {Desktop) (O wihiteboard (U File Send () Web Push () video () Presentation (L) Remote Meonitoring
Information Type Name
e - 20090609 17-5917
Date/Time : 2009-06-09 17-5917 Presentation ucs user 2
Peer Name : ucs user 3
Date/Time : 2009-06-09 17:5%:17 Presentation ucs user 3
Peer Name : ucs user 2
- 900G_06.00 17-54-
Date/Time : 2009-06-09 17:59:00 Presentation ucs user 2
Peer Name : ucs user 1
Date/Time : 2009-06-09 17:5%:00 Presentation ucs user 1
Peer Name : ucs user 2
i . 900G_06.00 1751
Date/Time : 2009-06-09 17:51:45 Presentation ucs user 2
Peer Name : ucs user 1
Date/Time : 2009-06-09 17:51:45 Presentation ucs user 1
Peer Name : ucs user 2
i - 90060600 17-51-3
Date/Time : 2009-06-09 17:51:24 Precentation ucs user 3

Peer Name : ucs user 2

/112345678010 x/»

To select a Start and End date for display, click the Calendar icon to the right of the date box.
Then select the desired date from the Calendar.

“ < 20083 = 0»
Su Mo TuWe Th Fr Sa

e The range of query is 30 days.
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6.9.1.5 File Send

The File Send Logs screen shows detailed history for the file sending feature. In this screen,
you can view File Sender, Receiver, File Name, File Size and Date & Time. The display can be
for all users or searched for a specific user.

& File 5end Logs

@ alluzers () Search User|:| Search Start Date 2009-06-22 %] nd Date 2009-08-22  [F] | Query
Sender Receiver File Name File Size{KB) Date & Time
UCS User & UCS User 1 UCSClient.exe 211708280 2008-04-04 16:28:04
UCS User & UCS User 3 ViztallACandDelphi ppt 4365312 2008-04-04 16:28:03
UCS User 1 UCS User 3 UCSClient.exe 211705880 Z008-04-04 16:28:02
UCS User 3 UCS User VistalACandDelphi.ppt 4365312 2008-04-04 16:28:01
UCS User 1 UCS User 9 HIAS_Manual_2003092%(LG .doc 3856806 2008-04-04 18:28:1
UCS User 3 UCS User & UCSClient.exe 21170880 2008-04-04 16:28:00
UCS User 3 UCS User & UCSClient.exe 21170880 2008-04-04 16:19:08
UCS User 3 UCS Userd UCSClient.exe 21170580 2008-04-04 16:19:08
UCS User 3 UCS User 10 UCSClient.exe 21170880 2008-04-04 16:1%:07
UCS User 3 UCS User 4 UCSClient.exe 21170580 2008-04-04 16:19:07

€123458 88>

To select a Start and End date for display, click the Calendar icon to the right of the date box.
Then select the desired date from the Calendar.

“ < 20083 ¢20m
Su Mo TuWe Th Fr Sa

® The range of query is 30 days.
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6.9.2
6.9.2.1

Resource Usage

Presence Member

The Presence Member screen shows the counts of presence members that are registered in
the Presence window for each UCS Client. The display can be for all users or searched for a

specific user.

i Presence Member
© AllUssrs @ Search User [user |[ search |
Presence Member
User ID Name Count Blocked Member Count
ucuserg UCS User 9 55 1
ucuseril UCS User 10 17
UCusers UCS User 5 16
ucusert1t UCS User 11 12
ucuserf UCS User G 10
ucuserd UCS User 4 10
ucusert UCs User1 10
ucuser13 UCS User 13 9
ucuser2 UCS User 2 9
ucusers UCS User 8 8
HE

6.9.2.2

¢ [nformation is arranged in order by the Presence Member Count column.

ICR Scenario

The ICR Scenario screen shows the number of ICR scenarios that are registered for each UCS

Client. The display can be for all users or searched for a specific user.

= ICR Scenario Resource

© Allusers © Search User |user |[search |
User ID Name ICR Scenario Count
ucuseril UCS User 11 10
ucuser1s UCS User 15 8
ucusers UCS Users 8
ucuser2 UCS User2 6
ucuser3 UCS User 3 5
ucuser1d UCS User 13 5
ucuseriz UCS User12 4
ucuserd UCS User 4 3
ucusery UCS User7 3
ucusers UCS User8 3

; E
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6.9.2.3 Unread Note

The Unread Note screen shows the number of the unread notes for each UCS Client. The
display can be for all users or searched for a specific user.

£ Unread Note

© AlUsers @ Search User |user |[ search ]
User ID Name Unread Note Count
ucuser1s UCS User18 g
ucuseriz UCS User 12 8
ucuseril UCS User 1 g
ucuser1o UCS User10 5
ucuser?2 UCS User2 4
ucusers UCS User 8 2
ucuser? UCS User7 2
ucuserl UCS User 1

6.9.2.4 Private Schedule

The Private Schedule screen shows the number of schedules registered by each UCS Client.
The display can be for all users or searched for a specific user.

&2 Private Schedule

© Allusers @ Search User |user | [ search |
User ID Name Private Schedule Count
ucusers UCS User 5 39
ucuserd UCS Userd =y
ucuserd UCS User3 20
ucuser1s UCS User15 16
ucuserd UCS User9 12
ucuseri UCS User1 5
ucusertl UCS User 11 2
ucuser10 UCS User 10 2
ucuser12 UCS User12 1
ucuser1s UCS User18 1

20
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6.9.2.5 SIP Stack

The SIP Stack Resource Usage screen shows a count of use for each SIP resource. This
screen is useful to troubleshoot SIP protocol issues between Gateway server and clients.

2 SIP Stack Resource Usage

Resowrcerame | curren: [uax | ATlocased]
stack General Pools 7100 7532
Stack Message Pool & 100 12500
stack Header Pool 0 0 4154
stack Timer Pool 0 115 10080
Transactions & 929 5000
Transmitters & 929 010
Reg Clients 0 Q 2
Transport Connections 0 0 0
Transport ConnHash 0 Q 0
Transport OwnerHash 0 0 0
Transport pQueusEvents o 19 1000
Transport pQueusElements o 19 1000
Transport Readeuffers 0 2z 50
Transport Tl1ss5essions 0 Q 0
Transport T1sEngines 0 Q 0
Transport oorEVents 0 0 75
call Legs calls 0 o 10
call Legs TransLists 0 o 10
call Legs TransHandles 0 o Lo0o
Subs subscriptions 0 o 0
Subs Notifications 0 0 0
Subs NotifyLists 0 o 0
Application Pool E S ¥ 40000

® Property items
- Stack General Pools: General Pools of SIP Stack module
- Stack Message Pool: Message Pools of SIP Stack module
- Stack Header Pool: Header Pools of SIP Stack module
- Stack Timer Pool: Timer Pools of SIP Stack module
- Transactions: Transaction module
- Transmitters: Transmitter module
- Reg Clients: Registered Client module
= Transport Connections: Connection resources of the Transport module
= Transport ConnHash: ConnHash resources of the Transport module

= Transport OwnerHash: OwnerHash resources of the Transport module
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= Transport pQueueEvents: pQueueEvents resources of the Transport module
- pQueueElements: pQueueElements resources of the Transport module
- Transport ReadBuffers: ReadBuffers resources of the transport module
- Transport TlsSessions: TIsSessions resources of the transport module
- Transport TIsEngines: TIsEngines resources of the transport module

= Transport oorEvents: oorEvents resources of the transport module

= CallLegs Calls: Calls resource of the Call module

= CallLegsTransLists: TransLists resource of the Call module

= CallLegsTransHandles: TransHandles resource of the Call module

= Subs Subscriptions: Subscription resource of the Subscription module
- Subs Notifications: Notification resource for the Subscription module

- Subs NotifyLists: Notifylist resource of the Subscription module

- Application Pool: Resource of Application module
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6.9.3 Statistics

IPECS UCS provides statistical information for services (call, chatting, desktop sharing, etc.)

and malfunctions. To use statistics, the default usage of ‘Statistics Operation’ must be ‘Yes’ in

6.6.1 Properties.

6.9.3.1 Warning

The Warning Statistics screen shows the number of warning events that occur in the UCS

Server daily or monthly.

® You can select to view All Users or Selected User data as well as daily or monthly

information.

¢ |n the daily display, data is arranged hourly and in the monthly display, data is arranged

daily.

¢ |n addition, if Hide rows with no data are selected, the applicable rows are not displayed.

All Users/Daily

= Warning Statistics

@ allusers () Search User

@ Daily © Wonthty |2003—U4-05 |H [ Query ] Hide rows that have no data

T ) T T S T ) T B A e
00:00 ~ 01:00 0 o o 0 o ] 4 o o 0 o o 0 12
01:00 ~ 02:00 0 o o o 1 0 o o 0 o o 0 1
09:00 ~ 10:00 o 0 o 0 o z 0 o o 0 o o 2
10:00 ~ 11:00 o 0 o 0 4 o 1 o o 0 o o 5
11:00 ~ 12:00 0 o ] o 1 0 o ] 0 o ] 0 1
12:00 ~ 13:00 0 o 1 o 1 1 o ] 0 o ] 0 3
13:00 ~ 14:00 0 ] 1 ] ] 0 ] 0 ] ] 0 e
14:00 ~ 15:00 0 ] 2 ] 2 3 ] ] 0 ] ] 0 7
15:00 ~ 16:00 0 ] H ] 2 2 1 ] 0 ] 1 4 15
16:00 ~ 17:00 0 ] ] ] 5 4 1 ] 0 ] 3 g 26
17:00 ~ 18:00 0 ] 2 ] ] 2 ] ] 0 ] ] [ 19
18:00 ~ 13:00 0 ] ] ] 1 0 ] ] 0 ] ] 0 1
19:00 ~ 20:00 0 ] ] ] 4 0 ] ] 0 ] ] 0 4
21:00 ~ 22:00 0 o o o 1 0 o o 0 o o 0 1
Total 0 o a o 33 18 13 o 0 o 1z 20 105
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All Users/Monthly

=2 Warning Statistics

Allusers () Search User

(D Daity Munthry|2m3-u‘4-93 |E[ Query ] [¥] Hide rows that have no data

1 o o H o o 10 10 o o o o o 0 25
2 o z EE:: El o 4 4 20 o o o 21 0 99
3 o o 20 13 o H H 16 o o o 24 o 87
4 o o 1 o o 11 5 o o o o 1 2 20
& o o 1 o o 17 16 1 o o o 2 0 27
7 1 1 2 o o 15 22 H o o o 2 0 51
g o o El o o 33 18 132 o o o 12 20 105
2 o o [ o o o 2 o o o o 7 [ 21
10 o o z o o H H H o o o o 0 12
11 1] 2 Ed 1] 1] o o 1 o o o o o L]
14 o o 1 o o 5 1 1 o o o 53 0 67
15 o o E o o o 2 1 o o o 4 0 10
16 o o 5 o o o 2 2 o o o 2 3 20
Total 1 & 96 28 0 101 92 65 o o o 134 27 560
Export

Searched User/Monthly

i Warning Statistics

) Al users Search User UCS User 1(ucusert) Change User

() Daiy Mnnthry|20‘05—04-93 |E|[ Query ] [¥] Hide rows that have no data

4 o o 0 o 1 ] o o o 1 0 2

7 o o o o 1 o o o o o 1

14 o o o o 1 o o o o o o 1

15 o o o o 1 o o o o o o 1

Total o o o o 4 o o o o 1 o s
Export

» Export: exports queried data to CSV formatted document.
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The figure below is the screenshot of the exported CSV document shown in spreadsheet format.

A B c D E F G H | J K L M M O P

1 |Daily : 2003-04-08 : All Users

2 Time 10020 1003 1102 12020 12030 1301 1302 1305 1501 1601 1802 1701 1702 Total
3 |00:00 ~071:00

4 01:00 ~ 02:00

5 |02:00 ~ 03:00

6 |03:00 ~ 04:00

7 |04:00 ~ 05:00

g8 |05:00 ~ 06:00

9 08:00 ~ 07:00

10 | 07:00 ~ 08:00

11 08:00 ~ 09:00
12 09:00 -~ 10:00
13 10:00 ~ 171:00
14 111:00 ~ 12:00
16 | 12:00 ~ 13:00
16 | 13:00 ~ 14:00
17 14:00 -~ 15:00
18 | 15:00 ~ 16:00
19 118:00 ~ 17:00
20 [17:00 ~ 18:00
21 [18:00 ~ 19:00

m

o= —
— D300 W= N0 000000 =

o000 00o000 00000 C0o00o00ooo
OO0 0000000000000 0000000000
COoOooDOoOO0O0OMOoOwWn = —=00000000o00oo
CoOoooOoOoooo o o000 o0 oo oo o ooo
(olelialialie}olelielie}o}ele}ie}eliele]le}ieliele]le]lelieleile]
(eple Rlan REpban iy SREpovRLe) Byl pe e BE e P = Wl en Rl e Slew S {ew Bl ow Blon Bl BEgee)
WOOoODOo0O0OMENWOo =000 oo oo0 oo
WO oOoOOo OO0 W20 o0 20000000000
OO0 0000000000000 0000000000
o000 00o000 00000 C0o00o00ooo
OO0 0000000000000 0000000000
Moo oCoOO0O0wn— 000000000 oooooo
CoOoooOoOO0On R oo o000 oOo oo o ooo

22 [19:00 ~ 20:00 4

23 [20:00 ~ 21:00 0

24 121:00 ~ 22:00 1

26 |22:00 ~ 23:00 0

26 2300 ~ 24:00 0

27 | Total 3 1 1 1 2 105

28

29 -

-

W« v wPowarning_statistics_export
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6.9.3.2 Call

The Call Statistics screen shows the call log for each UCS Client on daily or monthly basis.

e You can select to view All Users or Selected User data as well as daily or monthly
information.

¢ In the daily display, data is arranged hourly and in the monthly display, data is arranged
daily.

¢ |n addition, if ‘Hide rows that have no data’ is selected, the applicable rows are not displayed.

All Users/Daily

== Call Statistics

@ Allusers () Search User

@ Daily © Monthly |2993—D4—93 | g [ Query ] Hide rows that have no data

E 7 0 3 1

e
08100 ~ 03:00

3 E] 3
09:00 ~ 10:00 1 o o o i
10200 ~ 11:00 2 2 0 1 5
14:00 ~ 15:00 [u] 3 3 z 14
15:00 ~ 1&:00 1 ] [ o F
16:00 ~ 17:00 o o [ o B
17:00 ~ 18:00 1 23 2 o 27
18:00 ~ 19:00 10 10 o0 ] 20
19:00 ~ Z0:00 28 23 0 1 58
20:00 ~ Z1:00 15 15 o o 30
Total Bl 89 24 7 i81

All Users/Monthly

2 Call Statistics

@ anvusers () Search User

D) Daity @ Munthlylzuus—u"—93 |E [ Query ] [¥] Hide rows that have no data
1 s 8 0 3 ie
2 8 63 16 [ 93
E 12 40 0 1z 64
4 3 20 0 17 40
& 10 20 o 1 31
7 (3 16 0 5 27
8 61 89 4 7 181
-] 1 2 4 4 11
10 4 4 0 [a] 8
14 13 ir7 1 4 35
is 1 & 0 3 iz
Total 124 285 45 64 518
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6.9.3.3 Feature Usage
The Feature Usage Statistics screen shows the number of times each feature was used on a
daily or monthly basis.

® You can select to view All Users or Search User data as well as daily or monthly information.

¢ In the daily display, data is arranged hourly and in the monthly display, data is arranged
daily.

¢ |n addition, if ‘Hide rows that have no data’ is selected, the applicable rows are not displayed.

All Users/Daily

22 Feature Usage Statistics

@) allusers () Search User

@ Daily © Monthty |2008-04-08 |[E [ cuery | Hide rows that have no data

| Time | | sharing|File send]web Push|video| Total
00:00 ~ O01:00 1z9 [ (=} o o 135
01:00 ~ 0O2:00 2 o o o o 2
08:00 ~ 09:00 10 4 1 3 2 18
09:00 ~ 10:00 63 o =1 (a} 2 T4
10:00 ~ 11:00 56 o 4 4 4 Fe
11:00 ~ 12:00 [ (=} (=} o o L=
12:00 ~ 12:00 o o o o 4 4
13:00 ~ 14:00 4 o o o o 2
14:00 ~ 15:00 10 o o (a} o 10
15:00 ~ 16:00 4 iz o o o 16
16:00 ~ 17:00 is (=} (=} o o i8
17:00 ~ 18B:00 20 o o o o 20
18: 00 ~ 19:00 16 o o o 14 30
19:00 ~ Z0:00 63 o o (a} 54 117
20:00 ~ 2Z1:00 20 o o o 30 s0
Total 429 20 14 5 110 SE8

All Users/Monthly

== Feature Usage Statistics

@ AllUsers () Search User

@) Daily @ Monthhy |2003—U4—U3 | E [ Query ] Hide rows that have no data
1 10 2 & = 41 &7
= 10 E 12 7 10 a7
E] ES 2 o o E 10
L] 52 o =0 o =1 204
s e = =L EH 1= 435
7 163 & 16 El 198
8 439 20 14 = 110 s88
10 260 o 1 o 19 283
14 10 s o 1 s 25
1s 4 z z o o -3
16 2 o 1 o 1 a
Total 1042 54 171 3235 267 1869
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6.9.3.4 ICR Result
The ICR Result Statistics screen shows the number of incoming calls routed with ICR and the
routing result on daily or monthly basis.

® You can select to view All Users or Search User data as well as daily or monthly information.

¢ In the daily display, data is arranged hourly and in the monthly display, data is arranged
daily.

¢ |n addition, if ‘Hide rows that have no data’ is selected, the applicable rows are not displayed.

All Users/Daily

2 ICR Result Statistics

@ allusers () Search User

@ Daily Or.'lunthhr|2003-04-95 |E[ Query ] [¥] Hide rows that have no data

R ET [ )
1 o 1

08:00 ~ 09:00

13:00 ~ 14:00 9 o 11
14:00 ~ 15:00 9 o 9
Total is (1] 21

All Users/Monthly

&2 ICR Result Statistics

@ Allusers () Search User

© Daily @ Wonthly |2008-04-08 |5 [ Query | [7] Hide rows that have no data

10 9 19

2

E] & 19 3
7 1 o 1
B 139 o 21
Total 36 28 (3=
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6.9.3.5 Login Count

The Login Count Statistics screen shows the number of times each UCS Client has attempted
to login on a daily or monthly basis.

® You can select to view All Users or selected User data.

Searched User/Monthly

= Login Count Statistics

() AllUsers @ Search User |user |[ searcn | © Daily ® Monthly [2008-04-16 | TF] [ query |
User ID Name Count
ucuser3 UJCE User 3 192
ucuserls UCS User 15 134
ucuserl UCS User 106
ucuserd UCS User 4 v
ucusery UCS User 9 62
ucuser? UCS User 2 58
ucusers UCS User s 36
ucuser1l UCS User13 33
ucuser1d UCS User 10 24
ucuseri4 UCS User 14 21

HE

e Information is arranged in order by login counts.
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Chapter 7
Administration (Service Controller)

The IPECS UCS Server applications are running as a service on Windows. The services are
required to register before execution. If services are running, service programs will not stop
before stopping and unloading these. And these will keep working after restarting system. The
UCS service programs can load/start/stop/unload using the iPECS UCS service controller. Also,
each service program can be set trace options and configurations.

To execute the “IPECS UCS service controller”:

® Click “Launch iPECS UCS Server” icon in Windows wallpaper.
e Select menu in [Start Menu — All Program—iPECS - UCS Server].

Following screen will be shown after execute “Launch iPECS UCS server”.
= UCS Service controller - 5.0.1

Load All Services Start All Services Stop All Services Unload All Services

W Gateway | J Diagonsis | & Directory | & Chatting UPresencelUEMaiI]ULD;P]UExchange UUserE;-'nc]

Gateway Service State Trace
Load Start ] Unload
Configuration
Save Apply
DB Pasword : ssssssss i
UCS UserSync-State[Running] install success.
| Close
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B UCS Service controller - 5.0.1

Load All Services Start All Services Stop All Services Unload All Services

) Gateway l U Diagonsis l U Directory l U Chatting ] J Fresence IU EMail l U LDAP l &J Exchange | i UserSync l

Every tab icon shows the status of each service status.
o % : Run after loading
« . Stop after loading

e & :Unload

7.1.1 Load All Services

All UCS services are loaded one by one from Gateway service. Loaded services can be shown
in the “Windows Task Manager”.

I Task Manager — =

File Options Wiew
Processes | Performance | App history | Startup | Users | Details | Services

-

MName PID Description Status Group Cal
55 UCS Chatting 3220 UCS Chatting Running
% UCS Diagensis 6920 UCS Diagonsis Running
+ UCS Directory 4816 UCS Directory Running
+ UCS EMail 5604 UCS EMail Running
5 UCS Exchange 5012 UCS Exchange Running
+ UCS Gateway 8152 UCS Gateway Running
L UCS LDAP 2792 UCS LDAP Running
o UCS Presence 7796 UCS Presence Running
S UCS UserSync 6460 UCS UserSync Running ha

) . - .
[~ ) Fewer details ¥ Open Services

7.1.2 Start All Services

All UCS services are started one by one from Gateway service

7.1.3 Stop All Services

All UCS services are stopped one by one. The Gateway service will stop at the end.

7.1.4 Unload All Services

All UCS services are unloaded one by one. Once all services are unloaded, the UCS services
will not be shown in Windows Task Manger.
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7.2.1

7.2.2

Individual Service control tabs have following operations.

» Load: Register a UCS service program as Windows service.

» Start: Start service.

» Stop: Stop service.

» Unload: unregister a UCS service program from Windows service.

Gateway

The Gateway service transmits SIP (Session Initiation Protocol), TCP (Transmission Control
Protocol) and messages between application services and UCS clients. This service depends
on PostgreSQL DB service program. If PostgreSQL is not running, the Gateway will not run.
The PostgreSQL is installed during UCS server installation and run automatically.

o Gateway

Gateway Service State

Configuration

Save

Trace

Apply

Diagnosis

The Diagnosis service checks other UCS services’ connection status and savs their status into
the DB. This service depends on the Gateway service.

Diagnosis Service State

Configuration

@ Diagonsis

Save

Trace
Level : |Detail W
Direction @ | Mone hd
Destination :
Apply
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7.2.3 Directory

The Directory service offers login and user-searching features. This service depends on the
Gateway service.

 Directory |
Directory Service State Trace
Load Start Stop Unload Level : | Detail v

Configuration Direction : | None -
Destination :
Options
[Iserver [ client

Key Value : |0
Save

7.2.4 Chatting

The Chatting service has 1:1 chatting and group chatting features to the UCS clients. This
service depends on the Gateway service.

' Chatting
Chatting Service State Trace
Load Start Stop Unload Level 1 | Detail w

Configuration Direction : | Mone L

Destination :

Options

[Iserver [ ]Client

Key Value : |0

Save
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7.2.5

7.2.6

Presence

The Presence service shows registered member’s IM and phone status to each other. Also it
communicates with iPECS PBX and provides IMR feature to the UCS client. This service

depends on the Gateway service.

Presence Service State

Configuration

Met Interface: |De1’ault

Save

Level : |Error v |
Direction : |Nnne e |
Destination :
Options
[Jserver [ client [ |PBX
Key Value : |EI |

Print phone data |

e Configuration

- Net Interface: Select one of network interfaces, which are installed in the PC, to use for
Presence service. The default means that the service selects a network interface
automatically. If the connection has problem but there is no connection defect factor
(Firewall, NAT), select other network interface to solve problem. This feature can be

available on unloaded status.

Email Sender

The Email Sender service sends an email about created user account to the email address
which is set when account is created. This service depends on the Gateway service.

Email Sender Service State

Load Start Stop | | Unload

Configuration

Save

 EMail |
Level :  |Error Y]
Direction : | Mone W
Destination :

162

iPECS UCS Server Administration Guide - Issue 4.7



7.2.7 LDAP Link

The LDAP Link service provide synchronization feature with other databases (Microsoft Active

Directory, ORACLE, MySQL). User information, like hame, address etc., will be synchronized.
This service depends on the Gateway service.

) LDAP ]
LDAP Link Service State Trace
Load Start Stop | | Unload gzl |Detai| " |
Configuration Direction : |None w |
Destination :

7.2.8 Exchange Link

The Exchange Link service provides schedule synchronization from Microsoft Exchange server.
User schedules will be synchronized. This service depends on the Gateway service.

s Exchange ]
Exchange Link Service State Trace
Load Start Stop | | Unload Level s |critical v
Configuration Direction : | DebugView v
Destination :
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7.2.9 User Sync

The User sync service can synchronize users’ password from Microsoft Active Directory server.

If the UCS user and AD user have same ID, password will be synchronized. This service
depends on the Gateway service.

W Usersyn |
User Sync Service State Trace
Load Start Stop | | Unload ==l |Detai| v|
Configuration Direction : |Debugl-'iew W |
Destination :
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7.3 Trace files

Trace files are created using each service names under “Services\Trace” in the UCS installed
directory. If trace data is necessary, iPECS UCS maintenance team will obtain these.

(=S

3_—:"‘3/ | .. < Program Files » iPECS » UCSServer » Services » Trace - Search Trace P
o @

Type

K
[+ . InstallShield Installation Information
> . Internet Explorer

Organize =

Include in library «

GUMTEEAtmp

Share with « MNew folder

i MName

| [UCS_EmailSender]_log
| [UC5_Exchangelink]_log

Microsoft ASP.MET
Microsoft.MET
MSBuild
PasswordHk
PgQleDB

11 items

s || iPECS

i | Chat_log

4 || UCS Server Diag_|
1a (o]
.. DBbackup = Di gl_ ’

| Dir_lo

= |, ExternalfApp I GW_I y
= _lo

I= | Postgres = GWL :
= = og

4 | Servi
ervices | Presence_log
. Trace SIPL
= og

| UCS_LDAP_lag

| UserSync_log

EEEER 4
Date modified

8/8/2015 3:29 PM
8/8/2015 3:29 PM
8/8/2015 3:29 PM
8/8/2015 3:29 PM
8/8/2015 3:29 PM
8/8/2015 3:28 PM
8/8/2015 3:29 PM
8/8/2015 3:29 PM
8/8/2015 3:28 PM
8/8/2015 3:29 PM
8/8/2015 3:29 PM

Text Document|
Text Document]
Text Document]
Text Document
Text Document]
Text Document|
Text Document]
Text Document]
Text Document]
Text Document]
Text Document

Each service may have following trace settings.

Trace

Level :

Direction :
Destination :

Options
[server [client []PBX

Key Value :

Detail

DebugView

i}

Print phone data

Apply

e Level: Error (default)

- Critical: Critical level trace data will be printed.

- Error: Critical and Error level trace data will be printed.

- Debug: Critical, Error and Debug level trace data will be printed.

- Detail: All level trace data will be printed.

The relation of the Level is as follows:

Detail D Debug D Error D Critical

e Direction: None (default)

= None: Only printing at trace file.

= Debugview: Printing trace data to the Debugview and trace file.
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e Options

e P

Server: Trace data, which is transmitted with other services, will be printed.
Client: Trace data, which is transmitted with clients, will be printed.

PBX: Trace data, which is transmitted with PBX system, will be printed.

Key Value: Trace data, which is transmitted with specific client, will be printed.

rint phone data: Whenever pressed, all UCS client status will be printed.

NOTE
Trace configuration about Gateway is set in web admin. Refer to the 7.1.9.2 SIP Parameter

The Debugview is a tool which can see trace information in real time. This tool can be
downloaded from https://technet.microsoft.com/en-us/library/bb896647.aspx. If there is an error
when downloading, type “Debugview download” in the web search site.

UcCs

Service applications save and load UCS data from their database (PostgreSQL). To

access the database, UCS Service applications must know the password of the database
(PostgreSQL) user.

If the database password is changed, changing value must be set in UCS Service applications.
To change it, unload all services and type password in password edit box. The password box
will be activated after unloading all services.

B uc

S Service controller - 5.0.1 [&J

[

Load All Service ] [ Start All Service l [ Stop All Service ] [ Unload All Service ]

& Gateway l & Chatting ] & Directory ] & Diagonsis ] & Presence ]eEMaiI ] & LDAP ] & Exchange ] & Usersync ]

Gateway Service State Trace
Configuration

DB Pasword : ssssssss Update
TCC Useroync btate Get rmor]

[ Close
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Chapter 8

Upgrade and Uninstallation

8.1.1

IPECS UCS Server supports upgrading to the latest version. To do an upgrade, all UCS Server
service applications must be unloaded from service list. To do an upgrade from UCS P4 to P5,
all UCS Server applications must be shut down.

Upgrade from UCS P4 to P5

Upgrading iPECS UCS Server from P4 to P5 is a multi-step process. Failure to follow the step-
by-step process may result in failure of the iPECS UCS Server installation.

CAUTION

Upgrading iPECS UCS Server from P4 to P5 is only available up to UCS Server 4.1Ag. iPECS
UCS Server is not able to upgrade from P4 to P5 for 4.1Ah and later..

Backup UCS Server database file, and save it in another storage device. Refer to 6.1.3.1
Backup Database for details.

Shut down existing iPECS UCS Server.

Go to [Control Panel — Program and Features]. Uninstall following programs.

.1 Programs and Features -|E| 1‘
‘@(_)v '3 ~ Control Panel ~ Programs ~ Programs and Features &2 I Search Programs and Features @J

Control Panel Home Uninstall or change a program

View installed updates To uninstall a program, select it from the list and then dick Uninstall, Change, or Repair.
¥ Turn Windows features on or off

Organize + ninstall | Change =N ]
Name = Uninstall this program. | -] Pubiisher |=| mnstall... |-
L.E'\Mlcrusuf't NET Framework 4.5 Microsoft Corporation 6/17/2014
B Microsoft Visual C++ 2010 x86 Redistributable - ... Microsoft Corporation 6/17/2014
ﬁMia’ﬂsnft Visual C++ 2012 Redistributable (x86) -... Microsoft Corporation 6/17/2014

" postgresQL 9.2 (x86) PostgreSQL Global Developme... 6/17/2014

®'|PostgreSQL OLE DB Provider PostgreSQL Application Install.., 6f17/2014
Ericsson-LG Enterprise 292014
S WebAdmin Ericsson-LG Enterprise 10f19/2014

=
3 WinPcap 4.1.3 Riverbed Technology, Inc. 6/17/2014

( | i

Ericsson-LG Enterprise Product version: 4.01.22
Help link: http: fjwww.ipecs.com

- UCS Server
- UCS WebAdmin
- PostgreSQL 9.2
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6.

NOTE

In order to upgrade UCS Server application from P4 to P5 you must first uninstall P4 and install
P5. IPECS UCS Server database upgrade from P4 to P5 is supported in process of UCS P5

Server Installation

Reboot UCS Server PC.

CAUTION

iIPECS UCS Server PC must be rebooted. If not, UCS P5 Installation will fail.

Run “setup.exe” in UCS Installation Folder.

P 2015 08 _03_15.0.1_Qv H =]

O_O | - 2015 08 03 TS0, -

~ |23 | searchznisoso..  |2)

Organize * = Open  Sharewith +  Mew Folder =+ [ @
; 2| Mame - | o
. Favoarites
Bl Deskkop |j SErvices g
. Downlsacs EET
=] Recent Flaces | Setup
|| setup.isn
i Libraries 1 veredist_z012_xa6
= Documents # veredist_2013_x86
& Music ;l 1 |

The display of UCS Server installation is shown as below. Click [Next].

iPECS UCS 5.0.1 Installation Wizard

Welcome to the InstallShield Wizaid for iPECS UCS Server

InstallGhied < Back

computer. To continue
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7. The Software License Agreement window appears. Read and accept the license terms then

click [Next].

iPECS UCS 5.0.1 Install

UCS Server License Agreement

The aim of this contract is for deciding items about using service after install
UCS server and client program distributed by Ericsson-LG Enterprise.

The sole copyright for server and client program used in UCS sewice
belongs to Ericsson-LG Enterprise.

Service coverage - UCS service means the sewice such as voicefvideo
call, presence, IM, collaboration etc between UCS server and UCS
client program distributed by Ericsson-LG Enterprise.

User who installed this client program can use IM, presence,
voicevideo call and collaboration functions supplied by UCS sewer.
Ericsson-LG  Enterprise  may modify anything such as  sewice
accessing method, client program, sereer program, homepage,
network and use methods without agreement

or notification to users in advance.

The other iters or issues not specified in here are applied and
analyzed according to the basic telecornmunication law or the electric
industry law:.

This contract is in force from 1 June 2006

InstallShield

’ < Back ” ﬂext)I\J Cancel

8. Select a Setup Type. If you want to change the setup directory, then select [Custom]. Selecting
[Typical] is recommended. Click [Next].

iPECS UCS 5.0.1 Installation Wizard

Setup Type
Ip type ta i

InstallShield

mended for ady:

< Back ] I Mest » h ] Cancel
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9. Before starting installation of UCS Server applications, review the settings. Click [Next].

iPECS UCS 5.0.1 Installation Wizard E

Ready to Install the Program
Th rd i

Cancel

InstallShield

10. After installation of the UCS Server applications, the installation of VC++ 2013 Redistributable
(x86) starts. Click [Install].

iPECS UCS 5.0.1 Installation Wizard x|
Setup Status

jie Microsoft Visual C++ 2013 Redistributable (x86) - 12,0,3050, ., |9J&l E3

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

MICROSOFT SOFTWARE LICENSE TERMS ﬁl

MICROSOFT YISUAL C+ + REDISTRIBUTABLE FOR ¥ISUAL STUDIO
2013

These license terms are an agreement betweean Microsoft Corporation (or
based on where you live, one of its affiliates) and vou. Please read them, X

[+ 1agreeto the license terms and conditions

]nstallv\ds Close |

InstallShield Cancel
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11. When installation of VC++ 2013 Redistributable (x86) is complete, click [Close].

iPECS UCS 5.0.1 Installation Wizard x|
Setup Status

icrosoft Visual C++ 2013 Redistributable {x86) - 12,0,3050... |M&E E3

Microsoft Visual C++ 2013
Redistributable (x86) - 12.0.30501

Setup Successful

Instal|Shield | Cancel |

12. Inthe PostgreSQL Information window, enter a password for UCS database, and click [Install].

InstallShield Wizard K|
PostgreSAL Installation

Enter Information for PostareS 0L installation

"postgres" DB superuzer password PaoztaresgldUCS

|mztallShield

Install » [ I Cancel

13. Installing postgreSQL DBMS.

Setup B

Installing

Unpacking C:%\Program [ Jsglshtmihzontib-dblink-build-sql-delete. html
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14.

15.

16.

Select “From the P4 DB backup file”, then click [Browse]. Select P4 database file backed up
in the previous step. Click [Initialize DB data].

iPECS UCS 5.0.1 Installation Wizard “

Select DB data Install Option
R#IDS_ MewSkinnableDislag_DlgDesc2i#

() Mew database

(®) From the P4 DB backup file

C:\JzershucapphDeskiophDBbackuph 2015

Initialize DB data h Cancel

The installation of iPECS UCS Server package is complete, click [Finish].

iPECS UCS 5.0.1 Installation Wizard

InstallShield Wizard Complete

rd b

InstallShield < Back Caneel

After finishing the installation, the UCS Server Manager icon below is shown in Windows
wallpaper. Click [UCS Server Manager].
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17. To finish database upgrade, the UCS Server service applications must be registered as a
service of Windows OS. Click [Load All Service].

| Load Allservices | sartAlsevices | | stopAlsevices | [ Unioad Allservices |
& Gateway |°‘Diagonsis |ODirectory |°Chatting |°Presence |_ & oap |__
Gateway Service State Trace
[ toad || stat |[ stop || unload |
Configuration

DB Pasword : | sssssssssssnes | | Update

UCS UserSync-State[Get_Error] The service is uninstalled successfully

Close

18. After loading all services, the database upgrade is complete. Click [OK].

B UCS Service controller - 5.0.1 | x|
| oadalsevices | | StatAlSenices | | StopAlServices | [ Unboad Al Services |
& Gateway |° Diagonsis |°Directory |°Chatting |°Presence |_ & oar |__
Gateway Service State Trace
[ toad |[ st |[ swp || unload |
Configuration

é’i Upgrading UCS database to T5.0.1 version is success!

DB Pasword : | eessssssssssse | | Update |

UCS UserSync-State[Get_Error]

19. The services must be started. Click [Start All Services]. The upgrade is finished.
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8.1.2

UCS P5 Version Upgrade

If a previous version of iPECS UCS Server is installed, upgrade of iPECS UCS Server is
required. At this time, you must unload all the existing iPECS UCS Server Services.

1. Unload all iPECS UCS Server services. Click [Unload All Services]

= IJCS Service controller - 5.0.2 =
| Load All Services | | Start All Services | | Stop Al Services | | Unloadi{\ll Services |
ij Gateway | W Diagnosis | & Directory I u Chatting | u Presence |0EMaiI | U LOAP | Q&change I%UserS}rnc I
Diagnosis Service State Trace
Load Start | Stop | | Unload | Level: |Detsi w
Configuration Direction :  |Mone W
Destination :
DB Pasword : (sssssssssssnss Update
UCS UserSync-State[Running]
Close
2. Run “setup.exe” in UCS Installation Folder.
| [4 [} = | 201508 27 T5.0.2 Qv - O *
Home Share View 0
T y 2015_08_27 T5.0.2_... v QO Search 2015_08_27_T5.02 Qv 0
b @i Cnd N.::lmr: . Date mcc_lifir:d Cn
[Z] services 8/28/2015 11:39 PM
B Desktop  # B setup 8/28/2015 11:39 PM
; Downloads o+ ;L:j Setup I} 8/28/201511:39 PM
Z| Documents |j setup.isn
=| Pictures - ﬂ veredist_2012_x86
2015 08 03 T5.0 ﬁ veredist_2013_x86
2015_08_03_T5.0 El web_ad-1
J’ Musi [5g Windowslnstaller-KB293803-x86 3/16/2005 12:42 AM
usic ]
(& WinPcap_4.1_3 7719/ "
m Videos vl = =
16items 1 item selected 21.9 KB f=2| =
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3. The display of UCS Server installation is shown as below. Click [Yes].

IPECS UCS Server - InstallShield Wizard

This setup will perform an upgrade of TPECS UCS Server'. Do you want
to continue?

4. To upgrade to new version, click [Next].

iPECS UCS 5.0.2 Installation Wizard X

Resuming the InstallShield Wizard for iPECS UCS Server

InstallShield < Back

5. The installation for upgrading is finished. Click [Finish].

Cancel

iPECS UCS 5.0.2 Installation Wizard

Update Complete

The d has updated iPE

Innstal15hield < Back

Cancel
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To finish database upgrade, the UCS Server service applications must be registered as a

service of Windows OS. Click [Load All Services].

| Load Allservices | sartAlsevices | | stopAlsevices | [ Unioad Allservices |
& Gateway |°‘Diagonsis |ODirectory |°Chatting |°Presence |_ & oap |__
Gateway Service State Trace
[ toad || stat |[ stop || unload |
Configuration

DB Pasword : | sssssssssssnes | | Update

UCS UserSync-State[Get_Error] The service is uninstalled successfully

Close

After loading all services, the database upgrade is complete. Click [OK].

B UCS Service controller - 5.0.1 | x|
| oadalsevices | | StatAlSenices | | StopAlServices | [ Unboad Al Services |
& Gateway |° Diagonsis |°Directory |°Chatting |°Presence |_ & oar |__
Gateway Service State Trace
[ toad |[ st |[ swp || unload |
Configuration

é’i Upgrading UCS database to T5.0.1 version is success!

DB Pasword : | eessssssssssse | | Update |

UCS UserSync-State[Get_Error]

The services must be started. Click [Start All Services]. The upgrade is finished.
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8.2 Uninstallation

IPECS UCS can be removed through [Control Panel — Uninstall a program]. Before
uninstallation, you must unload all UCS service applications from Windows OS. Refer to 7.1.4
Unload All Service for details.

1. Select ‘UCS Server’, then click [Uninstall] button.

gl Programs and Features H=] E3

Q( )v » &l Control Panel ...  Programs and Features - ¥
Control Panel Home Uninstall or change a program
view installed updates Taouninstall & pragram, select it frarm the list and then dick Uninstall, Change, or
_ Repair,
gl Turn Windaws features on ar off
Crganize Uninﬁall | Change 4= - :@:

Mal

Microsoft \MET Framework 4.5 Microsoft Corporation
(2 Micrasaft Visual C++ 2010 x56 Redistributable - ... Microsaft Corporation a/:
ﬁMicrosoft ‘isual C++ 2012 Redistributable (x86) -..,  Microsoft Corporation af:
ﬁl\’licrosoft ‘isual C++ 2013 Redistributable (x&6) -... Microsoft Corporation &l
BPostgreSQL Q.2 (x86) PostgresdL Global Developme... 82
BPostgreSQL OLE DE Provider PostgresdL Application Install,,. &/
(—B WinPcap 4.1.3 Riverbed Technology, Inc. a/:

< | i

Eticzson-LG Enterprise Product wersion: 5.0.1
Help link: http:/ fwo, Ericsson-LGERkerpris. .

2. Click [Yes] to remove.

1 Programs and Features M =] E3

\. :Jv ~ &l Control Panel I... = Programs and Features - [m I Seatch Programs and Features F

Control Panel Horme Uninstall or change a program

Yiew installed updates To uninstall & program, select it From the list and then click Uninstall, Change, or
_ Repair,
gl Turn Windows Features on or off
iPECS UCS Server - Installshield Wizard Gm . |@|
_ . |v| Ins
Do wou wank to completely remove the selected application and all of its - . -
Features? 3 Enterprise al:
Corporation &1
Corporation 1
Hae T o Corporation gl
1,\' Corporation a1z
[®-[PostgreSQL 9.2 (x56) PastgreSolL Global Developme,.. 812
DPostgreSQL CLE DB Provider PostgresdL Application Install,., &
(FwWinFcap4.1.3 Riverbed Technology, Inc, 1
1| | i3

Ericsson-LG Enterprise Product version: 5.0.1
Help link: htbp: ) fwn Ericsson-LGEnterpris. ..

iPECS UCS Server Administration Guide - Issue 4.7 177



3. The component programs of installation package are as follows. Remove any unnecessary

programs.
.1 Programs and Features M=l E3
va '3 « All Control Panel ... = Programs and Features - l‘ﬂl I Seatch Programs and Features !’ﬂ
Control Panel Home Uninstall or change a program
Yiew installed updates Touninstall a program, select it from the list and then click Uninstall, Change, o
Repair,
g Turn Yindaws Features on or off
Orgarize H= ﬁ
Mame = | v| Publisher | -| Ins
~-'§‘-Microsoft MET Framework 4,5 Microsoft Corporation 1
(W7 Micrasoft Visual C++ 2010 36 Redistributable - ... Micrasoft Corporation 1
‘ﬁMicrosoFt Wisual C++ 2012 Redistributable (86 -... Microsoft Corporation a:
ﬁMicrosoFt Wisual C++ 2013 Redistributable (x867 -... Microsoft Corporation aj:
(FwinPcap 4.1.3 Riverbed Techrolagy, Inc, gz
| | 2
—— Currently installed programs Total size: 84.4 MB
Lf i;l, 5 pragrams installed

® Microsoft .NET Framework 4.5

* Microsoft Visual C++ 2010 Redistributable (x86)
e Microsoft Visual C++ 2012 Redistributable (x86)
e Microsoft Visual C++ 2013 Redistributable (x86)
e WinPcap 4.1.3
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Appendix

The Ports can be changed if UCS Server or PBX administrator changes them.

iPECS Unified (UCP, eMG80, eMG800) with UCS Standard

CASE Source Destination Port Usage(Bi-Directional)
UCS Clients - UDP: 5588,
Unified Any Unified IP | top. 5588 7878 8899
UCS Clients & UDP: 6000~6095, UDP 8000~8095,
VOIM Any VOIMIP 9000~9095

iPECS Unified (UCP, eMG80, eMG800) with UCS Premium

CASE Source Destination Port Usage(Bi-Directional)
UCSU?iif?;;S Y Unified 1P 'LI}([Z)PP:: 5555§§,, 7878, 8899
ucs \Slgtlahr/llts | Any VOIM [P g(l))()%:~g%%%~6095, UDP 8000~8095,
Uﬁisc ”Seer:t,sere Any | UCS Server P %E:: 53,052056 ~ 25060, 3389
nggi;‘ir;r Unified | UCS Server IP | UDP:5588, 6254

iPECS-CM with UCS Premium

CASE Source Destination Port Usage(Bi-Directional)
UCS Clients « UDP: 5588,
oM Any CMIP TCP: 5588, 7878, 8899
UCS Clients = | apy VOIM IP UDP: 6000~6511, UDP 8000~8511,
VOIM
UCS Clients « UDP: 25060
UCS Server Any | UCS ServerIP | rop. g0 25056 ~ 25060, 3389
CM < PBX UCS Server IP | UDP:5588, 6254
UCS Server
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Default

Code Message Category Supplementary Information
1001 Server Process Started Notice PROCESS NAME
1002 Server process Stopped Warning PROCESS NAME
1003 Server Process No Warning PROCESS NAME

Answer
1101 PBX System Connected Notice ?:;I'PEENAME, IP ADDRESS and SYSTEM
1102 PBX System No Answer  Warning %TPEENAME' IP ADDRESS and SYSTEM
1103 Presence Service Started Notice .?:(TPEENAME' IP ADDRESS and SYSTEM
1201 ICR Routing Result Notice SQE;TI\TA'NI'EO%BESM%A&%ED NUMBER and

. . . CAUSE, CALLER NUMBER, CALLED

1202 ICR Routing Fail Report Warning NUMBER and DESTINATION NUMBER
1203 Invalid ICR Request Warning SQ#EE%“NAEMBER' CALLED NUMBER and
1301 UCS Client No Answer Warning USER and IP ADDRESS
1302 UCS Client Re-Login Warning XSEEIEISPSA(I?A\IIDZ$ES)S (BEFORE) and IP
1303 UCS Client Login Notice USER and IP ADDRESS
1304 UCS Client Logout Notice USER and IP ADDRESS
1305 UCS Client Login Fail Warning USER ID, IP ADDRESS and CAUSE
1311 Inbound Call Log Notice  ory L ThVIE USER 1D and DESTINATION
1312 Outbound Call Log Noice  DATE_TIME, USER D, DESTINATION
1314 IM Event Log Notice DATE_TIME, USER ID and PEER ID
1315 Sharing Event Log Notice DATE_TIME, USER ID and PEER ID
1316 File Sending Event Log Notice DATE_TIME, USER ID and PEER ID
1317 Web Push Log Notice DATE_TIME, USER ID and PEER ID
1318 Video Log Notice DATE TIME, USER ID and, PEER ID
1320 File Receive Event Log Notice BQIAT:E_;%IIEZIBESEEIIED PEERID, FILE
1321 SMS Send Event Log Notice DATE_TIME, SENDER and RECEIVER
1322 SMS Receive Event Log Notice DATE_TIME, SENDER and, RECEIVER
1323 Note Send Event Log Notice DATE_TIME, SENDER, RECEIVER
1324 Note Receive Event Log Notice DATE_TIME, SENDER and RECEIVER
1325 Missed Call Log Notice BS&%—;&ME USER ID and, DESTINATION
1326 Admin Message Log Notice DATE_TIME, RECEIVER and SUBJECT
1327 Whiteboard Event Log Notice DATE_TIME, USER ID and PEER ID
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Default

Code Message Category Supplementary Information
1328 Eg;kmp Sharing Event Notice ~ DATE_TIME, USER ID and, PEER ID
1329 I\_/c'%eo Presentation Event . tice  DATE_TIME, USER ID and PEER ID
1330 Eggwte Monitoring Event \ ice  DATE_TIME, USER ID and PEER ID
TYPE, CREATOR, ROOM NAME,
1401 Chat Room Created Notice SUBJECT, ACCESS TYPE and MEMBER
COUNT
1402 Chat Room Deleted Notice TYPE, OPERATOR and ROOM NAME
1403 Enter Chat Room Notice TYPE, MEMBER and ROOM NAME
1404 Exit Chat Room Notice TYPE, MEMBER and, ROOM NAME
1501 Voice Network Code Warnin SITE NAME, IP ADDRESS, VN CODE (DB)
Mismatch 9 and VN CODE (PBX)
1601 DB Table not Exist Warning TABLE NAME
1602 DB View not Exist Warning VIEW NAME
1701 Call Connection Fail Warning USER, DESKTOP PHONE NUMBER and
CAUSE
1702 Desktop Phone Number Warnin USER, DESKTOP PHONE NUMBER and
Mismatch 9 CONNECTED NUMBER
1801 Schedule Folder Created Notice NAME and, CREATED BY
1802 Schedule Folder Deleted Notice NAME and DELETED BY
Schedule Folder Name . OLD NAME, NEW NAME and CHANGED
1803 Notice
Changed BY
1804 Schedule Item Created Notice FOLDER, SUBJECT and CREATED BY
1805 Schedule Item Deleted Notice FOLDER, SUBJECT and DELETED BY
1806 Scheduleltem Contents i Fol DER, SUBJECT and CHANGED BY

Changed

iPECS UCS Server Administration Guide - Issue 4.7

181



The table below shows major items for each software release. Refer to SRN document on
Global Partner Site for details.

Title Related Chapters in Manual Type | Version

Chapter7. Administration(Service

UCS Server Service New T5.0.1

Controller)
SSO for Windows Client g'é'S'l SSO on AD Joined Windows New T5.0.1
SSO (pas_swqrd 6.4.5.2 SSO Wlth AD Password New T5.01
Synchronization) Synchronization
Exchange Server Status 6.4.4 Exchange Link Server New T5.0.1

Single Sign On to synchronize
schedule information with 6.4.4 Exchange Link Server New T5.0.1
Exchange Server

Synchronization of schedule

information with Office365 6.4.4 Exchange Link Server New T5.0.1
Register All User Group Member | 6.2.5 Presence Registration Change | T5.0.1
UCS Client Upload 6.6.9 Client Upload Change | T5.0.1

Open Source Software used in this product is listed as below. You can obtain a copy of the
Open Source Software License from Ericsson-LG Enterprise Web site, http://www.ericssonlg-
enterprise.com. Ericsson-LG Enterprise reserves the right to make changes at any time without
notice.

Open Source License

openss| BSD

Ericsson-LG Enterprise offers to provide you with open source code on CD-ROM for a charge
covering the cost of performing such distribution, such as the cost of media, shipping and
handling upon e-mail request to Ericsson-LG Enterprise at opensource@ericssonlg.com

This offer is valid for a period of three (3) years from the date of the distribution of this product
by Ericsson-LG Enterprise.
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The contents of this document are subject to revision without
notice due to continued progress in methodology design and
manufacturing. Ericsson-LG Enterprise shall have no liability
for any error or damage of any kind resulting from the use of
this document.

Posted In Korea

www.ericssonlg-enterprise.com
© Ericsson-LG Enterprise Co., Ltd. 2013
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